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EXAMINING U.S. GOVERNMENT ENFORCE- 
MENT OF INTELLECTUAL PROPERTY 
RIGHTS 


WEDNESDAY, NOVEMBER 7, 2007 

U.S. Senate, 

Committee on the Judiciary, 

Washington, D.C. 

The Committee met, pursuant to notice, at 2:11 p.m., in room 
SD-226, Dirksen Senate Office Building, Hon. Patrick J. Leahy, 
Chairman of the Committee, presiding. 

Present: Senators Leahy and Cornyn. 

OPENING STATEMENT OF HON. JOHN CORNYN, A U.S. 

SENATOR FROM THE STATE OF TEXAS 

Senator Cornyn. Senator Leahy has been detained, but he is en 
route and in the interest of time asked that we go ahead and get 
started. Let me start with a brief opening statement, and then I 
will turn it over to our distinguished colleague from Indiana, Sen- 
ator Bayh. 

First of all, I want to express my gratitude to Senator Leahy for 
convening this important hearing on protection of intellectual prop- 
erty. He and I are introducing a bill today that provides additional 
tools to the Justice Department and which strengthens our anti-pi- 
racy and anti-counterfeiting laws. Our bill reflects extensive input 
from the content community as well as the Department of Justice, 
particularly the DOJ’s Task Force on Intellectual Property. 

The Leahy-Cornyn Intellectual Property Enforcement Act of 2007 
is another example of bipartisan cooperation on an issue of critical 
importance to the United States economy and U.S. consumers. This 
legislation builds on previous legislation Senator Leahy and I co- 
sponsored, the Protecting American Goods and Services Act of 
2005, which passed the Senate during the 109th Congress. 

I am proud that the Chairman and I have been able to work to- 
gether on this and other IP legislation, like the Patent Reform Act 
and the Vessel Hull Design Protection Act. I am also proud of the 
work that this Committee has done and to be able to work with an- 
other distinguished colleague on the Judiciary Committee, Senator 
Feinstein, on the Artists’ Rights and Theft Prevention, or ART, Act. 
That legislation, which was signed into law by President Bush in 
2005, criminalized the use of recording devices in movie theaters 
and provided stiff penalties for violators. 

Earlier this year. Senator Feinstein and I were alerted to the fact 
that Canadian-sourced camcordings had jumped in 2006 by 24 per- 

( 1 ) 
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cent and Canadian theaters were suspected to be the source for 
nearly half of all illegal camcordings. It became clear to us that 
changes to the U.S. law was not enough, and we wrote to Prime 
Minister Harper and urged the Canadian Government to consider 
similar legislation. We are pleased to learn that, in June, Canada 
took a decisive step toward combating camcording-generated piracy 
by enacting legislation modeled on the ART Act. 

I know there is another area of bipartisan agreement, and that 
is the hard work that is done by our anti-counterfeiting and anti- 
piracy experts and enforcement personnel throughout the Federal 
Government. We should endeavor to give them all the tools that 
they need to fight this growing problem. 

To its credit, the administration has devoted significant re- 
sources and personnel to fighting pirated and counterfeit goods. 
The Department of Justice’s Task Force on Intellectual Property, 
represented here today by Mr. O’Connor, is an integral part of 
these efforts and provided significant input into the legislation that 
the Chairman and I have introduced today. 

I think it is important to recognize a few of the recent accom- 
plishments in this regard. For example, there has been a surge of 
seizures in counterfeit goods by Customs and Border Protection, 
nearly a doubling from 2005 to 2006. The Department of Justice 
has deployed more than 230 specialized intellectual property pros- 
ecutors across the country since 2004, and there has been a signifi- 
cant increase in the number of Federal IP prosecutions, 287 convic- 
tions in fiscal year 2007 versus 2,013 convictions in fiscal year 
2006. 

The President has launched the Anti-Counterfeiting Trade 
Agreement, which is a major new initiative with several trading 
partners, including the European Union and Japan. This accord 
aims to raise the bar on IP enforcement across the globe. 

The administration has implemented, I believe, effective and co- 
ordinated strategies to address key concerns like China and Russia. 
This administration brought the first intellectual property cases 
against China in the WTO and is leading the effort to improve in- 
tellectual property enforcement in Russia prior to that Nation join- 
ing the WTO. These are significant developments, and there is 
much more to be done. The FBI estimates that counterfeiting costs 
companies in the United States somewhere on the order of $250 
billion a year. And we must confront the fact that profits from 
counterfeiting and piracy wind up in the hands of those who may 
wish America harm. 

We know, for example, that confiscated al Qaeda training manu- 
als have recommended the sale of counterfeit goods as a revenue 
stream for its operatives. This disturbing fact alone should moti- 
vate our work to combat counterfeiting and piracy. 

When the Founding Fathers put the protection of intellectual 
property in the Constitution, they recognized the unique and un- 
limited creativity of the American people and the impact that 
American innovators would have on the world in the areas of art 
and technology. It is our obligation to protect those innovations as 
well as American consumers, and I look forward to learning here 
today about the administration’s progress and the ways that Con- 
gress can continue to provide the necessary tools. 


VerDate Nov 24 2008 


14:46 Apr 07, 2009 Jkt 048142 PO 00000 Frm 00006 Fmt 6633 Sfmt 6633 S:\GPO\HEARINGS\48142.TXT SJUD1 PsN: CMORC 



3 


Finally, again, I want to welcome our distinguished colleague. 
Senator Bayh, who has contributed with his own intellectual prop- 
erty legislation, along with Senator Voinovich, which I look forward 
to learning more about this afternoon. 

Senator Bayh, let me turn it over to you. 

STATEMENT OF HON. EVAN BAYH, A UNITED STATES SENATOR 
FROM THE STATE OF INDIANA 

Senator Bayh. Thank you. Senator Cornyn. I appreciate your 
courtesy in allowing me to offer my thoughts today about an issue 
that is of great importance to businesses and workers across our 
country, and particularly in my home State of Indiana. I hope you 
will relay my thanks to the Chairman. I know the Committee has 
many pressing matters before it, including the matter you dealt 
with yesterday, the next Attorney General of the United States, ju- 
dicial nominations, patent protection, among other things. And so 
I thank you and the Chairman for making intellectual property 
protection a priority by having this hearing today. 

On a personal note, I cannot help but come before your Com- 
mittee with at least some nostalgia. My father served on this Com- 
mittee for 18 years, and so I know firsthand about the good work 
that you do, and it is an honor to be with you again today. 

Since the founding of our Republic, innovation has been a driving 
force behind our national prosperity. As you pointed out. Senator, 
the Constitution’s Framers listed intellectual property protection as 
the eighth enumerated power of Congress in Article I, Section 8. 
It is listed even before governing imperatives like forming a court 
system. 

Consistent with our historic responsibility, members of this body 
have over time crafted a system of intellectual property rights pro- 
tection that has become a successful catalyst for economic growth 
and job creation. A recent study traced 30 to 40 percent of all U.S. 
productivity gains over the last century to economic innovation. 
Further studies have found that IP-intensive industries pay wages 
almost 50 percent higher than firms that are not IP focused. 

Today however, many of our innovators are being undermined by 
countries that refuse to play by the rules of the global marketplace. 
American companies have lost almost 750,000 jobs because of intel- 
lectual property theft, making it a major impediment to employ- 
ment growth. 

Consumer safety concerns are also very real. Counterfeit phar- 
maceuticals and auto and aviation parts have caused serious inju- 
ries and death. An estimated 2 percent of the 26 million airline 
parts installed each year are counterfeit. Fake goods account for 10 
percent of all pharmaceuticals. 

Finally, as you pointed out. Senator, there is a serious national 
security dimension to this problem. For example, the United States 
seized an al Qaeda training manual in Afghanistan that rec- 
ommended the sale of counterfeit goods as a source of terrorist 
funding. And also, at the time of the first attack on the World 
Trade Center, there were reports that that attack might have been 
funded in part by the sale of counterfeit goods. So there is a press- 
ing national security dimension to this challenge. 
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Earlier this year, I joined with Senator Voinovich in introducing 
S. 522, the Intellectual Property Rights Enforcement Act, to im- 
prove the Government response to this problem. The administra- 
tion has taken some good first steps with its STOP initiative, but 
we are still lacking the kind of high-level coordination and account- 
ability needed to deal effectively with this problem. 

Our legislation was crafted — welcome, Mr. Chairman, at least 
temporarily. That is all right. 

Our legislation was crafted after extensive consultations with 
private industry groups to identify the flaws with our domestic and 
international IP enforcement regime. What emerged from these 
consultations was a consensus that interagency coordination is 
lacking in a number of important areas, and international coopera- 
tion on enforcement is weak at best. 

Under our current fragmented approach, we see a stovepiping ef- 
fect in which communication occurs vertically within agencies but 
not horizontally throughout the Government. As you know all too 
well, interagency coordination is critical to the success of any large- 
scale Eederal effort. 

Currently, there is no plan for how agencies should work to- 
gether on this problem. Current reporting requirements to Con- 
gress merely show what agencies are doing individually, not collec- 
tively as part of the united force. There is no indication of which 
organizations will provide the overall framework for oversight and 
accountability. 

Last November, the GAO released a study that echoes this cri- 
tique of the shortcomings of our current approach. With the Chair- 
man’s permission, I would like to enter this GAO report into the 
record, along with my statement. 

Chairman Leahy. Without objection. 

Senator Bayh. Thank you, Mr. Chairman. 

I hope that members of the Committee will review this report 
and promptly move legislation to the floor, because there are many 
systemic problems in our Government’s approach to IP rights en- 
forcement that require immediate corrective action. Our legislation 
requires a permanent strategy that addresses some of these flaws. 
It requires U.S. Government agencies to unify as part of an intel- 
lectual property enforcement network. It would vest responsibility 
for IP enforcement with a Senate-confirmed Government official — 
the Deputy Director for Management of the 0MB. The Deputy Di- 
rector would be responsible for submitting to Congress a strategic 
plan that includes objectives for IP enforcement, means for meas- 
uring results, and how agencies are to work together. 

Currently, Congress plays no meaningful role in IP enforcement 
other than appropriating funds and asking for briefings from ad- 
ministration officials. American workers, businesses, and taxpayers 
have the right to expect that we will take more of a leadership role 
in the face of a serious problem affecting our national economy and 
so many of our constituents. 

The 0MB is uniquely situated to address the flaws in our cur- 
rent approach. Curbing global IP theft involves criminal prosecu- 
tions, border enforcement, trade policy, and international relations. 
Setting priorities and budgets for such a broad multi-agency effort 
is outside the scope of the Department of Justice, Homeland Seen- 
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rity, or the U.S. Trade Representative alone. We need a stronger 
management presence to ensure that separate agencies are part of 
a single mission, thereby increasing overall efficiency and effective- 
ness. 

Our approach would also establish an international task force of 
concerned countries to track and identify IP criminals. The task 
force would be modeled on a similar international team that fights 
money laundering and other black market crimes. The task force 
will grant membership solely to countries with adequate IP protec- 
tion laws and a track record of enforcing those laws. Today, inter- 
national cooperation in many organizations is hampered by the 
worst global actors being part of those organizations. Our legisla- 
tion envisions the United States sharing information on criminal 
activity and even engaging in joint enforcement operations. Such a 
close-knit arrangement can only flourish among trusted allies. 

A broad coalition of interests dissatisfied with the current ap- 
proach supports our legislation. More than 500 companies, labor 
groups, and other organizations as diverse as the U.S. Chamber of 
Commerce, the AFL-CIO, the National Association of Manufactur- 
ers, and United Auto Workers have endorsed our strategy. 

Mr. Chairman, time is of the essence on this issue. The STOP 
program expires when the President leaves office. Our legislation 
will ensure that robust IP protection is a permanent priority re- 
gardless of the politics of the moment. 

In closing, Mr. Chairman, I would simply say this: The heart of 
America’s competitive advantage lies in the economy of tomorrow, 
an economy that is being invented and discovered each and every 
day. Until we take more aggressive action to curtail IP theft, we 
will continue to be robbed of profits, jobs, and legal protection for 
our best ideas. A stronger and more effective approach is needed 
to prevent the United States from losing its most valuable asset in 
the global marketplace — our innovators and entrepreneurs. 

Mr. Chairman, I want to take this opportunity to thank you for 
making this subject a priority — I know how busy the Committee 
is — and for your courtesy in allowing me to share my thoughts with 
you today. 

Thank you. 

Chairman Leahy. Well, thank you. Senator Bayh. I also want to 
thank Senator Cornyn for stepping in. He has been a partner with 
me on so much of this material where we tried to demonstrate to 
the Senate that it is not a partisan matter. We have passed, I 
think, the PIRATE bill three times, John, in the Senate? And we 
have reintroduced it again this morning to allow the Department 
of Justice the authority to prosecute copyright violations and civil 
wrongs, and we will continue to support that. 

I know you have to be at other places. Senator Bayh, so you are 
welcome to stay, but you are welcome to leave, too. 

John, do you have anything? 

Senator Cornyn. No. Thank you. 

Senator Bayh. Thank you very much, Mr. Chairman. 

Thank you. Senator Cornyn. 

[The prepared statement of Senator Bayh appears as a submis- 
sion for the record.] 
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STATEMENT OF HON. PATRICK J. LEAHY, A U.S. SENATOR 
FROM THE STATE OF VERMONT 

Chairman Leahy. You know, I was going to say earlier that in- 
tellectual property — our copyrighted works, our trademarked goods, 
our patented inventions — is the engine that drives our U.S. econ- 
omy. Intellectual property, I am told, accounts for around 40 per- 
cent of our Nation’s exports. At a time when the dollar is sliding 
so precipitously against other currencies, we have to increase our 
exports. 

We also consume it voraciously here at home. IP is the medicine 
that cures us, the movies that thrill us, the music that inspires us, 
the software that empowers us, the technology that aids us. It is 
everywhere in our lives, and it is very important in our economy. 

Unfortunately, the piracy and counterfeiting of intellectual prop- 
erty is at an unprecedented high, certainly way beyond anything 
I saw when I first came to the Senate. Copyright infringement 
alone costs the U.S. economy at least $200 billion and also 750,000 
jobs each year. Not only does piracy infringe these rights, but it 
can also endanger our health and safety when there is counter- 
feiting of things that we depend upon for our health or our safety — 
fake drugs that look just like the real thing or tainted infant for- 
mula sold to unsuspecting parents, electrical appliances that have 
shoddy insulation, automobile parts that fail under stress — like 
brakes. These kinds of goods are proliferating. They are often dif- 
ficult to distinguish from the real ones. 

I have worked for years to strengthen our laws and to give our 
law enforcement the powers they need. We passed in the last Con- 
gress the Stop Counterfeiting in Manufactured Goods Act, which 
expanded the prohibition on trafficking in counterfeit goods to in- 
clude trafficking in labels or similar packaging with knowledge 
that a counterfeit mark had been applied to those goods. I have 
regularly authored amendments to the State Department’s appro- 
priations bill. My amendments have provided millions to the De- 
partment in order to send staff overseas specifically to combat pi- 
racy in countries that are not members of the Organization for Eco- 
nomic Co-Operation and Development, or OECD. 

In the current Congress, there are a number of other bills along 
with Senator Cornyn’s and my PIRATE Act. Senator Bayh intro- 
duced a bill focused on interagency coordination. Senator Biden re- 
cently introduced omnibus crime legislation that has many provi- 
sions suggested by the Department of Justice. There are bound to 
be more. 

I worry that anything like this, if it is addressed piecemeal, could 
be a mistake. It is far too important to be addressed piecemeal. To 
have the greatest change, we have to examine enforcement efforts 
from the top down. So in our second panel — and I would invite you 
to come forward. I will first let the people who actually make this 
place run, the staff, put up the names. 

Mr. Chris Israel is the United States Coordinator for Inter- 
national Intellectual Property Enforcement, serving as head of the 
National Intellectual Property Law Enforcement Coordination 
Council. Is it true that it is called NIPLECC? 

Mr. Israel. Yes. We did not name it. Senator. 
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Chairman Leahy. I know you did not. But what it does, it in- 
cludes the Departments of Commerce, Justice, State, and Home- 
land Security, and the U.S. Trade Representative. Before becoming 
the U.S. Coordinator, Mr. Israel was Deputy Chief of Staff first to 
Commerce Secretary Donald Evans, then to the current Commerce 
Secretary, Carlos Gutierrez. 

Chris Moore is the Deputy Assistant Secretary of State for Trade 
Policy and Programs in the Bureau of Economic, Energy, and Busi- 
ness Affairs, and oversees the State Department’s activities to 
strengthen intellectual property rights protection. Prior to the 
State Department, he served in both the Office of the U.S. Trade 
Representative and the Department of Commerce. 

Kevin O’Connor currently serves as United States Attorney for 
the District of Connecticut, as Chief of Staff to the United States 
Attorney General, as Chairman of the Department of Justice Task 
Force on Intellectual Property, and was a partner before that in the 
law firm of Day, Berry & Howard. I believe you served in the Secu- 
rities and Exchange Commission, too. Is that correct, Mr. O’Con- 
nor? 

Mr. O’Connor. That is correct. Senator. 

Chairman Leahy. Mr. Israel, why don’t we begin with you, sir. 

STATEMENT OF CHRIS ISRAEL, U.S. COORDINATOR FOR 

INTERNATIONAL INTELLECTUAL PROPERTY ENFORCE- 
MENT, U.S. DEPARTMENT OF COMMERCE, WASHINGTON, D.C. 

Mr. Israel. Thank you. Chairman Leahy. I am pleased to join 
you today to discuss the U.S. Government’s intellectual property 
enforcement efforts. 

As the U.S. Coordinator for International Intellectual Property 
Enforcement, it is the task of my office to leverage the capabilities 
and resources of the U.S. Government to promote effective global 
enforcement of intellectual property rights. Today I would like to 
discuss the ongoing leadership and prioritization of the Bush ad- 
ministration regarding IP enforcement, provide an account of some 
of the progress we have made, and, finally, give some insight on 
how we are coordinating our efforts. 

The reasons for the administration’s leadership on IP enforce- 
ment and for its prioritization are clear. 

Few issues are as important to the current and future economic 
strength of the United States as our ability to create and protect 
intellectual property. U.S. IP industries account for over half of all 
U.S. exports. They represent 40 percent of our economic growth 
and employ 18 million Americans, who earn 40 percent more than 
the average U.S. wage. This growth in prosperity is put in jeop- 
ardy, however, by rampant theft of intellectual property. Quite sim- 
ply, a secure and reliable environment for intellectual property is 
critical to the strength and continued expansion of the U.S. econ- 
omy. Therefore, the protection of intellectual property is a major 
trade, economic, health, and safety issue for the Bush administra- 
tion. We seek every opportunity at every level to engage our trad- 
ing partners, strengthen our enforcement capabilities, and collabo- 
rate with industry. 

As this Committee understands, the problem of global piracy and 
counterfeiting confronts many industries, exists in many countries. 
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and demands continuous attention. With finite resources and seem- 
ingly infinite concerns, how we focus our efforts is crucial. A critical 
element of our overall coordination is the Strategy Targeting Orga- 
nized Piracy, or STOP! Initiative, launched by the administration 
in October of 2004. STOP is built on five key principles: 

First, empowering innovators to better protect their rights at 
home and abroad; 

Second, increasing efforts to seize counterfeit goods at our bor- 
ders; 

Third, pursuing criminal enterprises involved in piracy and coun- 
terfeiting; 

Fourth, working closely and creatively with industry; 

And, fifth, aggressively engaging our trading partners to join our 
effort. 

STOP is a broad interagency effort led by the White House that 
draws upon the capabilities of the Department of Commerce, the 
Department of Justice, USTR, the State Department, the Depart- 
ment of Homeland Security, and FDA. The principles of STOP are 
essentially our combined action plan. They are the things that this 
administration is committed to expanding, coordinating, and exe- 
cuting in order to protect American IP and demonstrate leadership 
around the world. 

On a number of fronts, our efforts have brought meaningful re- 
sults. We have provided useful tools and information that has 
reached thousands of American rights holders. As you will hear 
from Mr. O’Connor, criminal enforcement has increased dramati- 
cally, and Justice is leading our effort to promote even stronger do- 
mestic IP laws. U.S. seizures of counterfeit goods doubled from 
2005 to 2006, in total over 50,000 since 2002. Finally, we are lead- 
ing an aggressive effort around the world to promote IP enforce- 
ment. We have launched a major new initiative, the Anti-Counter- 
feiting Trade Agreement, with the EU, Japan, Korea, Mexico, Can- 
ada, New Zealand, and Switzerland, to create a global gold stand- 
ard for IP enforcement. We have also established strong IP enforce- 
ment programs with the EU, the G-8, and through the Security 
and Prosperity Partnership with Canada and Mexico. 

To confront major concerns, we have filed the first complaint 
with the WTO regarding China’s failure to enforce intellectual 
property rights and made IP enforcement a major premise for our 
support of Russia’s accession to the WTO. 

To achieve these results, we have established a permanent and 
comprehensive U.S. Government strategy that draws upon multiple 
agencies and spans the globe. We have utilized the statutory Na- 
tional Intellectual Property Law Enforcement Coordination Council 
as a cornerstone for implementing our key priorities, and we have 
taken steps to be more transparent and accountable, such as 
through our quarterly IP enforcement updates and an improved an- 
nual report to the President and Congress. 

These are significant steps in a very long and difficult journey to 
combat global IP theft. Piracy and counterfeiting is an expanding 
global business led by sophisticated and organized criminals. Mr. 
Chairman, we are dedicated to stopping intellectual property theft 
and providing businesses with the tools they need to flourish in the 
global economy. We look forward to working with this Committee 
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to promote strong intellectual property rights protection for Amer- 
ican businesses and entrepreneurs around the world. 

Thank you very much, and I welcome your questions. 

[The prepared statement of Mr. Israel appears as a submission 
for the record.] 

Chairman Leahy. Thank you very much. I think we will have 
each one of you testify and then ask some questions. So, Mr. 
Moore? 

STATEMENT OF CHRIS MOORE, DEPUTY ASSISTANT SEC- 
RETARY FOR TRADE POLICY AND PROGRAMS, BUREAU OF 

ECONOMIC, ENERGY, AND BUSINESS AFFAIRS, U.S. DEPART- 
MENT OF STATE, WASHINGTON, D.C. 

Mr. Moore. Thank you. Chairman Leahy. Thank you for this op- 
portunity to speak today about the State Department’s work to 
combat counterfeiting and piracy and enforce intellectual property 
rights around the world. 

A strong intellectual property rights regime has made the United 
States economy one of the most innovative and competitive on 
Earth, and the administration is working aggressively to combat 
counterfeiting and piracy and to strengthen intellectual property 
enforcement at home and abroad using all available tools. 

The United States was instrumental in building a robust world- 
wide legal infrastructure for innovation and creativity through the 
WTO Agreement on Trade-Related Aspects of Intellectual Property 
Rights. This administration has built on the strong legal protec- 
tions in the WTO by including groundbreaking IPR provisions that 
improve on the TRIPS foundation in a dozen free trade agreements 
reached with 17 countries since 2001, and we have brought new 
tools and partnerships to our work in this critical area through 
STOP, the administration’s Strategy Targeting Organized Piracy 
Initiative. 

In close coordination, agencies across the Federal Government 
are successfully engaging our partners around the world to promote 
full implementation of the IPR protections in America’s trade 
agreements and to strengthen laws and take other steps to improve 
enforcement. The State Department plays a vital role in supporting 
and complementing the enforcement activities of other Federal 
agencies with lead responsibilities in this area. Secretary Rice is a 
strong champion of intellectual property protection, and top De- 
partment officials regularly press their overseas counterparts to 
improve enforcement. 

In 2005, at the request of Congress, the State Department estab- 
lished its first Office of International Intellectual Property Enforce- 
ment. This office is marshalling and leveraging the full range of 
often unique tools and resources at our disposal to achieve real re- 
sults for American innovators and creative artists. 

Through the State Department’s network of more than 260 em- 
bassies, consulates, and missions around the world, America’s Am- 
bassadors, consul generals, and economic officers are playing a 
powerful role in advancing and implementing the administration’s 
global IPR enforcement policies and activities, acting as first re- 
sponders for U.S. right holders facing counterfeiting and piracy 
challenges abroad, engaging regularly and successfully with foreign 
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government officials to secure tougher enforcement, and promoting 
full implementation of trade agreement commitments. 

Capitalizing on our central role in negotiations leading to annual 
G-8 leaders meetings, the State Department is leading work 
among the industrialized nations of the world to prioritize and 
build a common agenda for IPR enforcement. Through this work, 
G-8 leaders are giving priority to substantially reducing global 
trade in counterfeit and pirated goods. 

Thanks to your leadership, Mr. Chairman, and to the leadership 
of Representative Diane Watson and others in Congress, the State 
Department has significantly increased the funding available for its 
IPR law enforcement training programs from less than $1 million 
in fiscal year 2003 to $3 million in fiscal year 2007, and we are 
working to ensure these funds are effectively managed and de- 
ployed to maximum impact around the world. 

Our training programs are delivering real results. In Indonesia, 
for example, we support two full-time U.S. advisors who have 
helped the Indonesian Government launch a recent series of large- 
scale enforcement actions. 

Finally, the State Department is utilizing its extensive global 
public diplomacy tools to help build public understanding of the 
value of IPR and public support for stronger enforcement in coun- 
tries around the world. 

In closing, I would like to thank you, Mr. Chairman, and the 
other members of this Committee for your continued leadership, 
focus, and engagement on this vital issue and for emphasizing the 
need for stronger intellectual property enforcement with foreign 
government officials, legislators, and media in your overseas travel. 
Our trading partners pay close attention to what Members of Con- 
gress say, and your actions play a big part in helping us to effec- 
tively meet the challenge of global counterfeiting and piracy. 

Thank you again, Mr. Chairman, for the opportunity to testify 
today. I look forward to answering any questions you or other 
members of the Committee may have. 

[The prepared statement of Mr. Moore appears as a submission 
for the record.] 

Chairman Leahy. Thank you very much, Mr. Moore. 

Mr. O’Connor, please go ahead. Is your microphone on? 

The little red button there. 

STATEMENT OF KEVIN J. O’CONNOR, UNITED STATES ATTOR- 
NEY FOR THE DISTRICT OF CONNECTICUT, AND CHAIRMAN, 

TASK FORCE ON INTELLECTUAL PROPERTY, U.S. DEPART- 
MENT OF JUSTICE, WASHINGTON, D.C. 

Mr. O’Connor. Chairman Leahy, good afternoon, and thank you 
for the opportunity to discuss the Department of Justice’s role in 
the coordinated effort to protect intellectual property rights. 

Today the Department is dedicating more energy and resources 
than ever before to the protection of intellectual property. As part 
of President Bush’s Strategy Targeting Organized Piracy, or the 
“STOP,” initiative, the Department created a task force that you 
previously referred to on intellectual property, which conducted a 
thorough review of the Department’s IP enforcement efforts and 
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implemented numerous recommendations, 31 in all, to improve 
those efforts. 

At the core of that task force’s mission is enforcement, specifi- 
cally increasing our criminal prosecutions of those who violate our 
IP laws. We have done just that. Through the dedicated efforts of 
U.S. Attorney’s Offices, our Criminal Division, and law enforcement 
across the country, the Department has convicted and sentenced 
287 defendants on intellectual property charges in this past fiscal 
year, which is a 35-percent increase over the prior fiscal year and 
a 93-percent increase over fiscal year 2005. 

The Department is also dedicating more prosecutors to IP crime. 
In 2001, the Department had one Computer Hacking and Intellec- 
tual Property Unit, otherwise known as a CHIP Unit. Today we 
have 25 units and over 230 prosecutors in U.S. Attorney’s Offices 
across the country dedicated exclusively to prosecuting IP and 
other computer crimes. In fiscal year 2007, those CHIP units suc- 
cessfully convicted and sentenced 80 percent more defendants than 
they did last year. 

Time does not allow me to cover all the prosecutions listed in my 
written testimony, but I would like to take a moment to highlight 
a recent case from the District of Connecticut, where I am proud 
to serve as the U.S. Attorney. 

Recently, an individual by the name of Eli El was sentenced to 
30 months’ imprisonment for conspiracy to distribute over the 
Internet more than 20,000 copies of pirated software. His convic- 
tion arose from an undercover investigation targeting an under- 
ground Internet community specializing in cracking and distrib- 
uting copyrighted works online. 

I cite this case not only because it is from Connecticut, but also 
because this prosecution exemplifies the Department’s strategy 
against the growing global threat of online software piracy. We 
were attacking the high end of the supply chain and prosecuting 
the sources and first suppliers of the pirated material so widely 
available online. We hope Mr. El’s 30-month sentence will send the 
message that this type of conduct will not be tolerated. 

Our enforcement strategy is not and cannot, however, be con- 
fined to our borders. Recently, in a joint investigation with the FBI, 
China’s Ministry of Public Security arrested 25 individuals and 
seized more than half a billion dollars of counterfeit software and 
another $7 million in assets. This case, known as “Operation Sum- 
mer Solstice,” dismantled one of the largest international piracy 
syndicates. To continue to promote these types of joint inter- 
national investigations, the Department established an IP Law En- 
forcement Coordinator for Asia. This week, a second Coordinator 
for Eastern Europe just began work in Bulgaria. These seasoned 
prosecutors with experience in IP prosecutions will coordinate our 
joint investigations in those parts of the world and promote train- 
ing and outreach efforts with our foreign counterparts. 

Just last month, with assistance from our colleagues with the 
State Department and the U.S. Patent and Trademark Office, we 
hosted the first IP Crime Enforcement Network in Bangkok. This 
conference brought together key law enforcement officials from 12 
nations in Asia with the aim of developing an international net- 
work targeting large-scale intellectual property crimes. 
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While the Department is pleased with its record, more work re- 
mains. In May, the Department transmitted to Congress com- 
prehensive legislation to provide prosecutors with additional tools 
to combat organized piracy and hacking networks. This legislation 
would strengthen sentences for repeat copyright offenders, increase 
the penalties for counterfeiters whose actions threaten public 
health and safety, and create a new crime for attempting to commit 
copyright infringement. I want to thank the Committee and your 
staffs for continuing to work with the Department toward enact- 
ment of as many of these bills’ provisions as possible. 

Finally, Mr. Chairman, despite the divergent roles played by 
many of the Government agencies involved in STOP, coordination 
has not been a significant problem. In fact, thanks in no small part 
to the leadership of my colleague Chris Israel, support and coopera- 
tion amongst the agencies involved in this effort and important en- 
deavor has been outstanding and has produced unprecedented re- 
sults. 

Thank you for the opportunity to highlight this afternoon the De- 
partment’s role and achievements in the coordinated U.S. Govern- 
ment effort to protect intellectual property rights. I am pleased to 
answer any questions you may have. 

[The prepared statement of Mr. O’Connor appears as a submis- 
sion for the record.] 

Chairman Leahy. Thank you, and I am glad to hear you speak- 
ing of the cooperation and how that works. I want to get into this 
a little bit. 

It was interesting during the days when I was a prosecutor, and 
you worried about people who stuck a gun in the face of a bank 
teller or something like that and off you would go. And here you 
are talking about somebody who may be doing the stealing and 
could be a thousand miles away from where they stole it and be 
selling it thousands of miles away from there. It is an entirely dif- 
ferent situation. And we know that the way it is going, we are al- 
ways going to have more battles to fight, and we are always going 
to have a finite amount of resources to use. 

So let me ask you this, and I will ask each of you: What pirates 
and counterfeiters do the most harm? And what kind of enforce- 
ment targets, assuming you could use whatever you wanted, would 
be best to bring them down? Mr. Israel? And I realize there are all 
kinds of people out there. Who causes the most harm? 

Mr. Israel. Well, Mr. Chairman, that is a very insightful ques- 
tion, obviously, and I think we are seeing — with the deployment of 
technology around the world, I think the Internet has become a 
very efficient and preferred platform for a variety of different types 
of IP crimes. I think you obviously see the quick-to-market type of 
applications when it comes to movies and music and really moving 
those products globally very quickly. And it has changed dramati- 
cally the entire business model of a number of industries. 

One thing that is certainly alarming is the trend in the sophis- 
tication, moving upscale in terms of the sophistication of the types 
of products that we see — electronics, pharmaceutical products. If 
you look into the Customs’ seizure data over the last couple of 
years, you see a pretty dramatic uptick in the number of seizures 
they are making of IT products — consumer electronics, pharma- 
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ceuticals. So higher value-added, more sophisticated products I 
think is a trend that clearly is drawing a tremendous amount of 
attention from the enforcement resources within the Federal Gov- 
ernment and from industry itself. 

Chairman Leahy. And what would he the targets? 

Mr. Israel. The targets are clearly the products that have high 
brand-name recognition. 

Chairman Leahy. But would the people that we want to bring 
down, are they in this country? Are they outside of this country? 
Or both? 

Mr. Israel. It is going to be both. You are going to see distribu- 
tion mechanisms that are set up within this country using direct 
mail, using a variety of different methods to get product to con- 
sumers who are demanding it. That is a piece of this we need to 
address, too, the demand side. 

But you see a large sourcing of these products in Asia; 80 percent 
of the counterfeit goods coming to this country that we seize come 
from China. So, clearly, that is the nexus of the production for a 
vast majority of the counterfeit goods in the world. 

Chairman Leahy. Thank you. You know, it is interesting. We 
had another matter. We had people who made movies in the digital 
age, very easy to copy, and the man who had spent a considerable 
amount of his life to produce the movie “Ray” about Ray Charles. 
He talked about how he had mortgaged his home, had done all 
these other things to raise the money, and was so proud when it 
opened in New York. And he is walking up the street the day after 
it opens and admiring it on the marquee, walks around the corner 
and somebody is trying to sell him a counterfeit copy of “Ray.” 

Mr. Moore. 

Mr. Moore. Thank you, Mr. Chairman. I think as we look out 
at this challenge globally, what we find most alarming are the ex- 
amples of organized and sophisticated transnational groups that 
are involved in counterfeiting and piracy. Where we see organiza- 
tions that are counterfeiting and pirating goods on a commercial 
scale, who are causing those goods to be distributed around the 
world, these are the companies or the organizations that tend to be 
one of the largest problems for us. They are the companies and the 
organizations that are causing significant damage to many of our 
small businesses. Oftentimes, our small businesses are not aware 
that if you have a website, you are a global company today. And 
so we have instances of counterfeiters and pirates in China basi- 
cally looking at the product lists that they have on their website, 
downloading that product list, reproducing the items that are there 
to quite a high and sophisticated quality level, and then distrib- 
uting those products in many countries around the world, under- 
mining the market and value of — 

Chairman Leahy. Gorilla Glue. 

Mr. Moore. I am sorry? 

Chairman Leahy. Gorilla Glue is one. 

Mr. Moore. Yes, exactly. And so that is one of the key challenges 
that I think we see. 

In terms of solutions to that, I think it underscores the need for 
us to continue to engage aggressively with our trading partners 
around the world. When you are talking about transnational coun- 
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terfeiting and piracy, the production of these goods in one country 
and the distribution through others and finding markets in still 
third countries, we need to be working aggressively with our part- 
ners so that — 

Chairman Leahy. Well, and in that regard, if you take China, 
which has been a very significant problem — it is a very significant 
problem in legal goods, as we have found with lead in children’s 
toys — something that every parent or every grandparent is looking 
at especially as the holiday seasons are coming up. But China is 
a country that if they really wanted to bring a stop to that, could. 
I mean, you have got as controlled a distribution system and econ- 
omy and law enforcement and so on there. And you have to assume 
that in many instances there is a blind eye being turned to this. 
Am I correct? 

Mr. Moore. Well, I think we have seen — 

Chairman Leahy. I do not want to get you on the carpet when 
you get back to the office, but isn’t that a fact? 

Mr. Moore. What I think we have seen in China is certainly 
some will to have additional raids and crackdowns. As a result of 
our bilateral engagement, they have taken certain other steps that 
have been helpful. But I think what they are looking at, what we 
are looking at, is a systemic problem. It is not enough to have raids 
and crackdowns if that is not followed up by effective prosecution 
and enforcement, if it is not followed up by deterrent penalties, in- 
cluding criminal penalties, if the market is not open to legitimate 
copyrighted and trademarked items. 

And so all of these things added together, I think they are look- 
ing at a systemic problem, but they are dealing with just one piece 
of that. 

Chairman Leahy. And when you have instances like you have a 
factory that is basically controlled by the military, and when pres- 
sure is brought, they will bring counterfeit goods out in the parking 
lot in front and run some kind of a crushing machine over it for 
all the cameras rolling, and out the back door there are large trac- 
tor-trailers filling up with the same product being shipped out, I 
think that raises a real concern. 

Mr. O’Connor, your view on this? 

Mr. O’Connor. I do not want to. Senator — 

Chairman Leahy. You are coordinating with U.S. Attorneys 
around the country. I mean, what pirates and counterfeiters are 
doing the most harm? 

Mr. O’Connor. Well, I would agree with and echo the comments 
of my colleagues here today in the sense that obviously the orga- 
nized criminal syndicates, whether they are the “warez scene” that 
we have seen in Connecticut and across the country, they probably 
are the biggest threat because they can do the most harm and do 
it most efficiently, because they are organized, they are extensive, 
they use the Internet to distribute stuff in seconds that would oth- 
erwise take months or years. And so they pose the biggest threat. 

But I must say, in fairness to the victims of these crimes, they 
are probably less concerned whether it is an organized criminal 
syndicate or somebody sitting behind their computer by them- 
selves. I mean, it still has affected them as any defendant would 
feel. 
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So we have to be sure to balance our efforts to go after organized 
criminal syndicates with also the ability to prosecute what you 
might call “Lone Rangers,” and that is, you know, the balance we 
are trying to strike. 

Chairman Leahy. Well, let me just followup on that a little bit, 
and then I will yield to Senator Cornyn, if he is able to come back. 
But let me just followup a little bit on this. Let’s look at it from 
the view of state and local law enforcement. I look at my little 
State of Vermont. We have only got 650,000 people, but on a per 
capita basis, we are the largest exporting state in the country. We 
have a great deal of intellectual property that is sent out, computer 
software and so on. I remember years ago, when he was first start- 
ing, the man who began Burton Snowboards — it is now world- 
wide — Jake Burton — I was getting on a plane in Chicago with him, 
and we were both kind of squeezed into — those of us who are large 
enough know how uncomfortable some of these seats are way back 
in steerage, and Jake and I were squished in with a third person 
in a row in the back, and he said, “See that guy who is going in 
first class?” I said, “Yes.” He said, “He is a pirate.” I said, “What 
do you mean? ” He said, “We just spent a fortune designing a new 
boot for our snowboards. He just took it over to China. They are 
copying it, and they are underselling us. He gets to fly first class.” 

Now, Jake has done well enough that — I still ride in those seats 
in the back. I will wave to him as he goes up front. But you see 
what I am getting at. 

Now, I was thinking, okay, he has got a business in Burlington, 
Vermont. What can the State do? I mean, how do local prosecutors 
or even up to the level of the Federal prosecutor within a district, 
or in our case the district is the whole State, what do they do? How 
do they go after this? 

Mr. O’Connor. Well, I would think in most States in situations 
like that, they would work very closely with Federal authorities, 
particularly if there is an international element to the offense. You 
know, the State and locals generally do not have the amount of re- 
sources the Federal level does. They do not have the ability to do 
international or multi-State investigations. 

That being said, in many States, including Connecticut, and I am 
sure Vermont, they are doing great work on the local level on other 
computer crimes, whether it is tracking child predators — so it is a 
question of, I think if you are a U.S. Attorney and this is a prob- 
lem, you should have a very close working relationship with your 
State’s authority or local DA and be sharing information and uti- 
lizing the laws that fit the situation best. 

In some States, they may have — I doubt it as a general rule, but 
they may have strong IP laws, and in that case it might make 
sense to help out federally, but let the case be prosecuted by the 
State. 

Chairman Leahy. In other words, if they put together a good 
law, but there may be one assistant or one half of an assistant, as 
it sometimes is in a local prosecutor’s office, if the Feds can come 
in and help them make the case, then prosecute it under State law. 

Mr. O’Connor. Yes, that is what we do, whether it is Project 
Safe Neighborhoods, Project Safe Childhood, you can oftentimes 
use the Federal resources to leverage State pleas. At the end of the 
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day, I think we are less concerned where the person pleads guilty 
than that they are held accountable in some court of law. 

Chairman Leahy. Mr. Israel has the joh of coordinating efforts, 
and notwithstanding the acronym, but what does that mean, we 
support each other, we complement each other, whether it is the 
State Department or Justice Department? Each agency seems to 
conduct its own training seminars on IP enforcement. Give me ac- 
tual cases of how across agencies you are actually supporting each 
other. 

Mr. Israel. Sure. Thank you, Mr. Chairman. I will give you two 
examples that indicate a good deal of cooperation with the number 
of agencies, and I will leave the questions of actual tactical law en- 
forcement engagement to Mr. O’Connor. 

Just 2 weeks ago, in China, our U.S. Ambassador there. Ambas- 
sador Randt, has the sixth of his annual IP enforcement 
roundtables, which was a product organized by the State Depart- 
ment, put together in large measure with a U.S. Patent and Trade- 
mark Office IP Attache who has been posted in Beijing now for 
about 3 years; our U.S. Trade Representative’s Office participated, 
as did ICE, Customs and Protection, and the Department of Jus- 
tice. So we had literally every Federal agency that has a role to 
play in IP enforcement present at this day-long session in Beijing 
hosted by the Ambassador that listened for the entire day to U.S. 
industry and the concerns they have got and some of the specific 
cases that we are going to try to — 

Chairman Leahy. Well, what comes of that? 

Mr. Israel. We are putting together as a result of that — it essen- 
tially formulates the action strategy for the U.S. Embassy’s IP en- 
forcement efforts in Beijing for the coming year. From that will 
come the specific projects and the followup that they will do with 
our industry, and some of those things are diplomatic relationship 
issues with the Chinese. There are some specific law enforcement 
activities that will come as a result of that. So really there I think 
you see the coming together of just about every agency involved in 
China. 

Chairman Leahy. But if China just ignores you, there is not 
much you can do in China. 

Mr. Israel. We every day have to deal with the challenge of get- 
ting and sustaining the attention of the Chinese and — 

Chairman Leahy. And I do not mean that dismissively saying 
that. I have dealt with the Chinese. I know how difficult that is. 
But — 

Mr. Israel. We are constrained certainly by the attention and 
the focus of the Chinese, and we will keep trying to work on that. 

A second quick example I would cite is the ACTA Agreement 
that Ambassador Schwab announced about 2 weeks ago. That is 
really the result of about a year’s worth of discussion and dialogue 
with all the member countries that are involved in that, and that 
was truly an interagency, U.S. interagency process. The things we 
are talking about doing with these countries go well beyond just 
trade enforcement and operating under the WTO. They involve law 
enforcement cooperation, establishing networks of law enforcement 
officials across all these countries to work with each other, share 
information, work on operations that could lead to law enforcement 
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activities. Customs is involved in that. Our Patent and Trademark 
Office is involved in that effort, as is the State Department. So that 
really was about a year-long process that involved a number of 
agencies and culminated in what we think is a pretty cutting-edge 
agreement with some very relevant nations that the Ambassador 
announced 2 weeks ago. 

Chairman Leahy. Thank you. 

Mr. Moore, would you like to add anything to that? 

Mr. Moore. Sure. I will just give you a couple of examples from 
the different areas that I mentioned in my prepared testimony. 

Chris has already mentioned the ways that our embassies can be 
very supportive, talking about the Ambassador’s roundtable in Bei- 
jing. Our embassies around the world play a vital role in sup- 
porting the enforcement actions and monitoring of our trade agree- 
ments that are done by the Commerce Department and by USTR, 
helping to advise in those issues, helping to conduct on the ground 
what is needed to support the activities here in Washington. 

Through our training programs, my colleague from the Depart- 
ment of Justice talked about some work that we are doing in East- 
ern Europe, through the intellectual property law enforcement. Of- 
tentimes, the programs that are done by DOJ and by some of the 
other agencies are funded through our training programs, and so 
we help to support those. 

In our international efforts, we are also helping to build global 
coalitions through our work in the G-8 and other international fo- 
rums. 

Chairman Leahy. Are you getting cooperation there? 

Mr. Moore. We are. We are getting very good cooperation there. 

Chairman Leahy. I would think that some of these countries, 
while they may think, gosh, they could make a short-term gain by 
kind of ignoring us, especially as they become more technically 
adept themselves, and many of them have equal technical abilities 
as we do, in the long term it is going to hurt them. 

Mr. Moore. One of the things that has been most striking about 
our engagement with other countries through these international 
forums is the degree to which they are seeing many of the same 
challenges that we are with global counterfeiting and piracy, the 
trade in counterfeit and pirated goods. They are looking to cooper- 
ate with us. They want to cooperate with us. And so I think we are 
getting a good response in the forums and — 

Chairman Leahy. And when you think of some of the countries 
that have large pharmaceuticals, countries that are beginning to go 
if not to the degree we do but into the entertainment world, wheth- 
er music, movies, or software, and how that goes. We have it with 
manufactured goods. We have it with computers, telephones, auto- 
mobiles, and replacement parts for automobiles, which is a signifi- 
cant aftereffect of having sold you — the car may have been made 
in Germany or France or elsewhere. But they also want to make 
sure, if they are going to have replacement parts, that they know 
where they come from. 

Mr. Moore. Exactly, and it is on that basis, I think, they are see- 
ing some of the economic damage that we are. They are concerned 
about the public health and safety, the implications of counterfeit 


VerDate Nov 24 2008 


14:46 Apr 07, 2009 Jkt 048142 PO 00000 Frm 00021 Fmt 6633 Sfmt 6633 S:\GPO\HEARINGS\48142.TXT SJUD1 PsN: CMORC 



18 


and pirated goods. And so all of those are areas where we have 
seen good cooperation. 

Chairman Leahy. And, Mr. O’Connor, you get the last word on 
this, because what I am going to do after you finish, I am going 
to place in the record, without objection, a statement by Senator 
Specter, and I am going to leave the record open for questions oth- 
ers might have. What we are trying to do is prepare enough of a 
record for legislation that we will keep trying to get through before 
we get out of here. 

Mr. O’Connor. At the risk of delaying things, I will simply say 
that — 

Chairman Leahy. Take all the time you want, Mr. O’Connor. I 
am actually fascinated by this, so go ahead. 

Mr. O’Connor. Thank you, Mr. Chairman. I think from the De- 
partment’s perspective, perhaps the biggest benefit to us from 
working with State and Commerce in particular is State is really 
our bridge to our foreign counterparts who we must work with in 
light of the international aspects of this problem very closely. And 
they can open up doors to help establish good working relation- 
ships, whether it is China, India, Russia, or anywhere else. 

I would say with respect to Commerce, they are our bridge, but 
our bridge to the industry, those victimized the most by these 
crimes. They understand the industry. They know the key players 
in the industry, and they are always the vehicle by which we are 
able to set up forums, including, I believe, one in Vermont not too 
long ago, to discuss this in — 

Chairman Leahy. I was there. 

Mr. O’Connor. I know you were. I was supposed to be, but could 
not be, but I know we did have a Department of Justice — 

Chairman Leahy. You had Department representation there, and 
we have gotten nothing but great feedback from the people, and we 
went from IBM, which, of course, has all sorts of worldwide — con- 
nect down to people, a three- or four-person business, but making 
a very, very unique product that has been copyrighted and 
trademarked and everything else and terrified about somebody else 
just duplicating it. 

Mr. O’Connor. And those forums are key for us as prosecutors 
because that is where we learn not only, you know, the impact on 
the victims. I think we are fairly sensitized to that by now. But it 
is really how we learn about the tools of the trade because the vic- 
tims are usually the ones who first discover the newest techniques, 
whether it is by the Internet or elsewhere, that they are victim- 
izing people. So they are tremendous, useful forums, and our 
friends in the Commerce Department have always been very good 
about including us, and I expect in the future we will continue to 
play a role in that. 

Chairman Leahy. Well, the Committee will stand in recess, and 
I thank you very much. 

[Whereupon, at 3:06 p.m., the Committee was adjourned.] 

[Questions and answers and submissions follows.] 
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PRE-HEARING QUESTIONS AND ANSWERS 

Post-Hearing Questions for the Record 
Submitted to Chris Israel and Kevin J. O’Connor 
From Senator Tom Cobum 

"Examining U.S. Government Enforcement of Intellectual Property Rights” 

Before the Senate Judiciary Committee 
November 7, 2007 

1. What is the status of the Article 63 request for IP enforcement information made by 
the U.S. of China earlier this year? 


In October 2005, the United States, in parallel with requests by Japan and Switzerland, requested 
that China provide additional IPR enforcement data pursuant to Article 63.3 of the TRIPS 
Agreement. After initial resistance, China invited a USTR team to Beijing in March 2006 for a 
full day of constructive discussions on improving transparency in the field of IPR enforcement. 
China provided previously unavailable IPR criminal prosecution data, and the two governments 
identified specific areas in which China will work toward greater transparency on IPR 
enforcement matters. On the whole, the two governments achieved progress. The United States 
does not consider, however, that China provided a full response to the October 2005 Article 63.3 
request. Consequently, China missed an opportunity to fake full advantage of the capacity of this 
transparency tool to clarify issues and aid in the exploration of possible solutions. The United 
States continues to pursue concerns at the WTO regarding IPR-related issues in China, including 
the IPR enforcement concerns that prompted the Article 63.3 request. In April 2007, the United 
States filed two requests for WTO dispute settlement consultations - one on deficiencies in 
China’s legal regime for the protection and enforcement of intellectual property rights, and the 
other on market access for products and services of certain IPR-intensive industries. The WTO 
has established dispute settlement panels to examine both matters. 

2. What is the current level of engagement with China regarding IP enforcement and 
what specific steps has the US taken to address longstanding concerns regarding 
China’s record on IP enforcement. Please include in your general response specific 
updates on the following issues: 

a. US efforts to train Chinese customs and borders agents to improve their 
ability to catch counterfeit products before they leave the Chinese borders. 

b. US efforts to gain commitments and implementation from the Chinese to 
actually destroy counterfeited products and the equipment used to 
manufacture them. 
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c. US efforts to gain commitments and impiementation from the Chinese to 
make counterfeiting punishable as a criminal offense and not an 
administrative fine. 

As was noted above, in April 2007, the United States filed two requests for WTO dispute 
settlement consultations - one on deficiencies in China’s legal regime for the protection and 
enforcement of intellectual property rights, and the other on market access for products and 
services of certain IPR-intensive industries. Since the filing of our WTO dispute settlement 
actions involving China in April, Chinese officials have expressed a reluctance to engage in 
certain aspects of bilateral trade dialogue on IPR. The United States continues to believe, 
however, that deeper multilateral and bilateral dialogue and cooperation is the path to progress. 
The United States will continue to put serious efforts into its work with China on innovation 
policy, intellectual property protection strategies, and the range of other important matters in our 
bilateral economic relationship through the U.S.-China Strategic Economic Dialogue, the Joint 
Commission on Commerce and Trade and other bilateral engagement. We hope that China will 
fully embrace all of those opportunities. Indeed, we view the current WTO disputes as evidence 
of the need for more bilateral and multilateral cooperation on China’s IPR issues, not less. 

Recent U.S.-China cooperation and engagement in the field of IPR law enforcement has 
produced notable results. For example: 

• In July, as a result of the ongoing work of experts in the U.S.-China Joint Liaison Group 
for Law Enforcement, Chinese and FBI law enforcement successfully worked together in 
their largest joint IP investigation to date. Operation Summer Solstice. Among other 
things, this operation dismantled a major international criminal network engaged in 
optical disc piracy, seized half-a-billion dollars in pirated U.S. software and over $7 
million in assets, arrested 25 suspects in China, and dismantled 6 manufacturing and 
retail facilities. 

• In May, the U.S. Customs and Border Protection (CBP) signed an agreement with China 
Customs to help strengthen enforcement of intellectual property rights laws in China. 

This landmark agreement provides for the exchange of seizure information and best 
practices related to IP enforcement and also calls for the Chinese to cooperate in 
preventing exports of counterfeit and pirated goods. Additionally, in both February and 
August, CBP sent customs experts to the China Customs Academy in Shanghai to train 
Chinese Customs officers under a program administered by the U.S. Trade and 
Development Agency. 

We have continued to use the annual Special 301 report to highlight the problems of China’s 
infringing exports, the need to confiscate and destroy the machinery and materials of China’s 
commercial pirates and counterfeiters, and the problem of China’s over-reliance on 
administrative rather than criminal penalties. In addition, in the pending WTO dispute on certain 
IPR measures, the United States is challenging the quantitative thresholds in China’s legal 
regime that must be met in order to start criminal prosecutions of copyright piracy and trademark 
counterfeiting, and that appear to create a safe harbor for pirates and counterfeiters in China. We 
are also challenging inadequate rules for disposal of IPR infringing goods seized by Chinese 
customs authorities, as well as the apparent denial of copyright protection to works poised to 
enter the Chinese market but awaiting Chinese censorship approval. 
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3 . What can Congress do to help the Administration’s strategy for eontinuing to work 
with China on IP matters? 

The Administration looks forward to continuing to work with Congress to promote China’s 
active participation in trade and its adherence to the norms of the global trading system. This 
policy has worked well for the last 30 years. The economies and people of both our economies 
have benefited. Over the past 1 5 years, bilateral trade in goods between our two countries has 
increased by some 1200 percent. U.S. exports of manufactured goods, agricultural products, and 
services have grown an average of 23 percent a year since China joined the WTO in December 
of 2001 . China is today our fourth largest export market, and the fastest growing export market 
for the United States in the world. 

As the Administration stated 18 months ago in the Top to Bottom Review of U.S.-China bilateral 
trade, we must work for more “equity and balance” in our relationship with China. That includes 
urging China to do a better job of protecting and enforcing IPR, which we are addressing by 
working with China and by asserting our rights within the WTO. We look forward to continuing 
to work closely with Congress in that effort. 

We welcome continued engagement by Members of Congress with China on IPR-related 
matters, both through meetings in Washington with visiting Chinese officials as well as with the 
very constructive visits by Members to China, which provide an invaluable opportunity for 
Members to convey the concerns of the American Government and people related to IPR directly 
to Chinese officials. These visits also allow Members to observe for themselves the situation on 
the ground in China that affect efforts to obtain better protection and enforcement of IPR. We 
also welcome continuation of regular briefings and consultations between Congressional and 
Executive agency staff, which promotes a coordinated U.S. Government strategy to obtain better 
protection and enforcement of IPR in China. 

We also appreciate Congress’ consideration of enhancements to the statutory framework for IPR 
law enforcement. In the Intellectual Property Protection Act of 2007 (“IPPA”), which the 
Attorney General transmitted to Congress on May 14, 2007, the Department of Justice proposed 
provisions that will help ensure that U.S. law enforcement is equipped to better protect 
intellectual property rights and provide real deterrence against criminals seeking unjust 
enrichment by exploiting the creativity, innovation, and reputation of American artists, inventors, 
and businesses. 

Members of Congress can also help by directing constituents facing IPR challenges in China to 
some of the resources that the U.S. Government makes available that may be of interest to them. 
The U.S. Government has developed resources and programs to help U.S. intellectual property 
owners deal with overseas infringement. These resources, listed at www.stopfakes.gov . include: 

• Online toolkits giving basic information on IPR enforcement in key markets. 

• An International IPR Advisory Program and an SME China Advisory Program 
established by the Department of Commerce, in cooperation with the American Bar 
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Association, which let American small and medium-sized enterprises request a free, one- 
hour consultation with a volunteer attorney experienced in overseas IPR issues. 

• An IPR Ombudsman at the Chinese Embassy in Washington, Mr. Yang Guohua, posted 
at the request of the U.S. Government, to serve as a point of contact for U.S. businesses 
seeking to secure and enforce their IPR in China or experiencing IPR problems there. 

• IPR specialists at the Department of Commerce who are trained to work with companies 
to develop a strategy for confronting IPR problems around the world. Members of the 
public can learn more by visiting www.stopfakes.gov, or by calling 1 -866-999-HALT. 


4. It is often said that China’s laws on IPR are not being effectively enforced at the 
local level. What is the United States doing to influence IPR enforcement at the local 
level in China? 


USTR conducted a special provincial review in 2006-07 to examine the adequacy and 
effectiveness of IPR protection and enforcement at China’s provincial level. This was an 
unprecedented review of progress on IPR issues in several key provinces and independent 
municipalities of China. Many of these provinces and municipalities are huge economies in their 
own right, and they attract significant U.S. investment. They are also on the front lines of IPR 
problems for some U.S. right holders. The results of that review were reported at the end of the 
2007 Special 301 report,' spotlighting weaknesses at local levels, but also highlighting positive 
efforts. We see value in continuing to look at China’s provincial level in the future. 

The Department of Commerce’s U.S. Patent and Trademark Office (USPTO) has begun 
engaging directly with provincial IP offices throughout China. In November 2006, USPTO 
sponsored a series of roundtable discussions on local enforcement issues, bringing a NYC police 
officer and Bronx prosecutor to meet with their counterparts in five cites in China. In FY 2008, 
the USPTO plans to conduct enforcement training for provincial officials in Guangdong and 
other regions of China. USPTO also regularly hosts provincial officials visiting the U.S. to 
educate Chinese officials about how the United States protects and enforces intellectual property 
in the U.S. 

Additionally, the USPTO has posted at U.S. embassies and eonsulates abroad dedicated IP 
specialists to address country-specific and regional issues involving IPR protection and 
enforcement. Started in 2005 with the U.S. Embassy in Beijing, the IP Attache offices are 
strategically placed across the globe to provide technical level support and coordination on IP 
issues, leveraging the resources of the NIPLECC agencies. In China, USPTO has two 
individuals posted in Beijing and another newly posted in Guangzhou. The three attaches are 
complemented by seven full-time local attorneys with expertise in Chinese patent, trademark, 
copyright and enforcement matters. In addition, the IP attaches work closely with a USPTO 


* http://www.ustr.gov/assets/Documeni Librarv/Rcports PuMlca >i ons/2007/2007 Special 301 Rev ie w/asset upload fi[g230 ill22.Ddf 
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country team consisting of patent, trademark, copyright and enforcement officials, as well as 
with a local Embassy task force, U.S. Embassies, and Consulates worldwide. 

In Beijing specifically, the IP Attache office supports an interagency IP Task Force of the U.S. 
Mission in China consisting of over fifty members. This task force involves nearly all sections 
of the Embassy, Commerce’s Foreign Commercial Service and Trade Facilitation Office, USTR 
personnel, and both ICE and FBI Attaches. The Beijing office has also supported and developed 
interagency training programs for officials based in Washington, D.C. — including members of 
Congress. 


5. Is the United States working with other nations who are also adversely affected by 
Chinese piracy and counterfeiting to jointly pressure the Chinese government to do 
more to protect intellectual property rights? 


Yes. For example, cooperation regarding IPR problems in third countries is an important 
component of the U.S. IPR cooperation strategy with the European Union, and the Security and 
Prosperity Partnership with Canada and Mexico. We have worked closely with numerous other 
governments on China IPR matters. For example, we partnered with Japan and Switzerland to 
seek greater transparency from China on IPR enforcement matters through requests in 2005. The 
pending WTO IPR dispute represents another opportunity for cooperation with interested trading 
partners. Third parties in the dispute include, among others, Australia, Canada, the European 
Communities, Japan, and Mexico. 

In addition, the IP attache in Beijing meets regularly with his counterparts in the European 
Union, Swiss, French and Japanese Missions. The IP experts leverage their presence in China by 
working together on shared goals to improve China’s IP system. 

6. Is the United States working to modify existing WTO laws, including the TRIPS 
agreement, in order to strengthen accountability for weak IPR enforcement? 


While the United States is not seeking to amend the enforcement-related provisions of the WTO 
TRIPS Agreement at this time, the United States continues to seek to ensure that the IPR 
enforcement obligations in the TRIPS Agreement are fully implemented. We are also actively 
working to strengthen cooperation with our trading partners in the fight against counterfeiting 
and piracy. In October 2007, U.S. Trade Representative Susan C. Schwab announced a major 
new leadership initiative, in partnership with several key trading partners, to fight counterfeiting 
and piracy by seeking to negotiate an Anti-Counterfeiting Trade Agreement (ACTA). The 
ACTA effort brings together a number of countries that are prepared to embrace strong IPR 
enforcement in a leadership group to negotiate a new agreement calling for a “gold standard” on 
cooperation, best practices, and a strong legal framework for IPR enforcement. Trading partners 
engaged in discussions so far include Canada, the European Union (with its 27 Member States), 
Japan, Korea, Mexico, New Zealand, and Switzerland. We hope others will join, marking an 
emerging consensus on stronger IPR enforcement. 
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QUESTIONS AND ANSWERS 

Questions for the Record on 

United States Intellectual Property Enforcement Coordination 
Before the Senate Committee on the Judiciary 
November 7. 2007 


Chairman Leahv - Panel Question #2 

As the testimony each of you has provided makes clear, there are numerous agencies 
necessarily involved in protecting U.S. intellectual property. 

How should resources and assets be distributed to provide the greatest level of protection? 
In which agencies are more assets needed? 

Our strategy has focused on maximizing the already significant assets that the Federal 
Government has to address the problem of international and domestic intellectual property theft. 
We have also found that our efforts coordinated under the National Intellectual Property Law 
Enforcement Coordinating Council (NIPLECC) and focused through the Administration’s 
Strategy Targeting Organized Piracy (STOP!) have allowed us to more fully leverage our 
resources. 

Through better coordination we also have a clearer sense of where our intellectual property (IP) 
enforcement resources are targeted and what benefits are accruing as a result. For instance, in 
FY 2006 we began tracking more precisely U.S Government IP training and capacity building 
programs to better understand how much we spend, where it is targeted, the topics we focus on 
and how we can strategically target these valuable programs in the future. 

Several factors contribute to decisions made regarding the distribution of IP enforcement 
resources. Through the recent work of NIPLECC there is a much higher degree of information 
sharing among agencies and this does impact the process of developing annual budget proposals 
and the requests that are ultimately made to Congress. 

It is our view that the current budget process has very effectively included a variety of important 
IP-related priorities and achieved an important balance among the work done by very diverse 
NIPLECC agencies. Our interagency process and the STOP! initiative have increased the overall 
focus on IP protection. For example, we have seen increased budget requests for law 
enforcement activities, and greatly expanded business outreach programs from the Departments 
of Homeland Security and Commerce. Additional resources are not needed at this time to 
administer the Trade Policy Staff Committee (TPSC) and the Trade Policy Review Group 
(TPRG), the two groups in the U.S. Government that are responsible for the formulation of trade 
policy, including efforts to promote strong intellectual property laws and effective enforcement 
worldwide. For example, these interagency groups oversee decisions relating to the highly 
successful Special 30! process that examines in detail the adequacy and effectiveness of 
intellectual property rights and enforcement in more than 75 countries. 
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Chairman Leahy - Chris Israel Question 

Mr. Israel, there is a thicket of acronyms that appear to make up our intellectual property 
enforcement efforts, but it would be helpful for the Committee to have a better sense of 
what role you play as the coordinator. For instance, the USTR recently announced its 
Anti-Counterfeiting Trade Agreement. 

What role does your office play in developing that and other initiatives and how do you 
coordinate it with the other agencies to ensure a comprehensive approach? 

Since its establishment in July 2005, the Office of the IP Enforcement Coordinator has sought to 
pursue the mission of leveraging the capabilities and resources of the United States to promote 
effective, global enforcement of intellectual property rights. Working directly within the Office 
of the Secretary of Commerce and in collaboration with the White House, our office has helped 
direct inter^ency initiatives such as STOP!, led efforts to promote strong IP protection and 
respect for innovation globally, developed strong relationships with U.S. industry, increased the 
flow of information to Congress and improved overall accountability. 

The Coordinator’s office has been active in the development of the vision for an Anti- 
Counterfeiting Trade Agreement (ACTA) and nearly every other major Administration IP 
enforcement initiative since July 2005. As Ambassador Schwab observed in her October 23, 
2007, ACTA announcement, the initiative to join with our trading partners in seeking to 
negotiate the ACTA builds on cooperation that the Administration has already established 
bilaterally and regionally since the Administration launched STOP! in October 2004. The 
Coordinator’s office has led or been deeply involved in efforts such as the US-EU IP Working 
Group, the Security and Prosperity Partnership IP Working Group and the IP enforcement 
initiatives at the G8, all of which provided a foundation for the innovative approach represented 
by the ACTA initiative. Our office worked closely with USTR as they led the development of 
the concept for ACTA, approached our partners, and laid out a strategic direction for the 
negotiation of the Agreement. Going forward, our key role will be to continue working with 
USTR and other agencies to continue the seamless integration of the ACTA initiative into the 
broader spectrum of interagency efforts to fight piracy and counterfeiting. 
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Senator Hatch - Panel Question #1 

Do you think that the current interagency process for the enforcement of intellectual 
property rights is working effectively? 

As you are aware, there are at least three cooperative groups devoted to help coordinate 
enforcement of intellectual property rights: 

1) the Strategy Tai^eting Organized Piracy, or “STOP!,” initiative; 

2) the National Intellectual Property Law Enforcement Coordination Council 
(NIPLECC); and, 

3) the Trade Policy Review Group (TPRG). 

Despite all of these important programs, it seems that we are in an upward trajectory in 
intellectual property theft. In other words, it does not seem that we have slowed down the 
rate of intellectual property rights violations. 

Do you think it is time to rethink the fundamental approach to protecting our IPR both 
here and abroad? 

It is our view that the current interagency process for the enforcement of intellectual property 
rights (IPR) is working effectively. We continue to focus on the key actions and processes that 
the U.S. Federal Government must perform well in order to have an impact on the global 
problem of piracy and counterfeiting. We are working extensively with U.S. industry to 
continue to strengthen all of our law enforcement and customs efforts, and we are making IP 
protection and enforcement a major priority with our trading partners. All of these efforts are 
done through a coordinated and collaborative process that includes a range of government 
agencies. 

• We believe our efforts have led to significant progress. For example, U.S. seizures of 
counterfeit goods doubled from 2005 to 2006 and total over 50,000 since 2002. 

• Efforts by the Department of Justice resulted in an 80% increase in the number of 
defendants convicted of IP offenses from FY 2006 to FY 2007. 

• We are reaching thousands of U.S. rights-holders and businesses every year with 
practical information and assistance as they seek to develop and protect their IP. 

We have raised the level of engagement with our trading partners through efforts such as the 
recently announced initiative to negotiate an Anti-Counterfeiting Trade Agreement, initiatives 
such as the US-EU IP Working Group, G8 IP Enforcement Initiative, Security and Prosperity 
Partnership IP Working Group with Canada and Mexico, the Strategic Economic Dialogue and 
Joint Commission on Commerce and Trade with China, as well as cooperation with trading 
partners to address IPR issues in a variety of other international settings. It is clear to us. 
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however, that it will take a strenuous and long-term commitment to see a permanent reduction in 
global IP theft. There are a number of key factors that are essential and, in our estimation, do not 
require fundamental change. First, the United States must maintain and enforce a strong set of 
domestic laws to promote and protect IP. Leadership of this Committee over the years has 
contributed greatly to this effort through efforts such as the Digital Millennium Copyright Act, 
the No Electronic Theft Act, the Stop Counterfeiting in Manufactured Goods Act and the Family 
Entertainment and Copyright Act. Second, the United States must sustain a strong message 
internationally that strong IP protection and enforcement are essential for innovation, economic 
growth and the protection of citizens and consumers. Finally, we must maintain a well- 
coordinated U.S. Government IP enforcement strategy. It is our experience that this strategy will 
necessarily evolve over time and must remain flexible enough to contribute to, and build upon, 
the success of the diverse missions and priorities of the diverse set of Federal agencies involved. 
We have used the NIPLECC framework to provide a consistent and accountable coordination 
structure and established a strong strategy through the Administration’s STOP initiative. Going 
forward the tenets of strong coordination, clear strategic goals and accountability will continue to 
be the fundamental elements for success. 
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Senator Hatch -Chris Israel Question #1 

I much appreciated your comments about existing federal services and programs to help 
American innovators secure and enforce their intellectual property rights abroad. 

No doubt, the government has many talented and experienced individuals who are 
committed to helping U.S. businesses navigate through the intricacies of foreign IP laws. I 
believe so much can be mitigated if companies will seek out experts in these areas to create 
an individualized IP protection plan. 

Do you have a sense of how much these services and programs are being used by U.S. 
innovators? 

As I testified to during the recent hearing, the U.S. Government has a number of programs and 
services designed to help U.S. entrepreneurs, artists, and corporations defend their intellectual 
property rights (IPR) overseas in markets in which they conduct business. The emphasis of these 
services is to help educate and advise the private sector, especially U.S. small and medium-sized 
enterprises (SMEs). 

First and foremost, my office manages the Administration’s official website, 
www.STOPfakes.gov, to help businesses combat counterfeiting and piracy by gathering and 
disseminating information from all involved federal agencies on events, initiatives, and results. 

Slopfakes.gov has seen a steady increase in its online activity within the last year; in FY 2007, 
the site had more than 75,000 visitors, up from 44,000 in FY 2006. Through this site, businesses 
are also able to file complaints about IP-related trade problems. If Department of Commerce 
staff identifies a trade agreement compliance issue, we work directly with the complainant and 
relevant NIPLECC agencies to help U.S. businesses secure and enforce their IPR through 
international treaties. 

Additionally, the U.S. Patent and Trademark Office (USPTO) manages a STOP! hotline (1 -866- 
999-HALT) that helps SMEs leverage U.S. Government resources to protect their IPR in the 
United States - and abroad. A staff of over three-dozen IP attorneys at the USPTO - with 
expertise on how to secure patents, trademarks, and copyrights, and enforcement of these rights 
throughout the world - are readily available to answer questions. 

Use of the STOP! hotline has grown remarkably each year since its inception in 2005. in its first 
year of operation, the hotline received 955 calls, but in 2006, 1460 calls were received, and in 
2007, 1730 calls were answered. 

The USPTO also reaches out to U.S. businesses through a series of programs entitled “A 
Conference on Intellectual Property and the Global Marketplace ” or, more familiarly, “Road 
Shows”. In partnership with the U.S. Chamber of Commerce, the USPTO conducts these 
programs across the country to provide a primer on intellectual property for a target audience of 
small businesses - and give in-depth information on protecting and enforcing IP both 
domestically and abroad. This year, USPTO and the Chamber reached record numbers of SMEs: 
over 1,300 participants. In 2007 alone, programs were held in Raleigh, North Carolina; Detroit, 
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Michigan; Burlington, Vermont; Los Angeles, California; Seattle, Washington; San Antonio, 
Texas; and Portland, Oregon. 

Furthermore, Commerce provided additional educational support for SMEs through live 
presentations and web-based seminars. In 2006, Commerce staff traveled to 12 cities and 
presented 6 “webinars,” speaking before a total of 22 audiences, representing over 1,000 
attendees. 

The Department of Commerce, in coo|5eration with the American Bar Association (ABA) and 
the Coalition Against Counterfeiting and Piracy (CACP), re-launched the “IPR Legal Advisory 
Program” in 2007. This program allows SMEs to request a free, one-hour individualized 
consultation with a volunteer attorney with expertise in both IP issues and foreign law. Through 
such a consultation, SMEs can get an overview of how to protect and enforce their patents, 
trademarks, and copyrights, in a particular country. Expertise is now available for Brazil, 

Russia, India, China, Egypt, and Thailand. 

In addition to the one-hour Legal Advisory Program, Commerce has been working with the State 
Department to create more detailed IPR toolkits to guide businesses in protecting and enforcing 
their intellectual property in key foreign markets. Received with favorable feedback, these 
toolkits are now available for China, Brazil, Korea, Malaysia, Mexico, Russia, and Taiwan. 
Available on stopfakes.gov, the toolkits provide in-depth information about local IP laws and 
resources, as well as local contact information. 

Finally, I wanted to take a moment to specifically mention government services and programs 
geared toward helping U.S. right holders seeking to enforce their intellectual property in China, 
since over 80% of all counterfeit and pirated goods seized at our borders originate in China. 

The Commerce Department regularly sponsors seminars and one-on-one counseling sessions 
with U.S. companies to discuss the prevention of piracy and counterfeiting, with particular focus 
on best practices for protecting IPR in China. In 2007, Commerce conducted eight programs 
across the country, including New York, Boston, Los Angeles, Philadelphia, and Washington, 
D.C. Commerce also hosted monthly web-based seminars, known as the “China Webinar 
Series,” on IP issues in China. Latest statistics indicate that these seminars have reached over 
900 participants and the archived programs have been downloaded on over 7,000 occasions. 
Also, with the encouragement of the U.S. Government, China posted an IPR Ombudsman at the 
Chinese Embassy in Washington, D.C. to serve as a point of contact for U.S. businesses seeking 
to secure and enforce their IPR in China or experiencing IPR problems there. 


Senator Hatch - Chris Israel Question #2 

Mr. Israel, first and foremost, I applaud you for your commitment to the protection of 
intellectual property rights. You have at times been a lone voice within the government on 
the importance of interagency coordination in the enforcement of intellectual property 
rights. Unfortunately, your coordinating role is not statutorily mandated. 
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Do you agree that Congress needs to explicitly provide a framework for individuals, like 
yourself, who are able to contribute so greatly in the protection of intellectual property 
rights around the world? 

Senator Hatch, thank you for that kind complement and vote of confidence. With regards to your 
question, I must first note that the Administration considers my current role in intellectual 
property enforcement to be created by Congress and, in fact, based on a statutory mandate. 

In December 2004, via Public Law 108-447, Congress amended the original statute of the 
National Intellectual Property Law Enforcement Coordination Council (NIPLECC) to create my 
Presidential ly appointed position, the U.S. Coordinator for International Intellectual Property 
Enforcement (Coordinator). 

The original interagency NIPLECC statute, enacted in 1999 (via Public Law No. 106-58, 
section 633), included Council co-chairs: the Under Secretary of Commerce for Intellectual 
Property and Director of the U.S. Patent and Trademark Office (USPTO) and the Assistant 
Attorney General of Justice of the Criminal Division. NIPLECC continues to serve as an 
interagency council responsible for coordinating the U.S. domestic and international IP 
enforcement activities through its structured framework consisting of the Departments of Justice, 
Commerce, State, Homeland Security and the Office of the U.S. Trade Representative. Its 
mission is "to leverage the capabilities and resources of the Federal Government to provide a 
secure and predictable global environment for American intellectual property." 

In 2004, Congress created my position to serve as the head of NIPLECC with duties to include, 
(1) the establishment of policies, objectives, and priorities concerning international intellectual 
property protection and enforcement; (2) the development of a strategy for protecting intellectual 
property overseas; and (3) the coordination and oversight of agency activities relating to the 
implementation of such policies and strategies to protect and enforce intellectual property rights. 
In line with the NIPLECC statute, these functions are not intended to derogate from agencies’ 
responsibilities. 

Using the effective statutory framework provided by NIPLECC - and the President’s Strategy 
Targeting Organized Piracy (STOP!) - collectively my office has been able to coordinate and 
interagency effort that has achieved encouraging progress in the ongoing effort to globally 
enforce IP rights and to combat the scourge of counterfeiting and piracy through building strong 
internal government coordination, establishing effective industry partnerships, and aggressively 
engaging our trading partners to join in this fight. 

Our overarching goal remains the preservation of the U.S. economy and our global leadership in 
technology and competitiveness, as well as to ensure the health, safety and security of American 
citizens. 
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Senator Hatch - Panel Question #3 

Do you agree that there needs to be more cooperation among the agencies that deal with 
intellectual property rights issues within our government beyond the current interagency 
clearance process? 

In particular, what framework should there be? 

Who should spearhead the coordination process? 

What about people on the ground in foreign countries, is that necessary? If so, who? 

Over the last few years, the level of cooperation and coordination among the Federal agencies 
entrusted with the monumental task of protecting and enforcing American intellectual property 
rights has increased significantly, based on the current statutory framework and the effectiveness 
of the President’s Strategy Targeting Organized Piracy (STOP!) initiative. 

Going into its fourth year, the STOP! Initiative has provided the guiding principles for the 
Administration to accomplish numerous goals on behalf of American intellectual property 
owners. Guided by STOP!, the agencies of the National Intellectual Property Law Enforcement 
Coordination Council (NIPLECC) are achieving results, maintaining the commitment of senior 
Administration officials, and institutionalizing an unprecedented level of coordination within the 
U.S. Government. 

Since its enactment ini 999, NIPLECC has provided a favorable statutory framework for the 
interagency council to coordinate closely and leverage the capabilities and resources of the 
Federal Government to provide a secure and predictable global environment for American 
intellectual property. NIPLECC consists of the Departments of Justice, Commerce, State, 
Homeland Security and the Office of the U.S. Trade Representative, with the Under Secretary of 
Commerce for Intellectual Property and Director of the U.S. Patent and Trademark Office 
(USPTO) and the Assistant Attorney General of the DOJ Criminal Division serving as Council 
co-chairs. 

In 2004, Congress created the Presidentially appointed Coordinator for International Intellectual 
Property Enforcement (Coordinator) to serve as the head of NIPLECC. The duties of this office 
include: (1) the establishment of policies, objectives, and priorities concerning international 
intellectual property protection and enforcement; (2) the development of a strategy for protecting 
intellectual property overseas; and (3) the coordination and oversight of agency activities relating 
to the implementation of such policies and strategies to protect and enforce intellectual property 
rights. In tine with the NIPLECC statute, these fimctions are not intended to derogate from 
agencies’ responsibilities. 

The Coordinator has spearheaded the coordination of U.S. Government resources to help 
maximize effective communication among federal agencies, with private industry, and between 
our trading partners. In driving toward these goals, the Coordinator has held monthly meetings 
of the NIPLECC agencies plus other agencies, including the Food and Drug Administration, 
which are charged with enforcement of IP rights and the assurance of health and safety for U.S. 
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citizens. The Coordinator’s Office also publicly releases a Quarterly Report, featuring policy 
and program updates, law enforcement developments, statistics, and schedules for upcoming 
training events. 

With regard to having an in-person presence in foreign countries, this is an absolutely necessary 
resource and the Administration has made great strides to satisfy this need. 

The Federal Government has made a strong commitment toward international deployment of 
personnel - stationed at embassies in key countries around the globe - who are specially trained 
officials in the area of intellectual property protection and enforcement. For example, the State 
Department has made a priority of training their respective diplomats to be “first responders” on 
IP issues. 

Additionally, the Commerce Department’s Foreign Commercial Service’s (FCS) Commercial 
Officers serve a primary function as advocates for American industry to foreign governments on 
a daily basis. FCS officers work with American businesses to address their concerns on an 
individual, case-by-case basis, helping them take their problems to the respective foreign agency. 

The Department of Justice (DOJ) and the Department of Homeland Security (DHS) also have 
officials posted in embassies worldwide. These officials are primarily tasked with liaising with 
their foreign counterparts, but they are also actively working with American industry on law 
enforcement cases, particularly when it comes to intelligence when investigating a case of IP 
crime. 

In 2006, the DOJ established the first ever Intellectual Property Law Enforcement Coordinator 
(IPLEC) for Asia in Bangkok, Thailand. Building on this success, in November 2007 DOJ has 
established another IPLEC office in Sophia, Bulgaria, to cover the Eastern Europe region. Both 
IPLEC positions are dedicated to advancing the Department’s regional IP goals through, training, 
outreach, and coordinating investigations. 

For DHS, Immigration and Customs Enforcement (ICE) has 50 Attache Offices overseas in 
approximately 39 countries around the world which coordinate investigative efforts with the host 
government’s law enforcement agencies. Since the majority of counterfeit goods in the United 
States are produced abroad, domestic ICE agents work closely with the ICE attaches to 
coordinate international investigations. 

Finally, the Administration has developed a new attache program to lead embassies’ efforts on IP 
enforcement. Deployed by the Commerce Department and dedicated solely to IP enforcement 
issues, these IP attaches are key players in assisting American rightsholders. Eight attaches - 
stationed in American embassies in Sao Paulo, Brazil; New Delhi, India; Beijing, China; 
Guangzhou, China; Cairo, Egypt; Bangkok, Thailand; and Moscow, Russia - have been 
deployed to serve as representatives from the U.S. Government to the respective foreign 
government, as well as liaisons to industry. This program has led to the development of strong 
relationships with government officials and expert assistance of many American companies in 
navigating local laws and customs in the protection and enforcement of their intellectual property 
rights. 
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XI.S. Department of Justice 

Office of Legislative Affairs 


Office of file Assistant Attorney GenCTsl 


ffashi/igion, D.C. 20530 


December 11, 2007 


The Honorable Patrick J. Leahy 
Chairman 

Committee the Judiciary 
United States Senate 
Washington, D.C. 20510 

Dear Mr. Chairman: 

Please find enclosed a response to questions arising from the appearance of United 
States Attorney Kevin J. O’Connor before the Committee on November 7, 2007, at a hearing 
entitled “Examining U.S. Government Enforcement of Intellectual Property Rights." 

We hope that this information is of assistance to the Conrmittee. Please do not hesitate 
to call upon us if we may be of additional assistance. The Office of Management and Budget 
has advised us that from the perspective of the Administration’s program, there is no objection 
to submission of this letter. 


Sincerely, 



Principal Deputy Assistant Attorney General 


Enclosure 

cc: The Honorable Arlen Specter 

Ranking Minority Member 
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“Examining U.S. Government Enforcement of Intellectual Property Rights” 

November 7, 2007 

Questions for the Hearing Record 
for 

Kevin J. O’Connor 

United States Attorney for the District of Connecticut 
Chairman, Department of Justice Task Force on Intellectual Property 
United States Department of Justice 


LEAHY 


(To the Panel) 

Q: Your testimony speaks a good deal about efforts on the internationai stage, 

which is clearly important, but I want to ask about piracy within our own 
borders. 1 am interested, as are other Senators, in leveraging the efforts of 
state and local law enforcement through the strategic use of federal aid and 
personnel. How can we best do that? Through a fund at the Justice 
Department, perhaps? 


A; State and local law enforcement authorities play an important role in effective 

intellectual property (“IP”) enforcement within the United States. Every State has 
laws to address counterfeit goods, and State authorities around the country are 
active in enforcement operations against manufacturers and sellers of counterfeit 
products. Similarly, State trade secret laws often provide criminal penalties for 
the most serious instances of trade secret theft. Additionally, some jurisdictions 
have used creative means, such as business licensing and tenancy regulations, to 
disrupt markets where counterfeits are sold, while other State authorities have 
developed expertise in combating the theft of trade secrets and high-tech IP 
offenses. There are no State prosecutions of copyright offenses because copyright 
law is an exclusively Federal matter; however, many States have labeling laws for 
commercially-distributed CDs and DVDs, which State authorities use to help 
combat piracy. 

The efforts of State and local law enforcement are a vital component of an overall 
strategy to combat counterfeiting and piracy. State law enforcement often works 
with Federal officials to increase the level of IP enforcement beyond what either 
could accomplish alone. In several areas of the country. State, Federal and local 
law enforcement officials have formed task forces to address IP and high-tech 
crime, and the results have been encouraging. For example, in the Northern 
District of California, three defendants were prosecuted federally as part of 
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Operatioa Remaster for their involvement in the largest CD manufacturing piracy 
scheme ever uncovered in the United States. Operation Remaster was 
investigated by the Rapid Enforcement Allied Computer Team (“REACT”) Task 
Force in the San Francisco Bay Area, a partnership of 16 local, State, and Federal 
law enforcement agencies, witti the FBI designated as the lead agency. 

There are five similar task forces in California alone, and others spread across the 
country, that are in a position to provide critical resources for fighting IP and 
high-tech crimes. We will continue to encourage the creation of such task forces 
where appropriate, especially in regions where there is a high incidence ancl/or 
reporting of IP crime. 


Q: As the testimony each of you has provided makes clear, there are numerous 

agencies necessarily involved in protecting U.S. intellectual property. 

How should resources and assets be distributed to provide the greatest level 
of protection? In which agencies are more assets needed? 


A: [We understand that the International IPR Enforcement Coordinator, Department 

of Commerce, will respond to this question.] 


(To Mr. O’Connor) 

Q: Mr. O’Connor, your testimony provides some very helpful examples of 

criminal prosecutions related to piracy. Clearly not all incidents of piracy 
deserve a criminal response. In fact, one of the tools the law provides 
inteilectual property owners is the right to seek damages in court through 
civil actions. Do you agree that not all Americans who commit infringement 
should be prosecuted criminally and, if so, shouldn’t the Department be 
given civil enforcement authority? 


A: The right of copyright owners to enforce their rights in court through civil actions 

is critical to the protection of IP rights. In fact, civil enforcement has been the 
predominant method of copyright enforcement throughout the history of U.S. 
copyright law. Copyright owners are in the best position to identify potential 
infringements of their works and to determine whether a particular use of their 
work is authorized. If unauthorized, they are in the best position to decide 
whether the unauthorized use warrants legal action for infringement, or other 
action falling short of filing a lawsuit (such as sending a cease and desist letter or 
other warning). 
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To strengthen copyright protection, U.S. law provides copyright owners with a 
wide array of tools to enforce their rights. An owner may recover actual damages 
(where they can be proven), or opt instead for substantial statutory damages of up 
to $150,000 per infringed work in cases where the infringement is willful, in 
addition to costs and attorneys’ fees. Copyright owners also may obtain 
injunctions against infringement, and courts, in considering preliminary 
injunction motions, generally presume irreparable harm in copyright cases. The 
Digital Millennium Copyright Act also provides a "notice and takedown" 
mechanism giving copyright owners an expedited mechanism to get infringing 
materials removed from the Internet and to obtain identifying information about 
infringers. 

The Department continues to believe that its resources and criminal enforcement 
efforts are most effectively applied to criminal violations of the intellectual 
property laws, including cases that pose a direct threat to public health and safety 
or which present the greatest risk of harm to copyright owners. This avoids 
duplication of civil remedies and maximizes the deterrent value of Federal 
enforcement efforts. For example, it permits the Department to focus its efforts 
on the very types of cases that rights holders generally find most difficult to 
pursue civilly - including but not limited to sophisticated multi-district and 
international conspiracies that require compulsory criminal process such as pen 
registers, search warrants, and electronic intercepts to successfully investigate. 


HATCH 

(To the Panel) 

#1; Do you think that the current interagency process for the enforcement of 
intellectual 

property rights is working effectively? 

As you are aware, there are at least three cooperative groups devoted to help 
coordinate enforcement of intellectual property rights: 

1) the Strategy Targeting Organized Piracy, or “STOP!” initiative; 

2) the National Intellectual Property Law Enforcement Coordination 
Council (NIPLECC); and, 

3) the Trade Policy Review Group (“TPRG”). 
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Despite all of these important programs, it seems that we are in an upward 
trajectory in intellectual property theft. In other words, it does not seem that we 
have slowed down 

the rate of intellectual property rights violations. 

Do you think It is time to rethink the fundamental approach to protecting our IPR 
both here and abroad? 


A: [We understand that the International EPR Enforcement Coordinator, Department 

of Commerce, will respond to this question.] 


#2: I believe any solution to curtailing intellectual property rights abuse vdll take 
an integrated approach with both domestic and international prongs which 
incorporate educational, judicial, and enforcement components to halt this 
insidious attack on our intellectual property. 

With that said, what role do you think the Federal government should have in this 
important endeavor? 


A: The Federal government lakes a leadership role in pursuing an integrated 

approach to EPR protection, one that includes domestic and international criminal 
enforcement, education, and legislative reform. The Department’s Task Force on 
Intellectual Property (“Task Force") recognized the need for an integrated 
approach when it published its 31 recommendations in 2004, and the Task Force 
has since led and coordinated the Department’s implementation of those 
recommendations. 

Criminal enforcement was at the core of the Task Force’s work, and many of its 
recommendations were focused on increasing criminal prosecutions. Since 2004, 
the Department has substantially increased both the number of Federal IP 
prosecutions and the number of prosecutors who are specially trained on IP 
crimes. During these three years, the Department has more than doubled the 
number of defendants charged with IP offenses per year, and it has significantly 
expanded its Computer Hacking and Intellectual Property (“CHIP") program to 
include specialized units in 25 United States Attorney’s Offices - an increase of 
nearly 100% since 2004 -- and at least one CHIP prosecutor in each United States 
Attorney’s Office nationwide, for a total of approximately 230 CHIP attorneys. 

The Task Force’s Criminal Recommendation #11 called for the Department to 
“Enhance Victim Education Programs and Increase Cooperation.” On November 
28, 2007, the Department co-hosted a victim education conference with the U.S. 
Chamber of Commerce in Miami, Florida. This was the fourth such program the 
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Department has hosted in the past two years, intended to educate and encourage 
victims of intellectual property offenses to report IP crime and cooperate in 
criminal investigations. 

Another example is the Task Force’s International Recommendation #1, which 
called for the Department to deploy Intellectual Property Law Enforcement 
Coordinators (“IPLECs”) in Asia and Eastern Europe, to coordinate intellectual 
property enforcement operations and capacity building in those important regions. 
In January 2006, the Department deployed the first IPLEC to Ban;^ok, Thailand, 
Mid in November 2007, a second IPLEC was stationed in Sofia, Bulgaria. Both 
IPLEC positions are filled by experienced Federal prosecutors with a background 
in enforcing U.S. intellectual property laws. 

Moreover, as the Task Force recommended in International Recommendation #4, 
the Department has significantly increased its international outreach and training 
efforts. In 2006, the Criminal Division trained over 3300 prosecutors, 
investigators, judges, and IP experts from over 107 nations on IP enforcement 
matters, which represented a 50% increase from the previous year. 

These are but a few examples of the many ways that the Department is pursuing 
an integrated approach to IP enforcement. The Progress Report of the 
Department of Justice 's Task Force on Intellectual Property (June 2006) provides 
a more complete picture of the Department’s overall enforcement programs in the 
areas of domestic and international criminal enforcement, civil enforcement, 
education, and legislative reform. The Progress Report can be found online at 
http://www.usdoi.gov/opa/documents/ipreDort61906.Ddf 


(To Mr. O’Connor) 

Question #1; 

Mr. O’Connor, the Administration has garnered widespread commendation for 
initiating and pursuing the Strategy Targeting Organized Piracy, or “STOP!” 
initiative. The Government Accountability Oflice has noted that the Initiative has 
no permanent basis, and could. In fact, be discontinued at any time. 

Based on its success, do you believe that Congress should explore ways to make the 
STOP! Initiative permanent? 


A: Prosecuting IP crime has been and will remain one of the Department of Justice’s 

top priorities. Market and technological developments have converged to create 
an environment where IP theft is increasing dramatically despite ramped-up 
enforcement efforts. Under the umbrella of the STOP! initiative and led by the 
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Department of Justice’s Task Force on Intellectual Property, we have 
significantly increased our domestic enforcement efforts with special emphasis on 
organized criminal operations and counterfeiting crimes that threaten the health 
and safety of Americans. For example, in the past three years, the Department 
has more than doubled the number of defendants prosecuted federally for IP 
offenses. Despite the success of these increased enforcement efforts, we are 
under no illusion that the IP crime problem has been significantly reduced. We 
are committed to doing more. 

The STOP! initiative has indeed helped to coordinate and improve the U.S. 
govemmrait’s overall response to protecting intellectual property rights. One of 
the reasons it has been effective is that it has sought to work through existing 
interagency coordinating mechanisms and statutory regimes. In 2005, Congress 
created the Office of the International IPR Enforcement Coordinator, and made 
the head of that office also the Director of the National IP Law Enforcement 
Coordination Council (“NIPLECC”). Because the STOP! initiative provides a 
government-wide strategy for protecting American intellectual property, the 
Office of the International IPR Enforcement Coordinator, working through 
NIPLECC and other agencies, has been uniquely situated to coordinate 
implementation of the STOP! strategy initiatives. 

To the extent that there is a need to create more “permanence” than the statutory 
regime already in place, we think it especially important that due care be taken 
not to create additional bureaucracy and rigidity at the expense of actual 
enforcement. The STOP! initiative, as coordinated by the International IPR 
Enforcement Coordinator, has been successful in large part because it has allowed 
agencies the necessary flexibility to maximize the effective use of their resources 
to best fulfill their individual statutory missions. 


Question #2 

Mr, O’Connor, thank you for your testimony. I found the section on the need for 
new enforcement tools particularly Interesting. It appears to be very comprehensive 
in scope. 

What do you think are the root causes for IPR abuse? 

How do your enforcement measures address these root causes? 

Do you think that these measures alone will incentivize good behavior? 


A: Intellectual property plays an increasingly important and valuable role in the 

health of our economy. IP crime offers the opportunity to make high profits with 
relatively low risks. In many countries, even significant commercial transactions 
in counterfeit goods are punished with administrative fines - merely a cost of 
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doing business. High profits and low risks may be motivation enough for most 
criminals. However, certain types oflP crime may have different objectives. For 
instance, economic espionage may be motivated by a desire to gain a competitive 
advantage in the marketplace, or a desire to provide an economic advantage to a 
foreign government, whereas selling counterfeit pharmaceuticals may be 
motivated by pure greed at the expense of public health and safety. 

Regardless of its root cause, one thing is certain; the Internet and other 
technological advancements have all contributed to a dramatic increase in 
intellectual property crime on a global scale. Federal prosecutors must have an 
arsenal of tools to combat this growing threat, and U.S. criminal laws must be 
updated and strengthened to respond to emerging crime trends and technologies. 

The Department of Justice’s IP legislative package, the Intellectual Property 
Protection Act of 2007 <“IPP A”), which was transmitted to Congress on May 14, 
2007, is intended to better equip law enforcement with the tools necessary to 
protect IPR and deter IP crime. It provides for tougher penalties, stronger 
forfeiture provisions, and new investigative tools. These legal tools, combined 
with our existing and ongoing enforcement, training, and education efforts, will 
help make IP crime a less profitable and higher risk activity, which in turn should 
provide stronger disincentives for bad behavior. 


COBURN 


Q: What is the status of the Article 63 request for EP enforcement information 
made by the U.S. of China earlier this year? 

Q: What is the current level of engagement with China regarding IP 
enforcement and what specific steps has the US taken to address longstanding 
concerns regarding China's record on IP enforcement. Please include in your 
general response specific updates on the following issues: 

• US efforts to train Chinese customs and borders agents to improve 
their ability to catch counterfeit products before they leave the 
Chinese borders. 

• US efforts to gain commitments and implementation from the 
Chinese to actually destroy counterfeited products and the 
equipment used to manufacture them. 

• US efforts to gain commitments and implementation from the 
Chinese to make counterfeiting punishable as a criminal offense 
and not an administrative fine. 

Q; What can Congress do to help the Administration’s strategy for continuing 
to work with China on IP matters? 
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Q: It is often said that China’s laws on IPR are not being effectively enforced at 
the local level. What is the United States doing to influence IPR enforcement at 
the local level in China? 

Q; Is the United States working with other nations who are also adversely 
affected by Chinese piracy and counterfeiting to jointly pressure the Chinese 
government to do more to protect Intellectual property rights? 

Q: Is the United States working to modify existing WTO laws, including the 
TRIPS agreement, in order to strengthen accountability for weak IPR 
enforcement? 


A: I would like to briefly highlight some of the ways in which the Department of 

Justice has pursued bilateral efforts with China to improve law enforcement 
cooperation, and in particular, how we have sought to develop more joint 
operations against IP criminal syndicates and manufacturers of counterfeit goods. 

China remains a major production center for pirated and counterfeit goods, and 
the STOP agencies have pursued an integrated ap>proach to this massive 
enforcement problem. As part of that approach, the Department of Justice has 
sought greater bilateral cooperation and coordination on joint criminal 
investigations and prosecutions. In March 2007, the Criminal Division hosted 
and chaired the inaugural meeting of the Intellectual Property Criminal 
Enforcement Working Group (“IPCEWG”) of the U.S.-China Joint Liaison Group 
for Law Enforcement Cooperation (“JLG”), which included 15 Chinese law 
enforcement officials and the Ministry of Public Security’s Vice Director General 
of the Economic Crimes Investigation Department, as well as officials from the 
FBI and the Department of Homeland Security (Customs and Border Protection 
(“CBP”) and Immigration and Customs Enforcement (“ICE”)). The IPCEWG 
met again alongside the annual JLG Plenary meeting in Beijing, China in June 
2007. The working group’s focus has been on the development of more U.S.- 
China joint operations to combat transnational IP crime, in particular crimes 
committed by organized criminal groups and crimes that threaten public health 
and safety. 

The Criminal Division’s leadership of the IPCEWG has already yielded 
unprecedented results. On July 23, 2007, 25 Chinese nationals were arrested 
along with the seizure of more than half a billion dollars worth of counterfeit 
software, as a result of the largest ever joint investigation conducted by the FBI 
and the People’s Republic of China. This operation, code-named Operation 
Summer Solstice, was one of several cases nominated to the IPCEWG for joint 
investigation and prosecution. China’s Ministry of Public Security (“MPS”) 
searched multiple businesses and residential locations, seized more than $7 
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million in assets, and confiscated over 290,000 counterfeit software CDs and 
Certificates of Authenticity. MPS and FBI dismantled a criminal piracy syndicate 
that is believed to be the largest of its kind in the world, estimated to have 
distributed more than $2 billion in counterfeit Microsoft software. 

The Department will continue to work with the MPS in the IPCEWG in order to 
develop more joint enforcement operations like Summer Solstice. Integral to the 
success of these bilateral efforts will contmue to be the offices of the FBI Legat 
and ICE Attache in Beijing, China, which serve as the primary investigative 
liaisons with the MPS. 

[We understand that the International IPR Enforcement Coordinator, Department 
of Commerce, will provide additional responses to these questions.] 
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Senator Orrin G. Hatch 
Hearing before the 
Senate Judiciary Committee 

“Examining U.S. Government Enforcement of Intellectual Property Rights” 
November 7, 2007 

Question for Chris Moore. Deputy Assistant Secretary for Trade Policy and Programs. 
Bureau of Economic. Energy, and Business Affairs. U.S. Department of State : 

Mr. Moore, from my perspective, The Department of State has been hesitant to become 
fully engaged in aggressively defending American intellectual property rights abroad. 
There is much monetary assistance that our government gives through grants or other 
partnering agreements to foreign countries. 

Why do we continue to reward countries that engage in illegal activities and thumb their 
noses at enforcement of intellectual property rights? 
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SUBMISSIONS FOR THE RECORD 

Testimony of Senator Evan Bayh 
Senate Judiciaiy Committee 

"Examining U.S. Government Enforcement of Intellectual Property Rights” 

November 7, 2007 
(as prepared for delivery) 

Thank you, Mr. Chairman. I want to express my appreciation for this opportunity 
to speak with you on a matter of great urgency for American workers and businesses, 
including many in my home state of Indiana. 

Since the founding of our republic, innovation has been a driving force behind our 
national prosperity. The responsibility of government to foster American ingenuity is so 
fundamental that the Constitution’s framers listed intellectual property protection as the 
eighth enumerated power of Congress in Article I, Section 8. It is listed even before 
governing imperatives like forming a court system, declaring war, or raising an army and 
navy. 


Consistent with our historic responsibility, members of this body have over time 
crafted a system of intellectual property rights protection that has become a successful 
catalyst for economic growth and job creation. A recent study traced 30 to 40 percent of 
all U.S. productivity gains in the 20* century to economic innovation in its various forms. 
Further studies have found that IP-intensive industries pay wages almost 50 percent 
higher than firms that are not IP-focused. 

However, today many of our innovators are being undermined by countries that 
refuse to play by the rules of the global marketplace. Since intellectual property 
protection is a core focus of this committee, I know you are aware of the damage being 
inflicted on America as a result of rampant product piracy and counterfeiting of 
American products. 

Estimates are that American businesses lose $250 billion annually because of 
intellectual property theft. These resources could be going to profits, wages, investment, 
and tax revenues so government can meet the long-term costs of Social Security, 
Medicare, and other critical priorities. 

Additionally, American companies have lost 750,000 jobs because of intellectual 
property theft, making it a major impediment to employment growth. 

Consumer safety concerns are also very real. Counterfeit pharmaceuticals and 
auto and aviation parts have caused serious injuries and deaths. An estimated 2% of the 
26 million airline parts installed each year are counterfeit. Fake drugs account for 10% of 
all phaimaceuticals. Fake auto parts are being manufactured around the world with faulty 
materials, including brake linings made of sawdust, cardboard, and compressed grass. 

The U.S. auto industry estimates that it could hire another 200,000 workers if counterfeit 
auto parts were eliminated. 
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Finally, there is a serious national security dimension to this problem. I serve on 
the Intelligence Committee and the Armed Services Committee, where we frequently 
hear about the role that counterfeiting activities play in the funding of terrorist groups. 
The United States seized an A1 Qaeda training manual in Afghanistan that recommended 
the sale of counterfeit goods as a source of terrorist financing. A 2003 investigation 
revealed that the 1993 World Trade Center bombing was partially financed through the 
sale of counterfeit goods. We also know that North Korea engages in illicit sales of 
counterfeit goods. So we have a compelling national security interest in redoubling 
efforts to cut off funding sources for terrorist organizations. 

Earlier this year 1 was joined by Senator Voinovich of Ohio in introducing S. 522, 
the Intellectual Property Rights Enforcement Act, to improve the government response to 
this problem. The Administration has taken some good first steps with its STOP 
Initiative, but we are still lacking the kind of high-level coordination and accountability 
needed to deal effectively with this problem. 

The Bayh-Voinovich legislation was crafted after extensive consultations with 
private industry groups to identify the flaws with our domestic and international IP 
enforcement regime. What emerged from these consultations was a consensus that 
interagency coordination is lacking in a number of areas, and international cooperation on 
enforcement is weak. 

Under our current fragmented approach, we see a “stove-piping” effect, in which 
communication occurs vertically within agencies but not horizontally throughout the 
government. We must aggressively combat this stove-piping, because we know that 
inter-agency coordination is critical to the success of any large-scale, federal effort. 

There are other significant problems with the current federal approach: 

• There is no plan for how agencies should work together on this problem. 

• Current reporting requirements to Congress merely show what agencies are 
doing individually, not collectively as part of a united force. 

• Our government has no clearly stated objectives on IP enforcement, and no 
means for measuring progress. 

• There is no indication of which organizations will provide the overall 
framework for oversight and accountability. 

• Lastly, there is no process for how conflicts should be resolved, and no cost 
estimation for resources needed to carry out a national strategy for IP 
enforcement. 
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Last November the GAO released a study that echoes this critique of the 
shortcomings of our current approach. With the Chairman’s permission, I would like to 
enter this GAO report into the record with my statement. 

1 hope members of the Committee will review this report and promptly move our 
legislation to the floor, because there are many systemic problems in our government’s 
approach to IP rights enforcement that require immediate corrective action to be taken. 

Our legislation articulates a permanent strategy that addresses some of these 
flaws. It requires U.S. government agencies to unify as part of an Intellectual Property 
Enforcement Network. This network would detail the goals, objectives and priorities of 
the U.S. government and how each agency’s work fits within an overall plan. 

It would vest responsibility for IP enforcement with a Senate-confirmed 
government official: the Deputy Director for Management of the OMB. The Deputy 
Director would be responsible for submitting to Congress a Strategic Plan that includes 
objectives on IP enforcement, means to measure results, and how agencies will work 
together. 

Every Senator would have the right to ask questions and cast an up-or-down vote 
on the leader of this critical issue. Each Senator could also make demands on priorities, 
including the contents of the Strategic Plan. Currently, Congress plays no meaningful 
role in IP enforcement other than appropriating funds and asking for briefings from 
administration officials. American workers, businesses and taxpayers have the right to 
expect that we will take more of a leadership role in the face of a serious problem 
affecting our national economy and so many of our constituents. 

The OMB is uniquely situated to address the flaws in our current approach. 
Curbing global IP theft involves criminal prosecutions, border enforcement, trade policy, 
and international relations. Setting priorities and budgets for such a broad, multi-agency 
effort is outside the scope of the Justice Department, Homeland Security, or the U.S. 
Trade Representative alone. Furthermore, asking individual agencies with such broad 
coordination responsibilities would only subject the process to the rivalries and turf 
battles endemic in the federal bureaucracy. 

Mr. Chairman, we have an abundance of IP experts in each federal agency. What 
we lack is a management presence to ensure that separate agencies are part of a single 
mission, thereby increasing overall efficiency and effectiveness. Without such oversight 
and accountability, the problems identified by the GAO will continue. 

The OMB Deputy Director for Management position is charged with overseeing 
government-wide coordination efforts on a broad array of issues. This official routinely 
develops inter-agency coordination plans, establishes objectives and performance 
measurements, provides oversight and ensures accountability. 
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The Bayh-Voinovich bill also would require the United States to begin setting 
high standards of enforcement with foreign governments, with the goal of establishing an 
international task force of concerned countries to track and identify IP criminals. The 
task force would be modeled on a similar international team that fights money laundering 
and other black-market crimes. 

The task force will grant membership solely to countries with adequate IP 
protection laws and a track record of enforcing those laws. Today, international 
cooperation in many organizations is hampered because the worst global actors are 
members. Our legislation envisions the United States sharing information on criminal 
activity, and even engaging in joint enforcement operations. Such a close-nit 
arrangement can only flourish among trusted allies. 

Recently, the administration unveiled a draft “Anti-Counterfeiting Trade 
Agreement” that includes many of the standards of international cooperation that we have 
been advocating. I have reviewed the text of this proposal, and believe it includes many 
good provisions. But my overriding concern is that accession to this agreement would be 
granted for reasons unrelated to a country’s commitment to IP protection. 

A broad coalition of interest groups dissatisfied with our government’s current 
approach supports our legislation. Groups as diverse as the U.S. Chamber of Commerce, 
the AFL-CIO, the National Association of Manufacturers, and the United Auto Workers 
have all endorsed our strategy. Business and labor are united behind our bill. 

Last month, the Coalition Against Counterfeiting and Piracy — a group of more 
than 500 companies concerned with IP theft — identified our legislation as a top priority 
for their members. Additional endorsements have come from key labor organizations 
that recognize the threats posed to American workers. 

Mr. Chairman, time is of the essence on this issue. The STOP program expires 
when the President leaves office. The Bayh-Voinovich legislation would set in stone a 
comprehensive blueprint the new President will have to follow immediately after 
inauguration. 

In closing, Mr. Chairman, I would simply say this: The heart of America’s 
competitive advantage lies in the economy of tomorrow. We invest in research and 
development to create new goods, new services, and new cures. 

Until we take more aggressive action to curtail IP theft, we will continue to be 
robbed of profits, jobs, and legal protection of our brightest ideas. 

America will not be able to lead the global economy if we buy from our trading 
partners when they have a comparative advantage, while they steal from us when we 
have a comparative advantage. 
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A stronger and more effective approach is needed to prevent the United States 
from losing its most valuable asset in the global marketplace; our innovators and 
entrepreneurs. 

I urge this committee to give Intellectual Property Rights Enforcement Act swift 
consideration so it can move to the floor without delay. Thank you. 
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Chairman Leahy, Ranking Member Specter and members of the Committee, thank you for the 
opportunity to provide this written testimony to be entered into the record. 

I want to thank this Committee for its continued support and leadership on issues concerning 
the protection of intellectuai property. I look forward to the opportunity to work together to 
ensure that the heart of America’s innovation economy, its intellectual property, is effectively 
protected around the world. 

Among the Department of Homeland Security (DHS) law enforcement agencies, ICE has the 
most expansive investigative authority and the largest number of investigators. ICE 
systematically disrupts and dismantles international and domestic operations that traffic in 
counterfeit merchandise, identifies and seizes assets and illicit proceeds, and identifies 
systemic vulnerabilities that may be exploited by criminal elements to undermine border 
controls. 

In addition, the ICE-led National Intellectual Property Rights Coordination Center (IPR 
Center) is the U.S. Government’s central point of contact in the fight against violations of 
intellectual property rights (IPR) laws and the flow of counterfeit goods into U.S. commerce. 
Located in Washington, D.C., the IPR Center is a multi-agency facility responsible for 
coordinating a unified U.S. Government response regarding IPR enforcement issues. 

Particular emphasis is given to protecting the public health and safety of U.S. consumers, 
investigating major criminal organizations engaged in transnational IP crime, and pursuing the 
illegal proceeds derived from sales of smuggled counterfeit merchandise. 
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With global counterfeiting operations costing American companies in excess of $250 billion 
dollars per year, ICE, through the IPR Center works to identify and address growing IPR issues 
and criminal trends. The IPR Center advances that information through outreach to the IP 
industry. Federal, State and international law enforcement officials and prosecutors. Our IPR 
investigations continue to demonstrate that enforcement successes are closely tied to outreach 
and the relationships developed with agencies enforcing IPR statutes. 

As this committee is well aware, IPR criminal activity represents a “triple threat” to our 
country and is the focus of the IPR Center. This threat undermines our national security by 
creating smuggling operations that expose point-of-entry vulnerabilities; they threaten public 
safety because the products involved are not regulated and are often sub-standard and 
dangerous; and they threaten our economic security by siphoning profits away from legitimate 
trademark and copyright holders. Experience has shown that it’s not at all uncommon for 
those who traffic in counterfeit or pirated goods to be associated with criminal enterprises that 
may, in turn, seek to use their criminal proceeds to fund other, more deadly, operations. To 
deal with this the IPR Center advocates a four-pronged approach to taking down IPR violators, 
a strategy based on interdiction, investigation, prosecution and intelligence forged from critical 
partnerships with IP Trademark and Copyright holders. 

The danger of IPR crimes often extends far beyond the financial damage they cause. Past ICE 
investigations into IPR crimes have found violators also involved in human smuggling, 
narcotics trafficking, money laundering and crimes of violence. Our investigative efforts seek 
to deny these criminal organizations the opportunity to thrive. By cracking down on IPR 
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violators, we aim to help steer transactions to legitimate businesses and individuals who 
rightfully hold trademarks and copyrights, 

In September 2005, ICE, San Diego, began an investigation of AFFPOWER.COM, 
AFFPOWER.COM and its associates, in conjunction with numerous conspiring U.S. 
physicians and pharmacists, were directly involved in the acquisition, marketing, and 
distribution of more than $126 million in misbranded, controlled, and prescription-only 
pharmaceuticals. The investigation has resulted in the first RICO indictment targeting rogue 
Internet pharmacies and associates. 

ICE personnel assigned to the IPR Center have provided training to ICE field offices focusing 
on investigative techniques and legal requirements necessary to successfully identify, 
investigate and prosecute IPR violators, with emphasis on large-scale, complex transnational 
conspiracies. In FY2007, ICE IPR Center personnel developed a pilot training program 
designed to enhance the working relationships between ICE and Customs and Border 
Protection (CBP) while simultaneously providing the IP Industry with specific training to 
identify infringing products. 

The IPR Center has since expanded this training program and developed IPR Best Practices 
Training module tailored to the concerns of specific regions. The one-day training sessions 
focus on best practice interdiction, investigation and prosecution and are ongoing throughout 
the country. 
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As I previously noted, intelligence forged from partnerships with IP Trademark and Copyright 
holders is critical to our enforcement efforts. Our joint landmark investigative successes 
experienced during FY2004 and FY2005 with the People’s Republic of China (PRC) in 
Operations Spring and Ocean Crossing clearly demonstrated the effect of that partnership. In 
FY2004, Operation Spring targeted counterfeit DVDs and established the first joint U.S.-PRC 
case in which ICE investigators conducted undercover activity in Mainland China with the 
assistance of our PRC counterparts. A year later. Operation Ocean Crossing took our agents 
back to China, where counterfeit Viagra and Cialis were targeted, in what became the largest 
seizure of counterfeit pharmaceuticals in the history of the PRC. 

Consequently, during FY2006, the IPR Center intensified its outreach efforts, conducting 60 IP 
industry outreach and/or IPR Enforcement Training initiatives, directed at increasing and 
strengthening the bond and lines of communication with U.S. rights holders. In FY2007, ICE 
IPR Center personnel continued those efforts and conducted, or were involved in, 93 IP 
industry outreach and/or IPR Enforcement Training initiatives, a more than 50% increase over 
FY2006. These have included the ICE led Annual Pharmaceutical and Biotechnology 
Training Conference,; IPR Enforcement Training at the Special Agent in Charge offices in Los 
Angeles, Chicago, and Boston; and conducting IPR enforcement and best practices training at 
the International Law Enforcement Academies in Bangkok, Thailand and Lima, Peru. 

The IPR Center is also a participating member in the Security & Prosperity Partnership (SPP) 
and the U.S. - Sino Joint Liaison Group (JLG) and the Interpol Intellectual Property Crimes 
Action Group. This year, IPR Center personnel provided critical input at the SPP Senior Law 
Enforcement Plenary in Mexico City, Mexico, as well as the JLG Intellectual Property Crime 

5 


VerDate Nov 24 2008 14:46 Apr 07, 2009 Jkt 048142 PO 00000 Frm 00057 Fmt 6633 Sfmt 6633 S:\GPO\HEARINGS\48142.TXT SJUD1 PsN: CMORC 



54 


Enforcement Working Group meetings in Washington, D.C., Los Angeles, CA, and Beijing, 
PRC. 

In May 2007, ICE provided in depth IP investigative and enforcement training to investigators 
and prosecutors from all seven Central American countries imparting best practice models 
based on U.S. successes, but directed at violations and commodities present in Central 
America. This was the first Regional IPR Enforcement Training for Central America, 
partnering ICE with the U.S. Chamber of Commerce. 

In June 2007, ICE New York arrested 29 individuals including Customs Brokers, Container 
Freight Station operators, cartmen, bonded warehouse operators, and persons trafficking in 
counterfeit merchandise. These arrests culminated an 1 8-month investigation of three cases 
(collectively known as JtDL) involving the exploitation of the customs in-bond system through 
several different schemes. These individuals were responsible for illegally entering over 950 
containers of counterfeit merchandise during a two-year period. The investigation resulted 
from information provided to ICE by a concerned citizen. Public awareness and responsibility 
will form the basis for additional anti-counterfeiting efforts by ICE. 

ICE IPR Center personnel are regularly asked to speak at IP Industry conferences, such as the 
industry’s largest event in the nation, the Consumer Electronics Show, and at various 
Pharmaceutical Industry and Anti-Counterfeiting Coalition Conferences. 

On or about February 2008, the IPR Center will relocate to Arliilgton, Virginia, to a new 
publicly accessible facility dedicated to U.S. Industry outreach and training. The new ICE IPR 
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Center will allow for ready interaction with all facets of the IP Industry and provide ICE with 
the facility to chair IP Industry outreach and training. The new IPR Center will also host space 
for our partners in this enforcement arena and we look forward to representation by the Food 
and Drug Administration’s Criminal Investigations Division, the Federal Bureau of 
Investigation, and U.S. Customs and Border Protection. 

The growth in transnational counterfeiting organizations has created the need to better 
coordinate Law Enforcement resources required in these complex multi-jurisdictional 
investigations. The new Center will bring those coordination and enforcement resources under 
one roof, maximizing our Joint efforts to fight this growing transnational problem. ICE has 
been and continues to be the lead investigative agency addressing the global threat of 
counterfeiting. 

Thank you again for providing me with this opportunity to provide written testimony for the 
record. I will be happy to provide responses to any questions for the record that the Committee 
may have. 
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coordinating council, while STOP is a strategy InvoMtig coordination led by 
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metrics to measure progress, ai\d anotlier calling STOP an account of 
administration efforts, not a strategy. 
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. Inteflrtty « RaHabllHy 

United States Government Accountability Office 
Washington, DC 20548 


November 8, 2(X)6 

The Honorable Tom Davis 
Chairman 

Committee on Government Reform 
House of Representatives 

Dear Mr. Chairman: 

U.S. government efforts to protect and enforce intellectuzd property (IP) 
rights overseas are crucial to preventing billions of dollars in losses to U.S. 
industry and IP rights owners and addressing health and safety risks 
resulting from the trade in counterfeit and pirated goods. IP protection 
and enforcement cut across a wide range of U.S. agencies and functions, 
as well as those of foreign governments, making coordination among ail 
parties essential. 

The U.S. government has developed a complex structure to achieve 
coordination of IP enforcement efforts. In 199&, Congress created the 
interagency National Intellectual Property Law Enforcement Coordination 
Council (NIPLECC) as a mechanism to coordinate U.S. efforts to protect 
and enforce IP rights in the United States and overseas.’ In October 2004, 
the President announced the Strategy for Targeting Organized Piracy 
(STOP) to ‘'smash the criminal networks that traffic in fakes, stop trade in 
pirated and counterfeit goods at America’s borders, block bogus goods 
around the world, and help small businesses secure and enforce their 
rights in overseas markets.” STOP also calls for collaboration among U.S. 
agencies. Then, in the Consolidated Appropriations Act of 2006, Congress 
created the position of Coordinator for International Intellectual Property 
Enforcement to head NIPLECC.* In addition, the act mandated, among 
other things, that NIPLECC promulgate a strategy for protecting American 
intellectual property abroad and oversee its implementation. Recently, 
NIPLECC adopted STOP as that strategy. 


’NIPI^CC was established under Section 663 of the Treasury and General Government 
Appropri^ons Act, 2000 (Pub. L No. 106-58), 15 U.S. C. 1128. 

*The Consolidated Appropriations Act, 2005 (Pub. L No. 108-447), Divteion B, 'Htle n. 
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In respoi^e to your request to understand more fully U.S. government 
efforts to develop a corr^rehensive and integrated strategy with a long- 
term perspective to combat IP counterfeiting and piracy, this report (1) 
describes the evolution of the relationship between NIPLECC and STOP, 
(2) assesses the extent to which STOP addresses the desirable 
characteristics of an effective national strate©^, and (3) evaluates the 
challenges to ensuring the implementation of a long-term integrated 
strategy for protecting and enforcing IP rights. 

To meet these objectives, we examined NIPLECC and STOP official 
documents and reviewed the legislative history of NIPLECC. To determine 
the extent to which STOP serves as a national strategy for combating trade 
in counterfeit and pirated goods, we assessed STOP using the six desirable 
characteristics of an effective national strategy developed in previous GAO 
work.® GAO has used this methodology to assess and report on the 
administration’s strategies relating to combating terrorism, restructuring 
DOD’s global force posture, and rebuilding Iraq.* National strategies with 
these desirable characteristics offer policymakers and implementing 
agencies a management tool that can help ensure accountability and more 
effective results.® We also obtained and analyzed documents required 
under the Government Performance Results Act (GPRA) of 1993, as well 
as IP-related planning documents from the government agencies involved 
with STOP. We assessed the extent to which these agency documents 
support STOP goals and add information that may support elements 
necessary for an effective national strategy. In addition, we interviewed 
^ency officials involved in NIPLECC and STOP, including the 
Coordinator for International Intellectual Property Enforcement. We also 
interviewed members of the private sector, which we selected 


®GAO, Combating Terrorism: Evaluation of Selected Characteristics in National 
Strategies Related to Terrorism, GAO-04-408T (Washington D.C.: Feb. 3, 2004). 

*GAO, Defense Management; Comprehensive Strategy and Annual Reporting Are Needed 
to Measure Progress and Costs of BCD's Global Posture Restructuring, GAO-06-852, 
(Washington D.C.: Sept 13, 2006); and Rebuilding Iraq: More Comprehensive National 
Strategy Needed to Help Achieve V.S. Goals, GAO-06'788 (Washington D.C.: June 28, 2006). 

®The six characteristics are (1) a clear purpose, scope, and methodology; (2) a discussion 
of the problems, risks, and threats the strategy intends to address; (3) the desired goals and 
objectives, activities, and perfonnance measures; (4) a description of the resources needed 
to implement the strategy; (B) a clear delineation of the organizational roles and 
responsibilities, including oversight as well as mechanisms for coordination; and (6) a 
description of how ti\e strategy relates to subordinate levels of government and their plans 
to implement tiie strategy. These six characteristics can be subdivided into 29 separate 
elements for more detailed assessment. 
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judgmentally to ensure that we obtained the views of m^or cross-industry 
associations, as well as individual associations and companies 
representing key industries that are heavily affected by IP violations such 
as the manufsu^turing, entertainment, and pharmaceutical industries. In all 
we spoke to 20 representatives from 16 private sector groups. We 
conducted our work from January 2006 through October 2006 in 
accordance with generally «:cepted goverrunent auditing standards. See 
appendix I for a more detailed description of our scope and methodology. 
See appendix II for a detailed discussion of GAO’s analysis of STOP using 
the six desirable characteristics of an effective national strategy. See 
appendix III for the STOP strategy. 


Results in Brief 


NIPLECC and STOP originated under different authorities, but the lines 
between them have become increasingly blurred, creating overlapping 
structures to protect and enforce IP rights. NIPLECC is a coordinating 
council created by Congress in 1999, while STOP is a strategy initiated by 
the White House in 2004 under the auspices of the National Security 
Council, with a strong coordination component; both involve nearly the 
same agencies.® However, unlike NIPLECC, which has struggled to define 
its purpose, STOP generated active coordination and has sponsored IP 
protection related activities from the outset. Although Congress 
augmented NIPLECC’s c^abiiities and clarified its purpose through 
passage of the Consolidated Appropriations Act of 2005,’ STOP remains 
more prominent NIPLECC’s Coordinator for International Intellectual 
Property Enforcement (also known as the IP Coordinator), a position 
created by the 2005 act and filled by presidential appointment in July 2006 
to head NIPLECC, has regularly been participating in STOP activities and 
acted as a STOP spokesperson to Congress and private industry. In 
addition, NIPLECC cites STOP activities as among its accomplishments in 


®NIPLECC legislation includes Departments of Commerce (U-S. Patent and Trademark 
Office and International Trade Administration), Homeland Security (originaUy Legacy 
Customs), Justice (Criminal Division), State (Bureau of Economic and Business Aff^rs), 
and the Office of the United States Ti^e Representative. STOP includes the same agencies 
with the addition of the Federal Drug Admirdstration. 

’in December 2004, Conp^ss augmented NIPLECC’s capabilities in the Consolidated 
Appropriations Act of 2005, which created the Coordinator for International InteUectual 
Property Enforcement position and provided $2 million for NIPLECC’s expenses through 
fiscal year 2006. 
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its September 2006 report to Congress and the President.® Significantly, the 
NIPLECC principals recently identified STOP as their strategy for 
protecting American IP overseas, as one of the requirements under the 
Consolidated Appropriations Act. (See app. HI for the complete STOP 
strategy.) 

STOP is a good first step toward a comprehensive, integrated national 
strategy to protect and enforce U.S. intellectual property, and it has 
energized agency efforts. However, we found that STOP’S full potential as 
a strategy is limited because it does not fully address the six desirable 
characteristics of an effective national strategy. We believe these 
characteristics would improve the likelihood of STOP’S long-term 
effectivenss and ensure accountability.® STOP does not fully address key 
characteristics related to planning and accountability, missing key 
elements such as a discussion of performance measures, resources, risk 
management, and designation of oversight responsibility. While STOP 
generally addresses goals and subordinate objectives and activities, it ordy 
partially addresses performance measures; for example, it reports the 
number of calls to the U.S. Patent and Trademm’k Office (USPTO) hotline, 
but it does not provide data on baselines or targets to assess how well the 
activities are being implemented. The strategy does not address resources, 
investments, and risk management; for instance. It lacks a discussion of 
current or future costs, the ^es or sources of investments needed to 
target organized piracy, and processes to effectively balance the threats 
from counterfeit products with the resources available. In addition, STOP 
also partially addiesses organizational roles and responsibilities by citing 
many examples of agency roles with respect to their STOP activities; 
however, it does not discuss a framework for accotmtabilily among the 
STOP agencies, such as designating responsibility for oversight. While 
some of these elements are addressed in individual agency documents, the 
need to consult multiple agency documents underscores liie strategy’s 
lack of integration and limits its usefulness as a management tool for 
effective oversight and accountability. 


^Report to the President and Cor^ress on Coordination of Intellectual Property 
Enforcement and Protection, September, 2006. The National Intellectual Property Law 
Enforcement Coordination Council. 

*While national strategies are not required by executive or legislative mandate to address a 
single, constant set of characteristics, GAO has identified six desirable characteristics of 
an effective national strategy. 
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Several challenge to the implementation of an effective long-term strategy 
result from the current structures. First, despite NIPLECC’s key role of 
providing permanence, it continues to have leadership problems. 

NIPLECC retains an image of inactivity among the private sector despite 
its enhanced mandate and, in July 2006, Senate appropriators expressed 
concern about the lack of information provided by NIPLECC on its 
progress. Second, while agency and private sector officials praise STOP 
for energizing U.S. IP protection efforts, STOP lacks permanence. The 
authority and mfluence STOP enjoys as a presidential initiative could 
disappear after the current administration. Third, NIPLECC’s commitment 
to implementing ^TOP as a successful strategy remains unclear, creating a 
challenge for accountability. NIPLECC’ September 2006 report describes 
numerous STOP activities but does not articulate how NIPLECC plans to 
carry out its oversight responsibility mandated by Congress. Agency 
officials we interviewed generally considered STOP to be the U.S. 
government’s IP strategy. However, NIPLECC officials have sent mixed 
signals about the extent to which they believe STOP is meant to provide 
performance measures and information on resource levels. For instance, 
one NIPLECC representative said that STOP should include metrics to 
measure progress that should be reported on by the IP Coordinator. Yet, 
another NIPLECC representative told us that STOP was a fact sheet rather 
than a strategy. While the IP Coordinator stated in congressional 
testimony that STOP is NIPLECC’s strategy, he also told us that STOP was 
never meant to be an institutional method for reporting priorities and 
metrics to the President or Congress. Furthermore, the STOP strategy 
neither makes reference to NIPLECC’s oversight role, nor does STOP 
articulate a framework for oversight and accountability among the STOP 
agencies carrying out the strategy. 

To improve STOP’S effectiveness as a planning tool and its usefulness to 
Congress: 

We recommend that the IP Coordinator, in consultation with the National 
Security CouncO and the six STOP agencies, including the Departments of 
Commerce, Homeland Security, Justice, and State; and the Office of the 
U.S. Trade Representative; and the Food and Drug Administration, take 
steps to ensure that STOP fully addresses the six characteristics of a 
national strategy. 

To clarify NIPLECC’s oversight role with regard to STOP; 

We recommend that the IP Coordinator, in consultation with the National 
Securi^ Council and the six STOP agencies, including the Departments of 
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Commerce, Homeland Security, Justice, and State; and the Office of the 
U.S. Trade Representative; and the Food and Drug Administration, clarify 
in the STOP strategy how NIPLECC will carry out its oversight and 
accoimtability responsibilities in implementing STOP as its strategy. 

We provided USTR, the Departments of Commerce, Justice, Homeland 
Security, and State; and USPTO, Food and Drug Administration, and the IP 
Coordi^tor with a draft of fiiis report for their review and comment. The 
IP Coordinator, through the Department of Commerce in consultation 
with the USPTO and the International Trade Administration, provided 
technical comments. The Department of Homeland Security, the Food and 
Drug Administration, and the Office of the U.S. Trade Representative also 
chose to provide technical comments. We modified the report where 
appropriate. The Departments of Justice and State did not provide any 
comments. We also received written comments from the U.S. Coordinator 
for International Property Enforcement (IP Coordinator), which are 
reprinted in appendix IV. The IP Coordinator reiterated our message that 
STOP was a good first step toward a comprehensive, integrated strategy to 
protect and enforce U.S. intellectual property rights and that it had 
energized U.S. efforts. He concurred with our recommendations, stating 
that his office would review them, and planned to identify opportunities 
for improvement based on those recommendations, where appropriate. 


Background 


Intellectual property is an important component of the U.S. economy, and 
the United States is an acknowledged global leader in its creation. 
However, the legal protection of intellectual property varies greatly 
around the world, and several coimtries are havens for the production of 
counterfeit and pirated goods. Technology has facilitated the manufacture 
and distribution of counterfeit and pirated products, resulting in a global 
illicit market that competes with genuine products that complicates 
detection and actions against violations. High profits and low risk have 
drawn in organized criminal networks, and the public is often not aware of 
the issues and consequences surroxmding IP theft. The Department of 
State has cited estimates that counterfeit goods represent about 7 percent 
of annual global trade, but we note that it is difficult to reliably measure 
what is fundamentally a criminal activity. “ Industry groups suggest, 


‘“rile Organization for Economic Co-operation and Development (OECD) is conducting a 
study on IP, examining the extent to which counterfeit goods are entering global tir^e and 
associated data reliabili^ issues. 
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however, that counterfeiting and piracy are on the rise and that a broader 
range of products, from auto parts to razor blades, and from vital 
medicines to infant formula, are subject to counterfeit production. 
Counterfeit products raise serious public health and safety concerns, and 
the annual losses that companies face from IP violations are substantial. 

Eight federal agencies, as well as entitles within those agencies including 
the Federal Bureau of Investigation (FBI) and USPTO, imdertake the 
primary U.S. government activities in support of IP rights. These eight 
agencies are: Departments of Commerce, State, Justice, and Homeland 
Security; the U.S. TVade Representative (IJSTR); the Copyright Office; the 
U.S. Agency for International Development; and the U.S. International 
Trade Commission. These agencies undertake a wide range of activities 
that fall under three categories; policy initiatives, training and technical 
assistance, and law enforcement. U.S. international trade policy initiatives 
to increase IP protection aid enforcement are primarily led by USTR, in 
coordination with the Departments of State, Commerce, USPTO, and the 
Copyright Office, among other agencies. The policy initiatives are wide 
ranging and include reviewing IP protection abroad and negotiating 
t^reements that address intellectual property. Key activities to develop 
and promote enhanced IP protection through training or technical 
assistance are undertaken by the Departments of Commerce, Homeland 
Security, Justice, and State; the FBI; USPTO; and the Copyri^t Office. 

A smaller number of agencies and their entities are involved in 
investigating IP violations and enforcing U.S. IP laws. Working in an 
environment where counterterrorism is the central priority, the* 
Department of Justice, including the FBI, and the Department of 
Homeland Security take actions that include engaging in multicountry 
investigations involving intellectual property violations and seizing goods 
that violate IP rights at U.S. ports of entry. The Food and Drug 
Administration (FDA) also investigates intellectual property violations for 
FDA-reguiated products as part of its mission to assure consumer safety. 
Finally, the U.S. Intemadonai Trade Commission has an adjudicative role 
in enforcement activities involving patents and trademarks. These 
agencies, and their entities, may be affiliated vrith NIPLECC, STOP, or 
both as indicated by figure 2. 
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Figure 1 : Primary U.S. Government Agencies and Entitles Su{H>orting U.S. Intellectual Property Rights 
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Note: NIPLECC is required to consult with the Register of Copyrights on copyright law enforcement 
mahers. Immigration and Customs Enforcement, while not ar> origina! member, 'was reported as a 
member of NIPLECC in the council’s fifth annual report issued in September 2006. 


Lines between 
NIPLECC and STOP 
Have Blurred into 
Overlapping 
Structures 


NIPLECC and STOP originated separately under different authorities, but 
the lines between them have become increasingly blurred. They share 
similar goals, including coordination of IP protection and enforcement, 
and involve nearly the same agencies. Five of the six STOP agencies house 
NIPLECC principals. NIPLECC is a coordinating council created by 
Congress, while STOP is a strategy initiated by the tVhite House with a 
strong coordination component. NIPLECC has struggled to define its 
purpose, while STOP has generated active coordination and sponsored IP 
protection related activities from the outset. Although Congress passed 
legislation to enhance NEPLECC’s mandate, STOP remains more 
prominent and is characterized by a high level of activity and visibility. Tlie 
IP Coordinator, who heads NIPLECC, regularly participates directly in 
STOP-sponsored activities and represents STOP before Congress and 
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private industry. Finally, significantly, NIPLECC adopted STOP as its 
strategy for protecting IP overseas in February 2006. 


NIPLECC and STOP 
Originated under Different 
Authorities but with 
Similar Goals 


NIPLECC and STOP were created under different authorities, NIPLECC as 
a congressional mand^ and STOP as a presidential initiative. In 1999, 
Congress created NIPLECC to coordinate domestic and international 
intellectual property law enforcement among U.S. federal and foreign 
entities. The council’s membership is designated by statute and includes 
(1) Assistant Secretary of Commerce and Commissioner of Patents and 
Trademarks (USPTO); (2) Assistant Attorney General, Criminal Division 
(Justice); (3) Under Secretary of State for Economic and Agricultural 
Affaire (State); (4) Ambassador, Deputy United States Trade 
Representative (USTR); (5) Commissioner of Customs (Legacy Customs);'* 
and (6) Under Secretary of Commerce for International Trade 
(Commerce). NIPLECC is also required to consult with the Register of 
Copyrights on copyright law enforcement matters. In addition, officials 
from the USPTO and the Department of Justice are the co-chairs of 
NIPLECC. Congress required NIPLECC to report its coordination efforts 
annually to the President and to the Committees on Appropriations and 
the Judiciary of the Senate and the House of Representatives. NIPLECC's 
authorizing le^slation included no specific dollar amount for funding or 
staff. 


Alfiiough created to coordinate U.S. IP law enforcement efforts, NIPLECC 
has had difficulties. In our September 2004 report, we stated that 
NIPLECC had struggled to define its purpose. Our 2004 report noted that 
NIPLECC had little discernible impact and had not under^en any 
independent activities, according to interviews with both industry officials 
and officials from its member agencies, and as evidenced by NIPLECC’s 
own annual reports. From 1999 through the end of 2004, NIPLECC 
produced three armual reports that did little more than provide a 
compilation of individual agency activities. Indeed, we reported that 
officials from more than of the member agencies offered criticisms of 


“NIPLEJCC’s authorizing le^slation designates the Commissioner of Customs as a councO 
member. Tlus individual remained a NIPLECC member after the formation of the 
Department of Homeland Security in 2003, but under the new title of Department of 
Homeland Security’s Commissioner of Customs and Border Protection. NIPLECC’s fifth 
annual report, issued in September 2006, added a second representative from the 
Department of Homeland Security, the Assistant Secretary for Immigration and Customs 
Enforcement, which includes investigative functions that had been conducted under the 
former Legacy Customs. 
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NIPLECG, remarking that it was unfociised, ineffective, and “unwieldy.” In 
official comments to the council’s 2003 annual report, major IP industry 
associations expressed a sense that NIPLECG is not undertaking any 
independent activities or having any impact. However, some officials 
interviewed did cite positive contributions supporting IP efforts, including 
an IP training database Web site. Finally, we noted in o\ir 2004 report that 
if Congress wished to maintain NIPLECG and take action to increase its 
effectiveness, it should consider reviewing the coimcil’s auffiority, 
operating steucture, membership, and mission.*® 

In October 2004, the President launched STOP, a separate initiative led by 
the White House under the auspices of the National Security Council, to 
target cross-border trade in tangible goods and strengthen U.S. 
government and industry IP enforcement actions. While STOP made no 
mention of NIPLECC’s role, STOP members are the same agencies that 
house NIPLECG members, except that STOP includes the FDA. According 
to a high-level official who participated in the formation of STOP, the 
initiative was intended to protect American innovation, competitiveness, 
and economic growth. It stemmed from the recognition that U.S. 
companies needed protection from increasingly complex and 
sophisticated criminal counterfeiting and piracy. As part of STOP, 
agencies began holding meetings, both at working levels and higher, to 
coordinate agency efforts to tackle the problem. 


Congress Enhanced 
NIPLECG While STOP 
Continues to Play the 
Prominent Role in 
Coordination 


Congress addressed NIPLECC’s lack of activity and unclear mission in the 
2006 Consolidated Appropriations Act in December 2004. The act called 
for NIPLECG to (1) establish policies, objectives, and priorities concerning 
international IP protection and enforcement; (2) promulgate a strategy for 
protecting American IP overseas; and (3) coordinate and oversee 
implementation of the policies, objectives, and priorities and overall 
strategy for protecting American IP oveiseas by agencies with IP 
responsibilities. The act appropriated $2 million for NIPLECC’s expenses 
through the end of the fiscal year 2006. It also created the position of the 
Coordinator for International Intellectual Property Enforcement, ^o 
known as the “IP Coordinator,” to head NIPLECG. The IP Coordinator is 
appointed by the President and may not serve in any other position in the 
federal government. The co-chairs for NIPLECG are required to report to 


‘®See GAO, IrU^ectual Property: U.S. Efforts Have Contributed to Strengthened Laws 
Overseas, but Challenges Remaxn, GAO-04-9I2 (Washington D.C.: Sept. 8, 2004). 
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the IP Coordinator. In July 2005, the Secretary of Commerce announced 
the presidential ^pointment of the IP Coordinator. Table 1 compares 
NIPLECC and^P. 

Table 1 : Comparison of Features of NIPLECC and STOP 

Features 

NIPLECC 

STOP 

Origin 

Congressional mandate 

White House initiative 

Leadership 

• Coordinator lor Internationa! Intellectual Property Enforcement 
(IP Coordinator) 

• Co-Chairs from USPTO and Justice report to Coordinator 

• Natlona! Security Coundl 

Membership 

By agency and position; 

1 . Department of Justice: Assistant Attorney General, Criminal 
Division 

2. Department of Commerce: Under Secretary for IP and Director 
of USPTO; and the Under Secretary for International Trade 

3. Department of Homeland Security: Commissioner of U.S. 
Customs and Border Protection; and the Assistant Secretary for 
Immigration and Customs Enforcement 

4. Department of State: Under Secretary for Economic, Business, 
and Agricultural Affairs 

5. Office of the U.S. Trade Representative: Deputy U.S. Trade 
Representative 

By agency: 

1. Department of Justice 

2. Department of Commerce 

3. Department of Homeland Security 

4. Department of State 

6. Office of the U.S. Trade 

Representative 

6. Food and Drug Administration 

Dedicated funding 

$2 million (tor fiscal years 2005 and 2006) 

None 

Dedicated staff 

Seven (IP Coordinator, four staff members, and two detailees) 

None 

Meetings 

Quarterly 

Approximately monthly (scheduled on 
an ad hoc basis) 


Source: GAO. 

Note: NIPLECC is required to CMisult with the Register of Copyrights. 


Since obtaining enhanced capabilities under the 2005 Consolidated 
Appropriations Act, NIPLECC has made some progress, through 
NIPLECC’s admiiustrative staff, including the IP Coordinator, an assistant, 
a policy analyst, part-time legislative and press assistants, and detailees 
from USPTO and CBP. Examples of the office’s activities include working 
with the Commercial Law Development Program^® to train foreign 
governments on IP enforcement, co-hosting an IP regulation training and 


‘hlie Commercial Law Develt^ment Program, a program of the TJ.S. Department of 
Commerce Office of the General Counsel, is uniquely tasked with providing technical 
assistance in the commercial law arena to the governments and private sectors of 
traiKitional counties in suppwt of their economic development goals. 
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industry partnership conference in Chicago, working with the Department 
of State on an IP-related Web site for information sharing among U.S. 
^encies, working with USPTO to implement a worl^op on border 
enforcement of IP ri^ts in India, working with the Department of Justice 
to identify IP regulation enforcement needs in India, and producing four 
country fact sheets highlighting the status of IP protection. In addition, the 
IP Coordinator has facilitated two NIPLECC meetings, established the 
practice of holding NIPLECC meetings quarterly, and NIPLECC has issued 
two annual reports since the 2005 act. The 2004 annual report was made 
available in June 20(® and is similar to earlier reports in that it is a 
compilation of individual agency activities. However, the 2006 annual 
report, which was released in September 2006, represents a departure in 
substance and style. For example, it provides a broad overview of the 
problem of IP violations and how the U.S. government is supporting U.S. 
business to address it, as well as a description of the activities of the IP 
Coordinator’s office. Another new aspect of the report is that it provides 
examples of U.S. government actions to improve IP protection In China. 
(See fig. 2 for a time line of key NIPLECC and STOP events.) 
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Figure 2; Key Events Relevant to NIPLECC and STOP 



SoufcoB;NIPLECC annual reports, wvw.Swplalws.aw. and Olfloa of (he Uiujiieetuel Property Coortllnaior, 


Note; STOP participants meet on an ad hoc basis approwmateiy once or twice a month. According to 
NIPLECC annual reports, NIPLECC principals met four times in 2000, once In 2001 , twice in 2002, 
and once hi 2003. No NIPLECC principals meetings were reported to have been held in 2004 or 
2005. NIPLECC principals held two meetings in 2006 with the iP Coordinator, and hereafter plan to 
meet on a quarterly basis. 

Unlike NIPLECC, STOP from its beginning has been characterized by a 
iiigh level of active coordination and visibility, Agency officials with who.m 
we spoke said that STOP meetings occurred once or sometimes twice a 
month, and were driven by paiticular issues or events, and also involved 
sf4itus checks on ongoing efforts and discussing and prioritizing new ones. 
For example, agency officials met to ensure tliat IP was given attention at 
the European Union summits and to share talking points for int:emational 
trips. In addition, USPTO established a hotline to give businesses a point 
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of contact for information on IP rights enforcement and report problems 
in other countries. Tlie hotline is fielded by attorneys with regional 
expertise. Commerce developed a Web site to provide information and 
guidance to right holders on how to register and protect their IP assets in 
markets around the world. STOP also launched multiagency delegations to 
engage foreign officials mid the private sector on IP protection and 
enforcement Officials from STOP agencies traveled to Asia during April 
2005 and 2 months later to countries in the Europemi Union. STOP 
agencies also work with the Coalition Against Counterfeiting and Piracy 
(CACP), an association jointly led by the U.S. Chamber of Commerce and 
National Association of Manufacturers, which U.S. private sector officials 
we interviewed have stated is their primary mechanism of interfacii^ with 
^ency officials representing STOP. STOP officials work with CACP on 
their “No Trade in Fakes" program to develop voluntary guidelines 
companies can use to their supply and distribution chains are free of 
counterfeits. 


NIPLECC Adopts STOP As The lines between NIPLECC and STOP have become increasingly blurred. 

Its Strategy Coordinator, who heads NIPLECC, regularly participates directly in 

STOP activities. For example, the IP Coordinator has effectively 
functioned as a STOP spokesperson overseas, to Congress, and to U.S. 
private industry. Significantly, NIPLECC has adopted STOP as the strategy 
it is required to promulgate under the 2005 Consolidated Appropriations 
Act. The IP Coordinator told us that STOP was not meant to cover all 
aspects of IP but represented a good start toward an effective strategy. He 
believed that it made sense to use STOP as NIPLECC’s strategy rather than 
starting anew. The STOP strategy was updated since it was announced in 
October 2004 and is encompassed in the June 2006 document, Bush 
Adminis^ation: Strategy for Targeting Organized Piracy ^ 
Accomplishments and Initiative. The document consists of five general 
goals and discusses activities associated with each goal. The goals are (1) 
empowering American innovators to better protect their rights at home 
and abroad, (2) increasing efforts to seize counterfeit goods at our 
borders, (3) pursuing criminal enterprises involved in piracy and 
counterfeiting, (4) worldng closely and creatively with U.S. industry, and 
(5) aggressively engaging our trading partners to join our efforts. (See app. 
Ill to view this latest document representing the STOP strategy, which we 
evaluate in the next section.) 
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STOP Is a Good Initial 
Effort but Does Not 
Yet FuUy Address the 
Desirable 

Characteristics of an 
Effective National 
Strategy 


STOP represents progress toward developing a comprehensive integrated 
national strategy for IP protection and enforcement and has experienced 
some succ^. However, we found that STOP does not Mly address the six 
desirable characteristics of an effective national strategy that we believe 
would improve the likelihood of its long-term effectiveness and ensure 
accountability. Our analysis showed that STOP does not fully address key 
char^rteristics related to planning and accountability, missing elements 
such as a discussion of performance measures, resources, risk 
management, and designation of oversight responsibility. While we found 
that some strategy documents belonging to individual STOP agencies 
supplemented some of the characteristics not ftiUy addressed in STOP, the 
need to consult multiple agency documents limits the usefulness of STOP 
as an integrated strategy to guide policy and decision makers in allocating 
resources and balancing priorities with other important objectives. 


Effective National While national strategies are not required by executive or legislative 

Strategic Planning Has Six mandate to address a single, consistent set of characteristics, GAO has 
Desirable Characteristics identified six desirable characteristics of an effective national strategy. It 
is important that a national strategy contain these characteristics, and 
their underlying elements, because they enable implementers of the 
strategy to effectively shape policies, programs, priorities, resource 
allocations, and standards so that federal departments and other 
stakeholders can achieve the desired results. National strategies provide 
policymakers and implementing agencies with a planning tool that can 
help ensure accountii>ilily and effectiveness. A summary of the six 
characteristics is presented below, and ^pendix II provides a more 
detailed discussion of GAO’s criteria. 


• Purpose, Scope, and Methodology-addresses why the strategy was 
produced, the scope of its coverage, and the process by which it was 
developed. 

• Problems, Risks, and T^reats-discusses or defines problems the strategy 
intends to address, their causes, and the operating environment, and also 
provides a risk assessment, including an analysis of the threats and 
reliability of available data. 

• Goals, Directives, Activities, and Outcome-Related Performance 
Meoswres-addresses what the strategy strives to achieve and the steps 
needed to reach the goals, as well as priorities, milestones, and 
performance measures to monitor and evaluate results. 


Page 15 


GAO-07-74 Intellectual Property 


VerDate Nov 24 2008 


14:46 Apr 07, 2009 Jkt 048142 


PO 00000 Frm 00079 Fmt 6633 


Sfmt 6633 S:\GPO\HEARINGS\48142.TXT SJUD1 


PsN: CMORC 



76 


• Future Costs and Resourves Needed-suddresses what the strategy will c(^t, 
the sources and types of resources and investments needed, and a risk 
management framework to guide where those resources and investments 
should be targeted, 

• U.S. Government Roles, Responsibilities, and Coordination 
Mechanisms-cXeiiTies implementing organizations’ relationships in terms 
of leading, supporting, and partnering, and designates responsibility for 
the overall framework for accountability and oversight. 

• Strategy’s Integration among and with Other Entities-addresses both 
how the strategies’ goals and objectives relate to those of government 
agencies and how the agencies plan to implement the strategy. 

We believe a national strategy should ideally contain all of these 
characteristics and present them in this order because they flow logically 
from conception to implementation. Specifically, the strategy’s purpose 
leads to the definition of the problems and risks it intends to addre^, 
which in turn leads to specific actions for tackling those problems and 
risks, allocating and managing the appropriate resources, identifying 
different organizations’ roles and responsibilities, and finally to integrating 
action among all relevant parties and implementing the strategy. 

We recognize that strate^es themselves are not end points, but rather 
dynamic, working documents. As with any strategic plarming effort, 
implementation is the key. The ultimate measure of these strategies’ value 
will be the extent to which they are useful guidance for policy and 
decision makers in allocating resources and balancing priorities with other 
important objectives. It will be important over time to obtain and 
incorporate feedback from the “user” community as to how the strategies 
can better provide guidance and how Congress and the administration can 
identify and remedy impediments to implementation, such as legal, 
international, jurisdictional, or resource constraints. 


STOP Is Missing Several 
Elements Important to 
Planning and 
Accountability 


Figure 3 shows that STOP partially addresses five of the six characteristics 
and their key elements, and does not address any of the elements within 
one characteristic. Our analysis noted that STOP does not address any 
elements related to resources, investment, and risk management and only 
partially addresses a number of elements within the other five 
char^eristics that are important for planning and accountability, 
including performance measures and designation of oversight 
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responsibility. A full discussion of each characteristic and our analysis can 
be found in appendix 11. 


Figure 3. Extent to Which STOP Addresses GAO’s Destrabie Characteflstics of an Effective Nationai Strategy 
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STOP partially addresses the third characteristic, which is important for 
planning and accountability. Although STOP identifies five main goals, it 
does not alwajre provide subordinate objectives and is missing key 
elements related to performance measures such as priorities, milestones, 
and a process for monitoring and reporting on progress. For example, 
under its goal of pursuing criminal enterprises, STOP clearly lists 
subordinate objectives of increasing criminal prosecutions, improving 
international enforcement, and strengthening laws. But, subordinate 
objectives under its goal of working closely and creatively with U.S. 
industry can only be inferred. Also, STOP mentions implementing a new 
risk model to target high-risk cargo but does not speciiy time frames for its 
completion. Althou^ STOP cites oulput-related performance 
measures” — such as the USPTO STOP hotline receiving over 960 calls 
during fiscal year 2005 and a 45 percent increase in the number of 
copyright and trademark cases filed from fiscal year 2004 to fiscal year 
2005 — ^these figures are presented without any baselines or targets to 
facilitate the assessment of how well the program is being carried out. In 
addition, STOP cites outcome-related performance measures for a few 
activities.“ For example, STOP goal of pursuing criminal enterprises 
includes shutting down sophisticated international peer-to-peer networks 
used by over 133,000 members. Without effective performance measures, 
STOP’S goals, objectives, and activities cannot be effectively measured, 
and policymakers cannot effectively monitor STOP’S progress. 

STOP does not address any of the elements within the fourth 
characteristic related to resources, investments, and risk management. As 
a result, decision makers are limited in their ability to determine necessary 
resources, manage them, and shift them with changing conditions. STOP 
neither identifies current or future costs of implementing the strategy, 
such as those related to investigating and prosecuting IP-related crime or 
conducting IP training and technical assistance, nor does it identify the 
sources or types of resources required. While the strategy states that 
“American businesses lose $200 to $250 billion a year to pirated and 
counterfeit goods,” it does not provide a detailed discussion of the 
economic threat to U.S. business, discuss other risks such as tiie potential 


”An “output measure" records the actual level of activity or whether the effort was realized 
and can assess how well a program is being carried out, 

‘®An “outcome measure" assesses the actual results, effects, or impact of an activity 
compared witiii its intended purpose. 
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threats to consumer health and safety from counterfeited products, or 
discuss how r^urces will be allocated given these risks. 


Some Agency Planning 
Documents Contain 
Characteristics Missing in 
STOP 


STOP also partially addresses elements within the fifth characteristic of 
organizational roles, responsibilities, and coordination. STOP identifies 
lead, support, and partner roles for specific activities. For example, it 
identifies the White House as leading STOP and indicates parhiering roles 
among agencies, such as the Department of Homeland Security’s 
Immigration and Customs Enforcement (ICE) mid the Department of 
Justice’s FBI joint role of running the National Intellectual Property Rights 
(IPR) Center. However, STOP does not discuss a process or a framework 
for oversi^t and accountability among the agencies carrying out the 
strategy. Although STOP discusses specific instances of coordination 
among member agencies, it lacks a clear and detailed discussion of how 
overall coordination occurs. For instance, there is no mention of STOP 
meetings, their frequency, objectives, or agendas. 


We found that some STOP agency planning documents provided additional 
detail on missing elements important to planning and account^ility. For 
example, the October 2004, Report of the Department of Justice’s Task 
Force on Intellectual Property, and, June 2006, Progress Report of the 
Department of Justice’s Task Force on Intellectual Property clearly sets 
forth the Department of Justice’s strategies, objectives, activities and 
associated milestones and performance measures for improving the 
department’s overall intellectual property enforcement. The June 2006 
progress report details how the Department of Justice implemented the 31 
recommendations made by the Task Force in 2004 and, where appropriate, 
how it exceeded those milestones and objectives in a number of important 
areas. For instance, the 2004 report recommended increasing the number 
of Computer Hacking and Intellectual Property (CHIP) units by 5; the 
progress report indicated that, by June 2006, an additional 12 units were 
added, increasing the total number of CHIP units nationally to 25. 

CBP articulates its strategies, objectives, activities, and associated 
milestones and performance measures related to STOP in its 2006 Priority 
Trade Issue-. IPR Trade Strategy. For example, frie first objective within 


'*1PR Goal; Improve the effectiveness of IPR enforcement by actively supporting the 
administr^on’s STOP initiative and by ensuring a single uniform approach and focusing on 
known or alleged violators with high aggregate values or whose inMnging products 
threaten healUi, safety, and econonuc security or have possible ties to terrorist activity. 
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CBP’s strategy identifies the IPR risk model as a STOP deliverable and 
provides targets, measures, and milestones to track performance. 
Associated targets included a 16 percent increase in efficiency, using cargo 
selectivity criteria to develop a baseline, indicating a milestone of 
completing a pilot test by Mm’ch 2006 with implementation pending. 
Another example of an agency document that addresses other 
characteristics not addressed in STOP is USPTO’s annual Performance 
and Accoimtability Report for 2005, which discusses the resources 
available for USPTO’s IP-related operations during that fiscal year, 
including the costs associated with patent and trademark related 
programs. 


STOP Does NotFuUy 
Integrate Agencies’ 
Planning Documents 


We found that STOP partiaUy addresses the sixth desirable characteristic 
regarding integration, which involves the extent to which the STOP 
strategy consistently articulates how it relates as a' national strategy to 
STOP agencies’ own strategies, goals, and objectives. This characteristic 
also encompasses how STOP demonstrates the extent to which the 
agencies’ strategies have shared goals and objectives. While STOP refers 
to agency strategies for some STOP agencies, it does not do so for others. 
For example, STOP cites the Department of Justice’s October 2004 Report 
of the Department of Justice’s Tosh Force on Intellectual Property and 
links one of its STOP objectives, increasing criminal prosecutions, to the 
task force. However, STOP does not clearly link its objectives with those 
cited in other agencies’ planning documents relevant to IP enforcement, 
such as CBP’s most recent Priority Trade Issue: IPR Trade Strategy P In 
addition, STOP does not consistently show the linkages among the 
agencies’ goals and objectives supporting STOP. For example, under its 
objective of pursuing criminal enterprises, STOP does not discuss how the 
objectives of the Department of Justice’s task force might be linked to the 
goals and objectives found in an ICE strategy. It is important that STOP 
not only reflects individual agencies' priorities and objectives but also 
integrates them in a comprehensive manner, enhancing collaboration 
among the agencies and providing a more complete picture to policy 
makers with oversight r^onsibilities. The absence of clear linkages 
underscores the strategy’s lack of integration and limits the usefulness of 
STOP as a management tool for effective oversight and accountability. . . 


*’CBP's most recent Priority Trade Issue: IPR Trade Strategy was issued on May 16, 2006. 
The prior IPR Trade Strategy was issued on May 20, 2006. 
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Current Structures 
Create Challenges to 
an Effective 
Integrated Strategy 


Several challenges to implementation of an effective long-term integrated 
strategy result from the current structures. Firat, NIPLECC continues to 
have leadership problems despite enhancements made by Congress. 
Second, in contrast, STOP has a positive image compared with NIPLECC 
but lacks permanence. STOP’S authority and influence, which results from 
its status as a presidential initiative, could disappear after the current 
administration. Third, NIPLECC’s commitment to implementing STOP as a 
successful strategy remains unclear, creating a challenge for 
accountability. 


IP Coordinator Praised, Since Congress enhanced its powers, NIPLECC has been given a key 
but NIPLECC Retains an leadership role in overseeing the development of policies, objectives, and 
ImafJp nf Wpalr T .parlprsihin priorities for IP protection and enforcement and in implementing an 

overall strategy. Yet, NIPLECC retains an image of inactivity within some 
of the private sector. For example, almost half of the 16 private sector 
groups with whom we spoke expressed the opinion that NIPLECC was 
inactive or a nonplayer. In addition, r^resentatives from 10 of these 
groups were unclear about NIPPLEC’s role, and many said that they were 
unclear about the difference between NIPLECC and STOP. Finally, in July 
2006, Senate appropriators expressed concern about the lack of 
information provided by NIPLECC on its progress. 

On the other hand, both agency officials and private sector representatives 
with whom we spoke consistently praised the IP Coordinator, who heads 
NIPLECC, saying that he was effectively addressing their concerns by 
making speeches, communicating with their members, and heading U.S. 
delegations overseas, although they most often associated his activities 
with STOP. In fact, most of the activities of the IP Coordinator's office 
cited in NIPLECC’s latest annual report are part of STOP. While the IP 
Coordinator has noted in congressional testimony that NIPLECC has made 
some valuable contributions, such as updating a database for IP training 
overseas and contributing legislative suggestions to improve domestic IP 
laws, he acknowledged that there is unmet potential for NIPLECC. 


Energized STOP Has 
Features That May Limit 
Its Long-term 
Effectiveness 


Agency officials and members of tiie private sector attribute STOP’S 
effectiveness to its status as a White House initiative and its resulting 
authority and influence. However, there is uncertainty whether this 
authority and influence will continue beyond the current administration 
because priorities may shift after the next presidential election. In 
addition, STOP has weaknesses as a national strategy, including its failure 
to fully address key characteristics related to planning and accountability 
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such as performance measures, resources and investments, risk 
management, and designation of oversight responsibility. Uncertainty as to 
whether STOP will have the same White House support in a new 
administration and its current shortcomings as a strategy may impact 
NIPLECC’s ability to successfully implement and monitor it. 

However, despite STOP’S lack of permanence, it is viewed as energizing 
U.S. IP protection and enforcement efforts and is generally praised by 
agency officials and industry representatives. The IP Coordinator stated in 
congressional testimony that STOP has built an expansive interagency 
process that provides the foundation for U.S. government efforts to fight 
global piracy. Several- J^ency officials participating in STOP cited its 
advantages. They said that STOP gave them the opportunity to share ideas 
and support common goals. Many agency officials with whom we spoke 
said that STOP had brought increased attention to IP issues within their 
agencies and the private sector, as well as abroad, and attributed that to 
the fact that STOP came out of the White House, thereby lending it more 
authority and influence. One agency official pointed out that IP was now 
on the President’s agenda at major summits such as the G8 and the recent 
European Union summits.'® Another agency official praised STOP for 
giving constituent agencies the flexibility to add to and enhance existing IP 
enforcement and protection efforts. 

Private sector representatives with whom we spoke generally had positive 
views on STOP, alffiough some thought that STOP was a compilation of 
new and ongoing U.S. agency activities that would have occurred anyway. 
One industry representative noted that STOP is a coordinated outreach to 
foreign governments that provided a collaborative alternative to the 
Special 301 process,** whose punitive aspects coxmtries sometimes 
resented. Another indicated that his association now coordinates training 
with GBP that is specific to his industry as a result of contacts made 
through STOP. In addition, most private sector representatives with whom 
we spoke ^reed that STOP was an effective communication mechanism 
between business and U.S. agencies on IP issues, particularly through 


'*The G8 is an annual summit that involves nine countries, including Canada, France, 
Germany, Italy, Japan, the United Kingdom, Russia, and the United States. The European 
Comm^on President is also a G8 member. 

'*The “Special 301" provisions of the Trade Act of 1974, as amended, require USTR to 
identify foreign countries that deny adequate and effective protection of intellectual 
property rights or fair and equitable market access for U.S. persons that rely on intellectual 
property protection. 
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GACP, a cross-industry group created by a joint initiative between tt\e 
Chamber of Commerce and the National Association of Manufacturers. 
Private sector officials have stated that CACP meetings are tbeir primary 
mechanism of interfacing with agency officials representing STOP. There 
were some industry representatives, tiiough, who questioned whether 
STOP had added value beyond highlighting U.S. IP enforcement activities. 
Some representatives considered STOP to be mainly a compilation of 
ongoing U.S. IP activities that pre-existed STOP. For example, Operation 
Fast Link“ and a case involving counterfeit Viagra tablets manufactured in 
China, both listed as STOP accomplishments, began before STOP w^ 
created. 


NIPLECC’s Unclear 
Commitment Impairs 
Accountability 


Ambiguities surroimding NIPLECC's implementation of STOP as a 
successful strategy create challenges for accountability. How NIPLECC 
will provide accountability through STOP, in practice, remains unclear. 

For instance, although NIPLECC’s most recent annual report describes 
many STOP activities and the IP Coordinator's direct involvement in them, 
it does not explain how the NIPLECC principals and the IP Coordinator 
plan to carry out their oversight responsibilities mandated by Congress to 
help ensure a successful implementation of the strategy. In addition, the 
STOP strategy document has not been revised to mention NIPLECC’s 
oversight role or articulate a framework for oversight and accountability 
among the STOP agencies carrying out the strategy. 

Furthermore, while agency officials we interviewed generally considered 
STOP to be the U.S. government’s IP strategy, NIPLECC officials have sent 
mixed signals about the extent to which they believe STOP is meant to 
provide accountability in terms of performance measures and reso\xrce 
levels. One official representing NIPLECC said that the STOP strategy 
should have goals and objectives, including metrics to measure progress 
about which the IP Coordutator should report However, a NIPLECC 
representative from another agency told us that tttis document was a fact 
sheet rather than a strategy and that it should not be assessed as a national 
strategy but as an account of administration efforts. Similarly, a NIPLECC 
representative from a third agency was skeptical whether STOP should be 
assessed as NIPLECC’s strategy. Finally, the IP Coordinator stated in 


“tinder the Department of Justice's Operation Fast Link, on April 2004, law enforcement 
authorities executed over 120 total searches during the p^e^dolw 24 hours in 27 stotes and 
in 10 forel^ countries. Four separate undercover investigations were simultaneously 
conducted, striking all facets of the illegal software, game, movie, and music trade online. 
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congressional t^timony tiiat STOP is NIPLECC’s strategy but also told us 
that STOP was never meant to be an institutional method for reporting 
priorities and metrics to the President or Congress, or to man^e 
resources. Yet, as mentioned earlier, these are key characteristics of any 
strategy. 


Conclusions 


Combating IP counterfeiting and piracy requires the involvement of many 
U.S. agencies. The STOP strategy has brought attention and energy to IP 
efforts within the U.S. government. Agency participants and industry 
observers have generally supported the new effort. At the same time, the 
challenges of IP piracy are enormous and will require the sustained and 
coordinated efforts of U.S. agencies, their foreign counterparts, and 
industry representatives to be successful. The current structure presents 
several challenges. STOP is an important first step in the development and 
implementation of an integrated strategy, but it is not well suited to 
address the problem over the long term. As a presidential imtiative, STOP 
lacks permanence beyond the current administration. This poses 
challenges to its long-term effectiveness because STOP depends upon 
White House support. In addition, STOP does not folly address the six 
desirable characteristics of an effective national strategy that we believe 
would improve the likelihood of its long-term effectiveness and ensure 
accountability. This limits its usefulness as a tool to prioritize, guide, 
implement, and monitor the combined efforts of multiple agencies to 
protect and enforce IP rights. While NIPLECC offers STOP some 
permanence and congressional oversight, it is unclear how NIPLECC will 
cany out its responsibilities in practice, which, along with its legacy of 
inactivity, raises questions about the prospects for improving STOP and 
sustaining its positive momentum. NIPLECC’s persistent difficulties create 
doubts about its ability to carry out its mandate - that of bringing together 
multiple agencies to successfully implement an integrated strategy for IP 
protection and enforcement that represents the coordinated efforts of all 
relevant parties. 


Recommendations for 
Executive Action 


To improve STOP’s effectiveness as a planning tool and its usefulness to 
Congress: 

We recommend that the IP Coordinator, in consultation with the National 
Security Council and the six STOP agencies, including the Departments of 
Commerce, Homeland Security, Justice, and State; and the Office of the 
U.S. Trade Representative; and the Food and Drug Administration, take 
steps to ensure that STOP fully addresses the six desirable characteristics 
of a national strategy. 
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To clarify NIPLECCTs oversight role with regard to STOP: 

We recommend that the IP Coordinator, in consultation with National 
Security Council and the six STOP agencies, including the Departments of 
Commerce, Homeland Security, Justice, and State; and the Office of the 
U.S. Trade Representative; and the Food and Drug Administration, clarify 
in the STOP strategy how NIPLECC will carry out its oveisight and 
accountability responsibilities in implementing STOP as its strategy. 


We provided U^TR; the Departments of Commerce, Justice, Homeland 
Security, and State; USPTO; Food and Drug Administration; and the IP 
Coordinator with a draft of tins report for their review and comment. The 
IP Coordinator, through the Department of Commerce in consultation 
with USPTO and the International Trade Administration, provided 
technical comments. The Department of Homeland Security, the Food and 
Drug Administration, and the Office of the U.S. Trade Representative also 
chose to provide technical comments. We modified the report where 
s^propriate. The Departments of Justice and State did not provide any 
comments. 

We also received written comments from the U.S. Coordinator for 
International Properly Enforcement (IP Coordinator), which are reprinted 
in appendix IV. The IP Coordinator reiterated our message that STOP was 
a good first step toward a comprehensive, integrated strategy to protect 
and enforce U.S. intellectual property rights and that it had energized U.S. 
efforts. He concurred with our recommendations, staling that his office 
would review them, and planned to identify opportunities for 
improvement based on those recommendations, where appropriate. 


Agency Comments 
and Our Evaluation 


As agreed vrith your office, unless you publicly announce the contents of 
this report earlier, we plan no further distribution until 30 days from the 
report date. At that time, we will send copies of this report to appropriate 
congressional committees; the U.S. Trade Representative; the Secretaries 
of the Departments of Commerce, Justice, Homeland Security, and State; 
the Director of the United States Patent and Trademark Office; and the 
Director of the U.S. Food and Drug Administration. We also will make 
copies available to others upon request. In addition, the report will be 
available at no charge on the GAO Web site at http://www.gao.gov. 
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If you or your staff have any questions concerning this report, please 
contact me at (202) 512-41^ or at yageri@gao.gov. Contact points for our 
Office of Congressional Relations and Public Affaim may be found on the 
last p^e of this report GAO staff who made major contributions to this 
report are listed in appendix V. 

Sincerely yours, 


Loren Yager 

Director, International Affairs and lYade 
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Appendix I: Scope and Methodology 


As part of GAO’s review of U.S government efforts to develop a 
comprehensive and integrated strategy with a long-term perspective to 
combat intellectual property counterfeiting and piracy, we reviewed 
documents related to the National Intellectual Property Law Enforcement 
Coimcil (NIPLECC) and the Strategy for Targeting Organized Piracy 
(STOP). ^)ecifically, we reviewed legislation authorizing NIPLECC and 
augmenting its capabilities and mandate, as well as its legislative histoiy. 
We also examined official ^OP documents including the strategy 
document, Web site contents, IP fact sheets, NIPLECC meeting minutes, 
and NIPLECC’s annual reports. 

To determine the extent to which STOP serves as a national strategy for 
combating trade in coimterfeit and pirated goods, we assessed STOP using 
the six desirable characteristics of an effective national strategy developed 
in previous GAO work.' The six characteristics are (1) the purpose, scope, 
and methodology; (2) the problem definition and assessment of risks the 
strategy intends to address; (3) the goals, subordinate objectives, 
activities, and performance measures; (4) resources, investments and risk 
management; (5) organizMional roles, responsibilities and coordination, 
including oversight; and (6) the strategy’s integration into the goals, 
objectives and activities of its implementing agencies. (See app. II for a full 
description of the six characteristics). First, we developed a checklist 
using the six desirable characteristics of an efi'ective national strategy and 
verified the relevance of the checklist to the STOP strategy. Specifically, 
three analysts from the audit team independently reviewed the April 2006 
Bush Administration: Strategy for Targeting Organized Piracy ^ 
Accomplishments and Initiatives document by applying the checklist to 
the strategy, then met to ^cuss the relevance of the checklist to the 
information contained in the document The analysts concluded that the 
checklist was relevant and appropriate for assessing STOP as a strategy. 
Second, six analysts — three from the audit team and three with experience 
using the methodology for prior GAO work — ^independently assessed 
STOP using the checkltet. The six analysts then divided into two panels, 
each with a mix of audit team and nonaudit team members and an 
adjudicator. Each panel discussed their observations and reached 
consensus on a consolidated assessment Finally, the two panels met to 
reconcile any differences in their consolidated assessments using 
adjudicators as facilitators if needed. On the basis of these evaluations, we 
developed a consolidated summary of the extent that STOP addressed the 
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Appendix I: Scope and I^UtodoIogy 


six characterfetics and 29 elements of an effective national strategy. We 
repeated tiiis process when the June 2006 BiLsh Administration: Strategy 
for Targeting Organized Piracy, Accomplishments and Initiatives 
document became available. These results are presented in figure 3 of this 
report. 

We gave .e«:h of the 29 elements under the six characteristics an individual 
rating of either “fully addresses," “partially addresses," or “does not 
address.” According to our methodology, a strategy “fiiUy addresses” an 
element of a characteristic when it explicitly cites all parts of the element, 
and the strategy has sufficient specificity and detail. Within our 
designation of “partially addresses,” one or more of the element’s 
individual parts should be addressed. A strategy “does not address” an 
element of a characteristic when it does not explicitly cite or discuss any 
parts of the element of that characteristic, or any implicit references to the 
elements are either too vague or general to be useful. We conducted our 
review of STOP as a national strategy from April to October of 2006. 

We also obtained and analyzed documents required under the Government 
Performance Results Act (GPRA) of 1993, and IP-related planning 
documents, from the government agencies involved with STOP. The GPRA 
documents we reviewed included the “Performance Annual Report,” the 
“Annual Performance Plan,” and the “Strategic Plan." We assessed the 
extent to which these agency documents support STOP goals and add 
information that may support characteristics and elements necessary for 
an effective national strategy. ■' 

In addition, we interviewed agency officials involved in NIPLECC and 
STOP, including the Coordinator for International Intellectual Property 
Enforcement We also interviewed representatives from the private sector. 
We used U.S. Customs and Border Protection data on commodities seized 
for IP violations to select the private sector groups judgmentally to ensure 
that we obtained the views of major cross-industry associations, as well as 
individual associations and companies representing key industries that are 
heavily affected by IP violations such as the manufacturing, entertainment, 
and pharmaceutical industries. In all we spoke to 20 representatives from 
16 private sector groups. Interviewees included ttie 6 cross-industry 
associations addressing IP violations, 7 industry level associations, and 
representatives from three companies. We also reviewed their testimonies 
before Congress when available. We conducted our audit work from 
February to October of 2006 in accordance with generally accepted 
government auditing standards. 
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Appendix II: GAO’s Analysis of STOP as an 
Effective National Strategy 


In prior work, GAO identified six desirable characteristics of an effective 
national strategy that would enable its implementers to effectively shape 
policies, pro^ams, priorities, resource allocations, and standards and that 
would enable federal departments and other stakeholders to achieve the 
identified r^ults. GAO fiirther determined that national strategies with the 
six characteristics can provide policymakers and implementing agencies 
with a planning tool that can help ensure accountability and more effective 
results. GAO has applied this set of characteristics in our assessment of 
strategies for combating terrorism, defense management costs, and the 
National Strategy for Victory in Iraq. 

National strategies are not required by executive or legislative mandate to 
address a single, consistent set of characteristics, and they contain varying 
degrees of detail based on their different scopes. Furthermore, we found 
there was no commonly accepted set of characteristics used for an 
effective national strategy. Nonetheless, after consulting numerous 
sources, GAO identified a set of desirable characteristics that we believe 
would provide additional guidance to responsible parties for developing 
and implementing the strategies — and to enhance their usefulness as 
guidance for resource and policy decision makers and to better ensure 
accountability. 


Six Desirable 
Characteristics Were 
Developed from Numerous 
and Diverse Sources 


To develop these six desirable characteristics of an effective national 
strategy, GAO reviewed several sources of information. First, GAO 
gathered statutory requirements pertaining to national strategies, as well 
as legislative and executive branch guidance. GAO also consulted the 
Government Performance and Results Act of 1993, general literature on 
strategic plaruung and performance, and guidance from the Office of 
Management and Budget on the President’s Management Agenda. In 
addition, among other things, GAO studied past reports and testimonies 
for findings and recommendations pertaining to the desirable elements of 
a national strategy, as well as recommendations by national commissions 
and research organizations that have commented on national strategies. 
Furthermore, we consulted widely within GAO to obtain updated 
information on strategic planning, integration across and between the 
government and its partners, implementation, and other related subjects. 


GAO developed these six desirable characteristics, identified in table 2, 
based on their underlying support in legislative or executive guidance and 
the frequency with which they were cited in other sources. We believe a 
national strategy should ideally contain all of these characteristics. 
Although the authors of national strategies might organize these 
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Appendix II: GAO'a An&iysis of STOP as an 
Effective National Strategy 


characteristics in a variety of ways and/or use different terms, we present 
them in this order because they flow logically from conception to 
implementation. Specifically, the strategy’s purpose leads to the definition 
of the problems and risks it intends to address, which in turn leads to 
specific actions for tackling those problems and risks, allocating and 
managing the appropriate resources, identifying different organizations’ 
roles and responsibilities, and finally to integrating action among all 
relevant parties and implementing the strategy. 


Table 2: Summary of Desirable Characteristics for an Effective National Strategy 


Desirable characteristic Description 

Purpose, scope, and Addresses why the strategy was produced, 
methodology the scope of its coverage, and the process 

by which it was developed. 


Detailed discussion of Addresses the particular national problems 

problems, risks, and and threats at which the strategy is 
threats directed. 


Desired goals, objectives, 
activities, and output* 
related and outcome* 
related performance 
measures 


Addresses what the strategy is trying to 
achieve, steps to achieve those results, as 
well as the priorities, milestone;, and 
performance measures to gauge results. 


Description of future costs Addresses what the strategy will cost, the 
and resources needed sources and types of resources and 

investments needed, and where resources 
and Investments should be targeted by 
balancing risk reductions and costs. 


Delineation of U.S. 
government roies and 
responsibilities and 
coordination mechanism 


Addresses who will be implementing the 
strategy, what their roles will be compared 
to others, and mechanisms for them to 
coordinate their efforts. 


Examples of elements 

• Principles guiding development. 

• Impetus: e.g., legislation. 

• Definition of key terms and mission areas. 

• Process and methodology to produce strategy (via 
interagency task force, private input, etc.). 

• Discussion and definition of problerns. causes, and 
operating environment. 

• Risk assessment, including analysis of threat and 
vulnerabilities. 

• Quality of data: constraints, deficiencies, unknowns. 

• Overall results desired. 

• Hierarchy of goals and subordinate objectives. 

• Priorities, milestones, and performance measures to 
gauge results. 

• Specific performance or activity measures. 

• Limitations on progress Indicators. 

• Resources and investments associated with strategy. 

• Types of resources required. 

• Sources of resources. 

• Economic principles, e.g., balancing benefits and costs. 

• Resource allocation mechanisms. 

• Mandates/incentives to spur action. 

• Importance of fiscal discipline. 

• Linkage to other resource documents. 

• Risk management principles. 

• Lead, support, and partner roles and responsibilities. 

• Accountability and oversight framework. 

• Potential changes to structure. 

• Specific coordination processes. 

• Conflict resolution mechanism. 
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Appendix II: GAO’s AnaJj^sis of STOP as an 
Effective National Strategj' 


Desirable characteristic 

Description 

Examples of elements 

Description of strategy’s 
integration with 
imptementing agencies 

Addresses how a national strategy relates 
to the strategies’ goals, objec^es, and 
activities of implementing agencies. 

• Integration with other national strategies (horizontal). 

• Integration with relevant documents from other 
implementing organizations (vertical). 

• Implementation guidance. 

• Details on subordinate strategies and plans for 
implementation (e.g., human capital, enteiprise 
architecture). 

Sourca: GAO. 


We recognize that strategies themselves are not end points, but rather, are 
starting points. In our view, the strengths of some strategies are useful in 
suggesting ways to enhance the value of other strategies, fill in gaps, speed 
implementation, guide resource allocations, and provide oversight 
opportunities. As with ar^ strategic planning effort, implementation is the 
key. The ultimate measure of these strategies' value will be the extent they 
are useful as guidance for policy and decision makers in allocating 
resources and balancing stated priorities with other important objectives. 
It will be important over time to obtain and incorporate feedback from the 
“user” conununity as to how the strategies can better provide guidance 
and how Congress and the administration can identify and remedy 
impediments to implementation, such as legal, international, Jurisdictional, 
or resource constraints. 


STOP Partially Addresses Our analysis showed that the strategy partially addresses five of the six 
Five Characteristics and desirable characteristics of an effective national strategy and fails to 

Does Not Address One address one characteristic. As indicated in figure 3, shown earlier, the 
Strategy for Targeting Organized Piracy (STOP) is missing key elements 
within each characteristic related to planning and accountability such as 
performance measures, resources and investments, and designation of 
oversight responsibility. The following section discusses the STOP 
strategy as it relates to each of the desirable characteristics of an effective 
national strategy. 


STOP Discusses Purpose and This characteristic addresses why the strategy was produced, the scope of 
Scope but Lacks Detailed its coverage, and the process by which it was developed. For example, a 

Discussion of Methodology strategy should discuss the specific impetus that led to its being written 

(or updated), such as statutory requirements, executive mandates, or other 
events. Furthermore, a strategy would enhance clarify by including 
definitions of key, relevant terms. In addition to describing what it is 
meant to do and the major functions, mission areas, or activities it covers, 
a national strategy would ideally address its methodology. For example, a 
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Appendix IT: GAO'S Anelysis of STOP as an 
Effective National Strategf 


Strategy should discuss the principles or theories that guided its 
development, the organizations or offices that drafted the document, or 
worldng groups that were consulted in its development. A complete 
description of purpose, scope, and methodology make the document more 
usefiil to organizations responsible for implementing the strate^es, as well 
as to oversight organizations such as Coi^ess. 

STOP clearly identifies the purpose of the strategy as protecting and 
enforcing IP through targeting organized piracy, which encourages 
American innovation and keeps American businesses competitive 
throughout the world. However, STOP does not provide a complete 
discussion of the purpose because it does not clearly discuss the specific 
impetus that led to the creation of this particular strategy at the time it was 
written. Such an impetus might include a discussion of increasing demand 
by the victims of IP violations, relevant le^lation or executive mandates, 
or key events related to piracy that may have functioned as a catalyst in 
developing the strategy. STOP fully addresses the element regarding the 
scope of the strategy. The five general goals serve to clearly identify the 
m^or functions and mission areas the strategy covers and provides 
supporting activities for each goal. STOP, however, does not include a 
discussion of its methodology such as the process that produced the 
strategy, what organizations or offices were involved in drafting the 
document or whether it was the result of a working group. 

STOP Identifies the Problem This characteristic addresses the particular national problems and threats 
but Lacks Detailed Discussion at which the strategy is directed. Specifically, this means a detailed 
of Risk Assessment discussion or definition of the problems the strategy intends to address, 

their causes, and operating environment. In addition, this characteristic 
entails a risk assessment, including an analysis of the threats to and 
vulnerabilities involved with the problem and implementing the strategy. 
Specific information concerning a risk assessment helps responsible 
parties better implement the strategy by ensuring that priorities are clear 
and focused on the greatest needs. A discussion of the quality of data 
available regarding this characteristic, such as known constraints or 
deficiencies, would also be useful. 

Global piracy and counterfeiting are identified as the problem in the 
strategy addresses. While these terms are not defined in detail, the strategy 
contains additional information on the types of piracy and counterfeiting 
that affect U.S. businesses such as references to software piracy, 
counterfeit labels, and counterfeit Viagra. 
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Appendix 11: GAO's Angela of STOP as an 
Effective National Strategy 


STOP only partially addresses the causes of the problem and the operating 
environment The strategy implies, but does not clearly discuss, some 
causes of global piracy and counterfeiting when describing its activities. 
For instance, STOP discusses efforts to assist companies with supply 
chain management and U.S. government case referral mechanisms to 
address instances where foreign governments fail to provide adequate IP 
protection to U.S. businesses. In addition, STOP refers to, but does not 
clearly discuss, a variety of operating environments relevant to 
counterfeiting, such as references to IP violations on the internet and 
seizures of counterfeit products at the U.S. border, as well as in 
warehouses in China. 

Further, STOP does not provide a detailed risk assessment of tiie threats 
involved in counterfeiting and piracy. While the strategy states that 
“American businesses lose $200 to $250 billion a year to pirated and 
counterfeit goods,” it neither provides a detailed discussion of the 
economic threat to U.S. business nor does it discuss other risks such as 
the potential threats to consumer safety from counterfeited products. 
STOP also states that profits related to piracy are “one way for criminal 
networks to support their heinous activities” but does not discuss the 
issue any further. In addition, STOP does not include any discussion 
regarding the quality of data it cites in the strategy or on counterfeiting 
and piracy in general. 

This characteristic addresses what the national strategy strives to achieve 
and the steps needed to gamer those results, as well as the priorities, 
milestones, and performance measures to gauge results. At the highest 
level, this could be a description of the overall results desired, followed by 
a logical hierarchy of m^or goals, subordinate objectives, and specific 
activities to achieve results. In addition, it would be helpful if the strategy 
discussed the importance of implementing parties* efforts to establish 
priorities, milestones, and performance measures, which help ensure 
accountability- Ideally, a national strategy would set clear desired results 
and priorities, specific milestones, and outcome-related performance 
measures while giving implementing parties flexibility to pursue and 
achieve those results within a reasonable time frame. If significant 
limitations on performance measures exist, other parts of the strategy 
should address plans to obtain better data or measurements, such as 
national standards or indicators of preparedness. Identifying goafe, 
objectives, and performance measures aids implementing parties in 
achieving results and enables more effective oversight and accountability. 
Identifying priorities and milestones would provide decision makers with 
information to better assess progress and manage time and resources. In 


STOP Addresses Goals and 
Activities but Lacks Important 
Elements for Measuring 
Performance 
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it^pendix 11: GAO^ Analysis of STOP as an 
Effective National Strategy 


addition, identifying and measuring outcome-related performance, rather 
than output measures alone, would allow for more accurate measurement 
of program r^ults and assessment of program effectiveness/ STOP fully 
addresses goals and activiti^ in its strategy document, while partially 
addressing subordinate objectives and performance measures. 

STOP clearly identifies its goals and further identifies overall results 
desired with references to a level playing field for American businesses 
throughout the world. STOP goals are to 

• empower American innovators to better protect their rights at home 
and abroad, 

• increase efforts to seize counterfeit goods at our borders, 

• pursue criminal enteiprises involved in piracy and counterfeiting, 

• work closely and creative^ with U.S. industry, and 

• aggressively engage our trading partners to join U.S. efforts. 

STOP also presents numerous activities clearly associated with each goal. 
In general, STOP only partially addresses subordinate objectives because 
they are clearly stated under some goals, but implied or otherwise, imclear 
in other goals. Under the third goal for example, to pursue criminal 
enterprises involved in piracy and counterfeiting, STOP clearly identifies 
increasing criminal prosecutions, improving international enforcement 
and strengthening laws as the subordinate objectives. In contrast, the 
subordinate objectives are not clearly identified under the fourth goal — to 
work closely and creatively with U.S. industiy — although they can be 
inferred based on the activities, such as helping businesses to ensure their 
supply and distribution chains are free of counterfeiters and correcting 
faulty business practices. 

STOP is missing a number of elements within this characteristic that are 
important for effective monitoring and oversight, including a clear 
discussion of priorities, milestones, and processes for monitoring and 
reporting on progress. For example, STOP mentions implementing a new 


'An “output measure" records the actual level of activity or whether the effort was realized 
and can assess how well a program is being carried out An “outcome measure” assesses 
the actual results, effects, or impact of an activity compared with its intended purpose. 
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Appendix II: GAO's Aitaijfsis of STOP as an 
Effective National Strategy 


risk model to target Wgh-rtek cargo but does not specify time frames for its 
completion. 

STOP only partially addresses output-related and outcome-related 
performance measures, lacking information relevant to assessing how well 
programs are implemented and their impacts as compared with the 
intended purpose. For example, STOP cites output-related performance 
measures such as the number of calls received on the U.S. Patent and 
Trade Mark Office (USPTO) STOP hotline, the number of small businesses 
that attended four intellectual property Road Show events in 2005, the 
number of prosecutors in the Computer Hacking and Intellectual Property 
(CHIP) units within the Department of Justice and the percentage increase 
in copyright and brademark cases filed. However, these figures are 
presented without any baselines or targets needed to assess progress. In 
addition, STOP cites outcome-related performance measures for a few 
activities, such as shutting down a sophisticated intematiormi peer-to-peer 
network used by over 133,000 members. It should be noted that 
performance measures should be carefully chosen to be meaningful for 
each goal, acknowledging limitations, and avoiding perverse incentives 
where possible. 

STOP provides no discussion of any processes for monitoring and 
reporting on progress or the limitations of its output-related and outcome- 
related performance measures. Without effective performance measures in 
place, STOP’S goals, objectives and activities cannot be effectively 
measured. In the absence of these elements policymakers cannot 
effectively monitor STOP’S progress toward its stated goals. 

STOP Does Not Address "Diis characteristic addresses the costs and resources involved in 

Elements Relevant to implementing the strategy and how the strategy balances those costs with 

Resources, Investments, or the benefits and risks. TWs characteristic discusses the current and future 

Risk Management costs of the strategy, the sources of resources and investments associated 

with the strategy (e.g., federal agencies, private sector), and the types of 
investment needed (e.g., human capital, information technology, research 
and development, budgetary). Ideally, a strategy would also identify where 
those resources and investments should be targeted and appropriate 
mechanisms to allocate resources. A national strategy should also address 
the difficult, but critical, issues about who pays and how such efforts will 
be funded and sust^ed in the future. 

A national strategy should also discuss linkages to other resource 
documents, such as federal agency budgets or human capital, information 
technology, research and development, and acquisition strategies. Finally, 
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Appendix II: GAO’s Analrsis of STOP as an 
Effective National Stnte^r 


STOP Partially Addresses 
Organizational Roles and 
Coordination but Lacks 
Framework for Oversight 


a national strategy should also discuss in greater detail how risk 
management will aid implementing parties in prioritizing and allocating 
resources, including how this approach will create society-wide benefits 
and balance tiiese with fi\e cost to society. Guidance on costs and 
resources needed using a risk management approach helps implementing 
parties allocate resources according to priorities; track costs and 
performance; and shift; resources, as appropriate. Such guidance also 
would assist Congress and the administration in developing a more 
efiective strategy to achieve the stated goals. 

STOP does not address elements related to resources and investments or 
risk management STOP does not identify current or future costs of 
implementing the strategy. Costs related to implementing STOP would 
include, among other things, costs related to investigating and prosecuting 
of IP related crime, conducting IP training and technical assistance, and 
developing new risk assessment technologies. STOP also does not identify 
the sources, or types, of resources required by the strategy. While the 
strategy document lists numerous activities, some involving multiple 
agencies, it neither indicates which agencies have employed what types of 
resources to carry out the activity, nor does it identify the level and type of 
resources needed in order to effectively implement the activity. 
Furthermore, with no established priorities or discussion of risk 
management, the strategy does not address how to allocate resources in 
order to best mans^e the fiireats of counterfeit products with the 
resources available to target organized piracy. ^ a result, the resources 
necessary to implement STOP cannot be reliably determined and 
policymakers are limited in their ability to manage resources and shift 
them as appropriate with changing conditions. 

This characteristic addresses which organizations will implement the 
strategy, their roles and responsibilities, and mechanisms for coordinating 
their efforts. This characteristic entails identifying the specific federal 
departments, agencies, or offices involved, as well as the roles and 
responsibilities of private and international sectors, if ^propriate. A 
strategy would ideally clarify implementing organizations’ relationships in 
terms of leading, supporting, and partnering. In addition, a strategy should 
describe the organizations that will provide the overall framework for 
accountability and oversight, such as the National Security Council, Office 
of Management and Budget, Congress, or other organizations. 
Furthermore, a strategy should also identify specific processes for 
coordination and collaboration between sectors and organizations — ^and 
address how any conflicts would be resolved. Addressing this 
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Appendix II: GAO’s Analysis of STOP as an 
Effective National StnU^Qr 


characteristic fosters coordination and enhances both implementation and 
accountabiii^. 

STOP provides some information on organizational roles and 
responsibilities, such as identifying lead, support, and partner roles for 
specific activities. For example, it identifies the White House as leading 
STOP and indicates partnering roles among ^encies, such as between the 
Department of Homeland Security’s Immigration and Customs 
Enforcement (ICE) and the Department of Justice’s Federal Bureau of 
Investigation (FBI), which jointly run the National Intellectual Property 
(IPR) Center. However, STOP neither discusses the need, nor designates 
any agency with responsibility for providing framework for oversight and 
accountability within the strategy. 

STOP also partially addresses mechanisms for coordination. For example, 
the strategy discusses some coordination among member agencies in its 
description of STOP activities but lacks a clear and detailed discussion of 
how overall coordination occurs among agencies. For instance, there is no 
mention of STOP meetings, their frequency, objectives, or agendas. In 
addition, there is no discussion of how agencies coordinate on IP issues 
that may involve law enforcement sensitive material among agencies and 
other entities with which they collaborate. Furthermore, STOP does not 
address how conflicts among member agencies should be resolved. 

This characteristic addresses both how a national strategy relates to other 
strategies’ goals, objectives, and activities (horizontal integration) — and to 
subordinate levels of government and other organizations and their plans 
to implement the strategy (vertical integration). For example, the strategy 
could indicate how it relates to implementing agencies’ shared goals, 
subordinate objectives, and activities. Similarly, related strategies should 
highlight their common or shared goals, subordinate objectives, and 
activities. In addition, the strategy could address its relationship with 
relevant documents from implementing organizations, such as the 
strategic plans, annual performance plans, or annual performance reports 
required of federal agencies by the Government Performance and Results 
Act. A strategy should also discuss, as appropriate, various strategies and 
plans produced by the state, local, private, or international sectors. A 
strategy also should provide guidance such as the development of national 
standards to link together more effectively the roles, responsibilities, and 
capabilities of the implementing parties. A clear relationship between the 
strategy and other critical implementing documents helps agencies and 
other entities undemtand their roles and responsibilities, foster effective 
implementation, and promote accountability. 


STOP Partially Addresses 
Integration with Member 
Agencies but Lacks Linkage to 
Individual Agency Goals and 
Objectives 
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Appendix H: GAO^ Analysis of STOP as an 
Effective National Strategy 


STOP partiaily addresses this characteristic. STOP associates its goals 
with specific member agencies. For example, pursuing criminal 
enterprises is associated with the Department of Justice, and increasing 
efforts to stop counterfeits goods at the border is associated with the U.S. 
Customs and Border Protection. However, STOP does not consistently 
articulate how it relates to agencies’ strategies, goals, and objectives. 

While STOP is missing many elements related to the desirable 
characteristics, we found that agency planning documente contained some 
of the missing information. For example, we identified federal agency 
planning documents that provide additional detail on missing elements 
important to planning and accountability that STOP did not adequately 
address. However, the need to consult multiple agency documents 
underscores the strategy’s lack of integration and limits the value of STOP 
as a management tool for effective oversight and accountability. Clearly 
linking STOP to the agencies’ own strategies is important to ensure that 
the strategy not only reflects individual agencies’ priorities and objectives 
but also integrates them in a comprehensive manner, enhancing 
collaboration among the agencies and providing a more complete picture 
to policymakers with oversight responsibilities. 
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Appendix III: Bosh Adsitnistration: Strategy 
for Targeting Organized Piracy 
Accomplishments and Initiatives 




Bi/SH Administration Strategy for Tarcetinc Organized Piracy 


Jun« 2006 


"In order U keep Ika eeoiioii^ iititcyMive end entrepreneurial, it'i importantfor us to enforce law, and if 
Ae laws art weak, pass new laws, to make sure that ike problem of counterfeiting, which has been 
growing rapidiy... Is held in ehack." 

- President George W. Bush (March 1 6, 2006) 

Our competitive advantage is only as good as out sbitiiy to protect our ideu. And to protect our ideas we 
need to ensure ihsi (here is a level playing field for American businesses throughout the world. 

In October of 2004, the Bush AdminisliBtion announced an initiative that reinforced this objective - the 
Strategy Targeting Organized Piracy (STOP). STOP! is led by the White House and brings together USTR, 
die DqwrtmentofCotnRKTce, (he DqMrtmem ofiusiice, the Department of Homeland Security, the Pood 
and Dnig Administration and the State Dcpanineiii. STOP! is the most comprehensive initiative ever 
advanced to fight global piracy where it stalls, block bogus goods at America's borders and help American 
businesses secure and enforce their rights around (he world. 

The problem of global piracy and counterfeiting cunfronis many industries, exists in many countries snd 
demands continuous attention. That's why this Admimsiration is committed to stopping trade in pirated and 
counterfeit goods. And through President Bush’s leadenhip, we created a ftve-point plan undu STOP!: 

1. En^xiwer American innovators to better protect their rights at home and abroad. 

2. Inaeaie efforts to seize counterfeit goods at our borders. 

3. Pursue criminal eaierprises involved in piracy and counterfeiting. 

4. Work closely and creatively with U.S. industry. 

3. Aggressively engage our trading partnen to join our efforts. 

Through effective eootdinaiion we have cReetively implemented this plan U.S. govenunent agencies are 
working more closely together and we hive made significant progress. We are achieving results, 
maintaining the commitment of senior Administniion ofTiciBls, inetiiutionalizing an unprecedented level of 
coordination within the fedetal govereincnl and receiving attention around the world. 'The message that we 
are delivering is - (he United States t^es the issue of intellectual p ro pe rty enforcement very seriously, we 
are leveraging all ofourresoutceeto addreu it and we have high expeetationi of all of our ^obal treding 
partners. 

The following pages describe die approaches that we are talcing and the results we have achieved. 


Office of the U.S. IPR Coordinitor 
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^pendlx III: Basil AdBilnistratioa: Strategy 
for Tai^ediig Organized Piracy 
Accomplishments and Initiatives 


(D® • 

EMrOWtRAM8WC*N INNOVATORS TO B tTTERfROTECT THllR WCHTSAT HOME AMB ABHQAP 

"This administration is commilUd to helping V.S. businesses remain competitive by protecting intellectual 
property so Ihu American ingenulfy remains a driving /oree in the United Slates and the world’s 
economy." 

-S««etatyofCominuceCirtosGutiuitz{March 16,2006) 

“The development of inteOeettM property it one of the driving forces of U.S. economic eompt&tiveness, 
and vm nnU utilUe aH taels at our dispotat to ensure thei U.S. inieUeeiiuil property rights are protected.” 

- U.S. Tnde Representative R^ Ronman (October 26, 2005) 

To help ARierican innavatert fccare and eoforce their rights across the gh^c, we heve new federal 
services end asslilanee: 

We created a hoUine(l-t66-999-HALT}, which is staffed by ^ecializcd attorneys who counsel businesses 
on how to protect their intellectual propeny rights (IRR) and work with callers on how to best resolve 
problems, tn cases where the individual or company has properly registered its rights, its issue can then be 
referred to s trade compliance team that will nxntitor their case and work to see what nest steps can be taken. 

Wc also developed a webshe (www.sioprakes.gov) and brochure to provide informatjon and guidance to 
tights holders on bow to register and protect their IPR in markets around the world, 

We created downloadable “IR lo^ts" to guide businesses through securing and enforcing dieir rights in key 
markets Kross the globe. These toolkits are available at the Slopfakes.gov website, and cover key trading 
partners such as China, Russia. India, Mesico, Koici and Taiwan. 

In November 20QS, Co mme rc e Secietaiy Guderrez announced the China Intetlectual Property Rights (IPR) 
Advisory Program. Tbia program is done in conjunction with the American Bar Association, tho National 
Associstitm of ManuSKUtfcrs and the American Otamber of Commerce in Chins. It offers small and 
mediuffl'Sized U.S. businesses free IPR consultation with an attorney. 

We are continuing to expand our IP anadtd program in China and positioning new attachds in Brazil, Russia. 
India, Thailand and (he Middle East Having IP aiuchds stationed in these countries will enhance our abillqt 
to work with local goverament offieiaU to improve IP lawe and enforcement procedures in addition to 
assisting U.S. businesses to better understand the challenges of protecting and enfoieing their IPR. 

Also, we are providing tniniog (or U.B. embassy personnel to be elective first responder* to IPR issues in 
order to identify problems abroad «td assist rights holders beforo fakes eater the market and the supply 
chain. R 

• The StopCskea.gov website has received over 1 .8 million visits. 

• In FY 2005, the STOP! Kotline received over 950 calls and during the first quarter ofFY 2006 we 
have received over SSO calb. 

• During our four 2005 IP Road Show eveius, in Salt Lake Ci^, Phoenix, Austiu and Miami we bad a 
total of 740 small business attendees. 


Office of the U.S. IPR Cootdinilor 
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Appendix III: Bush Admlnls^ation; Strategif 
for Targeting Organized Piracy 
AccoiapUatunents and Tidtiatives 


® ® % 

fKCMAse t rroRTs to stizt cotmtaneiT coons at oijr borders 

"Wkilprefiafrum eoMnUrfrit or pirattd goods art one way for erlmhtal networks to finance their 
heinous oedviiles. We ore confronting counlerfeUtrs with the full force of the law and we're moving 
aggressively to sett* their assets and pul them out of husiness." 

• Secreuiy of KomeUnd Security Michset Cbotoff (April 6, 2006) 

We need to increeje onr efforts to slop fake and counterfeit goods at America’s borders: 

The Department orHomelind Security (DHS), through the enforcement effbru ofU.S. Customs and Border 
Protection fCBP) and U.S. Imniigratioii and Cu^oms Ettforcemcnl (ICE), is s key player in the STOP! 
Initiative, working to stop eounterfeiteR and pirates from bringing fake products into the United States. In 
fiscal year 200S, DKS seiad 8.022 shipments of counterfeit and pirated goods valued at more than S93 
million. Since 2001 CBP has made over 31,000 seizures of fake and counterfeit goods. 

The following chart provides a break down of the major coumries from which CBP IP-related seaures 
originated: 

Tap TrpAnfl PsitMrs j 

: T«e rtv* CeuMfiM by VsiM tar lOR Saltvrat - FV NOS 



daiwee: Ospsrans/itcrwomatsntf Sscvrtiy. US, Cwtams snoaorOieProttellen 


We have begun implememiDg a new risk assessment model and technologies lo cast a wider, tighter oei on 
couQterfeii and pirated goods and to stop these goods at our borden. CBP’s new risk assesamcm model uses 
several aourees of data, iocluding histoid seizure infbnmatiOD, to target bigb'risk cargo while fheilitating 
(be flow of legitimate goods. With post'Oitry verifleatioo (IPR audiB), CBP added a new IPR ecibicetaeiH 
tool to complemeot tnditiiael physical examioatioo of goods atthebrnder. We are issuing penalties on 
imports of fdtes uncovered during IPR audits, and working with businesses to dcvelc^ interoil concrei 
systems to prevent imports of counterfeit and pirated goods. 

Additionally, we have developed an online recordation tool for rights holders to record their tradenuuks and 
copyrights with CBP. Recordation provides a higher level of protection for tndemiiks and copyrights and 
m^es it easier for CBP to identify ftke goods at our borders. CBP's wiline recordation tool is linked to the 
U.S, Patent artd Trademaik Office’s website, and will soon be linked to the Copyright Office's website as 
well. Tlus resource helps businesses protect their rights. 

We are working with our mding partners to share information and improve our capabilities to assess and 
anticipate risks. We are already seeing early results ofthis effort with the European Union. Wehave 
followed up on the U.S7EU Econmuc Ministerial held last year, where leaders of both governments 
committed to expand information sharing of customs data and information. The United Slates and the 

Office of the U.S. tPR Coordinator 
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• 

European Union, as part of a bilateral IP working group, are implemeniing u action plan to strengthen IPR 
enforcement, tnclwi^ through greater customs cooperation. 

The Department of Homeland Security's Imougration and Customs Enforcement (ICE) and (he Oepartmeni 
of Justice’s Fedeul Bureau ofbivestigatioa (FBI), twoofebe lead investigative agencies in the fight against 
bod) domestic and imenialional IPR ctime. jcuntly run the National IPR Center. The Center ideniifies and 
addresses devel^og IPR issues and trends and advances that informaiion through outreach and training with 
forei]^ governments. Additionaliy, the FBI serves as the eo*chair for Interpol's IPR international training 
subcommittee, and hi diat role provides regulv training to officials overseas on IPR enfmeement. 

The tools and reUcioftibi|» devekqied under STOP! have produced real results. For example, ICE special 
agents working in conjunction with ihe Chinese govemmenl and U.S. industry conducted the first ever joint 
US-Chinesc eoforcement actioo mi the Chinese mainland and disrupted a network that distributed counterfeit 
motion pictures worldwide. Moredian2l0.000counteffeitDVDsweceseized. Chinese authorities also ’ 
destroyed three warehouses that were being used to store (he counterfeit DVDs that would have been 
distributed wivldwide. 

PURSUE CMMIWALPtTHtWtlSES INVOLVgb IN riBACV AND COtIWTtRtrgITINC 

“In the Uniled Stoles, we hare made Ihe proiedion of inUUectual properly rights a law enfnrcemem 
priority, and we are waging an aggressi¥e and suecessful campaign against InteUeeluai property crime on 
multiple fronts." 

-Attorney General Alberto Gonzales (November i8,2M5) 

Law enforcement continues to play a leading rote in dismantling criminal enterprises that steal 
intellectual property: 

U.S. lew enforcement agencies arc also working closely with Indusuy to gaiiier infurmalloR, develop cuscs 
and bring convictions agsinst the criminels who steel their IP. We need to be as sophlsiicsied and creative as 
the criminalr. It is importaot that government and industry worli together with coordinated eCToru. 

The Depaitaentof Justice (DoJ) plays a key role io dismantling crimiosleiiieipnses that steal isieliectual 
property, improving intematioflal enforcemest efTorts, and ensurixig that there is a strong legal regime for the 
protectwo ofioiellectual property throughout the world. To that end, as part of ihe STOPI Initiative, Ihe 
Attorney General formed an lotellectual Property Task Force to examine how it could maximize its efforts to 
protect intellectuel property rights. In Oetober of 2004, the first Task Foma Report was released and it 
iosluded a eompeehensive tel of tecommoidatims on steps that the Department of Justice could lake to 
bener protect IPR. U.S. lew enforcement cgeccies, the Justice Department in particular, have achieved 
sigmQcani resulu as discussed below. 

luereaslng Criminal ProiccuttoM 

• Increased the number of copyright and trademark caaes filed &on) FY 2004 to FY 2005 by 4S5i. 

• Increased the Dunfoer of defondacts prosecuted for intellectual property offenses by 97% from FY 
2004 through foe end of FY 2005. 

• Created five Dew Coo^HiiM^ Hacking and lotellectual Property (CHIP) Units in foe U.S. Attorney's 
Offices in Nashville, OrUndo, Pittsburgh, Stcramento, and Washington D.C. bringing foe total 
number of specialized units to 18. 

• Increased the total number of OUP prosecutors nationwide to 230, 

• Contimted to diananile and prosecute multi-district and intemaiional criminal organizations foat 
commit intellectual property crimes, inchidtng: 

Office of the U.S- IPR Coordinator 
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o Leading Che internaticnid takedown egaiost memben of over 22 major online software 
piracy groups m OpentioD Sim Down is June 20DS, iavolving 12 countries, ftw 
Stmuicneousexfecuiiotiofover 90 searches worldwide, the eradication of at least ei^t 
major onlirw disiributiMi sites, and confiscation of an estimated SSO million in pirated 
software, games, movies, and music. Prosecutors have indicted 44 defendants and obtained 
17 felony convictions in conncciion with this operation to date; 
o Shutting down a sophisticated international peer-co-peer network known as Elite Torrents, 
used by over 133,000 members, in (he first-ever criminal action against a Bit Torrent file- 
sharing network; 

o Obtaining felony conspiracy and copyright convictions against 26 software, game, movie, 
and musk pirMes as part of die ongoing Operation FastLink.the latest law enfomement 
action ever taken againsi online intetlecaial property offenders; 
o Obtaining convictions against two Los Angeles-area men for ctmspiracy and trafficking in 
over 700,000 counterfeit Viagra tablets manufactured in China and worth everS5.6 million, 
o Indicting the four leaders of one of the targesi counterfeit goods operations ever uncovered 
in New England — breaking up a scheme to sell more than 30,000 luxury goods worth more 
than S1.4 million. . 

Improving Inlcrnatlsiul Enforcement 

The Justice Department recently deployed an IP law enforcement coordinator for Asia, who is stationed in 
Bangkok, Thailand. This individual wilt wmk closely with prosccuiois in the Department's Computer Crime 
and Intellectual Property Section and Office of International Affairs to oversee IP law enforcement training 
and assist U.S. -based enforcement efforts in the region. 

In addition, DoJ has executed agreements to implement obligations of the US/EU Mutual Legal Assisiatiee 
and Extradition Agreements. These agreements ensure eooperaiion regarding intellectual property crimes 
with Austria, Belgium, Denmaric, Finlaiul, Fniacc, Mungary, (relund, l^tvie, Lithuania, Luxembourg, 
Netherlands, Portugal, Slovenia, Spain, Sweden, and the United Kingdom; and we have eompleted 
negotiations with die nine remaining E.U. countries - Cyprus, Czech Republic, Estonia, Oermany, Greece, 
Italy, Malta, Poland and Slovakia. 

We trained and provided tedinieal aaaistance to more than 2,000 proaecuiors, ihveaiigators, judges and IP 
experts from 94 countries regarding the protection and enforcement of IPR. 

We have initiated bilateral ditcustions widi China on criminal IP aaforcement and are working toward 
eitabHibiog a bilateral law enforcement experts group to improve operational co^senlion and cootdiitttion 
In joint and cross-border investigations. We are also working closely with other member oaimtries in a OS IP 
Experts working group, and will soon be proposing and pursuing specific IP enforcement projects in the OS 
Lyon-Roma Gfoup on Crime and Tenorism. 

Strcfigthenlng Laws 

The Bush Adffiinistniion is working with Congress to strengthen laws and penalties related to inleilecRial 
property rights eofoi cewei tt. inchiding the: 

• Cotmterfiiting In Mamifocturtd Croonb Aet. H.R. 32 (March 2006} 

o Prohibits the trafficking of counterfeit labels, emblems, containers or similar labeling 
corrmooents drat may be used to focilitete counterfeiting; provides for forfoiture of articles 
bearing or consisting of a cminterfeit mark artd proceeds of any property derived from 
proceeds of. or used in the cotrunission of, a vioiaiioa; expands (he definition of ''trafltcking" 


Office of die U.S. IPR Coordinator 
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fis certain counterfeiting «i>nes and clarifying that uafTicking in counterfeit goods or labels 
includes possession with intent to traffic in such items. 

• FamtlyEnlerlalimit/ilaiidCopyri^lAci.S. 167 (April 2005) 

o Outlaws camcortttng in movie theaters and provides a new 3-year felony for the distribution 
of a pre-release work by making it available on a pubticIy-acceuibSe con^ter networic. 
Recognizes the premium value of copyrighted works before they are relessed to the public. 

• Anli‘CounttiftUingAmiaidmenuof2004. H.fL 3632 (Dectmber 2005) 

o Allows law enfmeement officials to seize material and equipment used to make counterfeit 
products and labels. 

• lultllecmol Fraperty Protection Act of 2005 

a The Oepartment of Justice transmitted to Congress the Administration's proposed legUiation 
entitled the “Intellectual Property Protection Act of 2003," a comprehensive reform package 
that would toughen peiutllies for intellectual property crimes, expand criminal intellectual 
property protections, and add investigmive tools for criminal and civil intellectual property 
rights cnforcemcnL 


Work closely m*d cnEATiveLv wmLU.S. Industry 

"We believe diet successfut 21st century economies will be those /hat unleash the power of private 
enterprise and iimovation. Innovation hthe most important res'/iirce In nttr Increasingly knawletige-btisetl 
economy. Global trade in pirated and caunterfeit goods threatens innovation." 

■ Seeratary of Commerce Carlos Gutierrez (February 2d, 2006) 

We are conducting extensive outreach with U.S. industry and trade associations, and want to hear their 
stories. CompatiiesncedtobcaggrcssivcadvocatesofihcirowflJP. Wc arc working aetivoly with the 
business community as we go forward. They are our eyes and ears on the ground and know belter than 
anyone bow ioadcquaie IPR enforvement alTccts tbeir ^sioesses. We will continue to work logotlicr cu find 
solurions aetd lead cnforccmeiu efforts. 

We are woiking with U.S. and intenuliosal nde usoctaiiou such u the American Bar Aasociaiion, 
Ameriean Chamber of Commerce in China, Business Software Atiianee, EntertainiDent Software 
Association, Interaaiioiud Qutmber of Commerce, Intsmeiional btelieetual Property Alliance. International 
Federation ofPbonogr^iik bduitries. Motion Picture Aasoeiation, NadonaJ Association of Manufacturer*, 
The niannaceuticat Research and Maaufbcturets of America, Quality Brands Protection Committee, 
Recording Industry Associarion of American, U.S. Cbainber of Commerce and the U.S.-Cbina Business 
Council, to name just* few. 

Addidontily, we are working with the Coalition Against Counterfeiting aod Piracy, a U.S. Chamber of 
Commerce and Naticmal Assoeiatioii of Minufocturen led association on the “No Trade in Fakes” program 
to develop voluntaiy pudeUnes compani^ can use to ensure their supply and disiributioa ctiai&s are &ee of 
counterfeits. 

We are aho conducting post-entry verificaiimu (IPR audits) on companies vuberable to IP violadoas and 
working with them to correct tbeir faulty business practices. U.S, Customs and Border Protection (C8P) 
uses post-entry verifications of in^ortiiigcoo^anies to detect discrepancies and systemic weaknesses in the 
area of IPR protection. We then work with audited companies to devise solutions and remedies fbrdertcieoc 
and vulaetable areas. 


Office of the U.S. IPR Coordinator 
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We hive educitioo cunpiigm (hat Uke pitee acreM America to teach small asd medium-sized enten;»rises 
how to secure and (sotcct their ri^Us and where to turn for federai resources and auistance, It is important 
to note that only iS%ofnnalI lnisitiesses>hsldoba»nessoverseasknowtl»t aU.S. patentoroademarit 
provides proteciioa otdy in the United Slates. Companies need to make sure that they registv fw inteltectual 
property praiection overseas. Wc recently had education programs in Northern Virginia, San Oi^o and 
Atlania, and we have upcoming prognma in Nashville and Columhus. These events help educate businesses 
on what inlellecniat {Hopeny rights are, why they ire importint, and how to protect and enforce these rights 
dorr^ieally and internaiionally. 

With China, an important tool that we use to help our industry is the IPR Case Refecra! Mechanism (CRM) 
which was created by the U.S. government to facilitate the submission of individual U.S. company IPR cases 
Ihrou;^ China's Ministry of Commerce (MOFCOM) to relevant Chinese agencies. Our inter-agency team 
reviews cases when the Chinoie goveromeni falls to provide adequate protection of IPR to tl.S. busirtesses, 
and aAer an internal vetting process, sends ^iproved cases to the Chinese government to facilitate their 
resoiuttmi. Five cases have already been submitted to the Dtinese through the Case Referral Mechanism. 

ACCBMSIVEt.V FWflACE OUHTTtADIWG PARTWgRS TO JOIN OLW eFFORTS 

“Bul whiit /nnovariicn wfff pttah aur tconomlts j^ntwrd, o lock of falrnea tv/// lioM lit hack. American 
bialnestet loieS200u S2S6Mlhn a year lo pirated and coimirr/ciigi>i>ib. liinaoadantiimHhitet economic 
gronah, hul Innovation via suffer wtdiaiit proper proieellon for mrelleaiial properly righa." 

-Secretary of Slate Condoleezza Rice (March 19, 2005) 

"Trade'ean raise IMng Uandardt for mUUont. Bul a vlbrani trade system must he based on fairness and 
iTiisi. All eaunirtes benefit fiam honest eommeret. AH eeuntries suffer from dltheneti commerce. 

Today's piralei are more cleuer and tieai more than the baniHn nf the high seas from an earlier time. Ills 
laugher to track them dawn and shut them do\*n bul iwe must siiecced." 

- U.S- Trade Representative Rob Portman (March 15, 2006) 

W< an reaebiog out (« »ur trading partners and building Inlemitlonal support. U.S. leadership Is 
erlliea) and we are active on a number of Ihonis: 

When U.S. govemmeat oflidals meet widi our global trading partners for bilateral and muiiilitanl 
discussions, IPR protection and enfmceiDeat are always top prtoriiiu. 

rromeriae Hmmatfonal Enaawmewt: 

G-8; At die 2005 Cl meeting. Piesident Bush secured an agree m ent fallow leaden to fbeus on IP 
enforcement, and we an working with our 08 counterparts to develop a strong IP enforcement pcogiam in 
2006. 

APEC: Within the Asia Pacific Ecemomic Cooperation (APEC) fbrum last year, we secured an endortement 
of a U.S.-Japan sponsored 'APEC Anti-Countofeiting and Piracy initiative' to reduce trade in counterfeit 
goods tod to combat anUne piracy, while increasing cooperation and capacity building. Last November thit 
initiative resulted in egreuneni by the leedm of APEC's 21 member economies toasetofmodel guidelines 
to reduce trade in counttrfeh and pirated goods, lo protect against unauthorized copies, and to prevent the 
sale of counterfeit goods over the Internet We are currently working to impiement and expand these model 
guidelines. 

FTAs: Constant, high-level engagement to improve enforcement of iniellectuil property tights has been a 
vital part of U.S. tra^ policy for many years. The importance of inteilectual property enforcement is 

Office ofibe U.S. IPR Coocdinitor 
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Appendix HI: Bush Administration: Strategy 
for Target!^ Organized Piracy 
Accomplishments and Initiatives 


(!)#• 

reflBcted, for enunpie, » iheptovisioiu of U.S. tnde sgtecments and in the Admtnisuaiioo'a uiiiizaiim of 
tbs “Special lOi^provi^u of US. inde law. The Bueh AdmiBisntioB oiakes uiteilectual propeny ri^ts a 
;mori^ vsdiefl oegoliatiDg sew liee (naie agrecmcnu. Our &e« trade agreements provide cutting-edge 
protection for intetlecmat pn^erty with strong lules to combat counietfeiiiitg and piracy. This was seen in 
the recent CentnlAmenca-DominicanAeputdic Free Trade Agreement (CAPTA-DR), as welt as the 
recently concluded free trade tgreemeats with Colombia and Peru. Over the past year, we worked closely 
with our CAFTA-DR partoere and the govemmenu of Australia. Morocco, Singapore and Bahrain to bring 
^eir inieUectual property enfotcemeni regimes up to the high standards required by our fiee trade 
agreemenu. 

OECD: Addiuoaalty, we have commissioned a study by the Organization for Economic Cooperation and 
Oevelopmeni (OECD) to examine the impaa of global eountfffeiiing and piracy. Otir inicr-egcncy team has 
held several meMings with OECO olTicials to follow-up and assist with this Study. We are lotting for 
sound, reliable and accurate infoanation to be produced with this study, so that wc may have iceuralc 
melrics that can be used cffbciivcly by senior policymakcis and by indusliy as we continue building 
international support to stem the flow of fake artd counterfeit goods and keep them out of global supply 
chains. 

SPP: The Administration has also hunched a cooperative eflbri under the Security and Prosperity 
Pannenhip (SPP) with Canada and Mexico to develop a strategy for combating piracy end cuunlcrfciiing in 
North America. Work is urtderway through a trilateral (ask force and efforts will focus tm enhancing 
detection artd deterrence of counterfeiting and piracy and expanding public awareness of the need to protect 
and enforce inleliecnial property rights. 

Bilateral: Under the STOP Initiative, vre have conducted outreach to Canada, the European Commission, 
France, Germany, Hong Kong, Japan, Korea, Mexico, Singapore and the United Kingdom laying the basis 
for increasing cooperation on IP enforcement. 

European Union: In January, we met with European Union officials at the White House (or a series of 
meetings to address ^obal piracy. Follow up meetings were held in BnuKls in March. We arc bresking new 
ground and have begun to export our cooperation with the EU - focused initially on border enforcement, a 
itraicgy to address specific p^leim in third countries and other imereationat cooperation and working with 
the private sector. 

Japan: Japan none ofour key international partners in the fight against counterfeiliag snd piracy. We 
cewtinue to woik with J^an under STOP!, especially on the APEC initiatives discussed abova. Our 
cooperation under STOP! isjustonepaitofour broader bilateral IPR cooperation. For example, last 
October, Japan and SwitzeiiMid joined with the U.S. in requesting that Oiint disclose key IPR enforcement 
data under WTO transpatency rules. 

On March 30, 2006, Secretary GuiierTez and Jspan's Minister of Economy, Trade, and industry announced 
expanded bilateral cooperation on IPR protection end enforcement This cooperation will allow the two 
countries to confront tte growing problem of global piracy and counterfeiting together. Highlights of the new 
agreement include increasing assisiance and education for SMEs; sharing infonnation on IPR enforcemeat 
activities; strengthening teduicnl assistance to third countries, and strea^ining the patent process. 

India. In March 2006 during President Bush’s visit to India, a joint siateiaeni was released slating that the 
U.S. and indie would work together to promote innovaiion. creativity and technological advancement by 


office of (be US. IPR Coordinator 
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Appendix 111: Bosh Admibietration: Strategy 
for Targeting Organized Piracy 
AccomptishxnentB and Initiatives 


providing a vibrant intttkctuai pmpo^ cigbu regime, and to cooperett in the Reid of inteJIectuai property 
ri^ts to ittclude capacity boilding activities, hutsao reaource devel^wnent and public swarcnen programs. 

Building on President Bash's visit to India in March, U.S. IPK Coordinator Chris Israel recently led an inter* 
agen^ delegatioo to India to disaiss iasaes of iP policy, otlbrcethenc and trade. The delegation mA viith 
Indian govemmeotofficiab- at both the Central and State Government level; and engaged both U.S. and 
Indian private-sector stakebolden, academics and legal practitioners to continue our efforts to ptoinou: 
increased trade and economic devetopmeni throu^ effective IP protection. While in India, Coordinator 
Israel announced the Bush Administration's fcamewwk for engaging India on intellectual property and trade 
promotion. This plan revolves around three key areas, which include; Bilateral Cooperation, Education and 
Engaging both U.S. am) Indian Industry. Bilatcraliy, we arc working with India on IP through our Trade 
Policy Forum. High Technology Co^ralioo Group and the Commereiil Dialogue. With the placement of a 
Bush Administratioa IP ARacb6 in New Delhi, we plan on continuing our capacity building and educational 
outreach efforts widi the liulian Government and Industry. 

On the IP front, India has made some progress and we an: committed to continuing to work with India as 
they fine-tune their tPR legal ftamework and develop an effective system to enforce intellectual properly 

Training and Capacity BnlMing: The U.S. hfls conducted several hundred IP training and capacity 
building programs around the world to improve criminal and civil IPR protection. To thoi end, the 
Administration has eslablidtcd a Global lalelleciuai Property Academy to consolidate end expand our 
training programs for foreign judges, enforcement ofTieialsand adminisirstors. 

Highlights o f our Training and Canaciiv BuMne Pmtfanw 

• Brazil • Since 2001. the U S. government has sponsored !5 IP-rclafcd programs involving Brazilian 
government ofTicials, nearly balfof which took place in Brazil. 

• Russia • Since 2001. the U.S. government has conducted well over IS training and capacity building 
programs involving Russian government oflicials. 

a Jtkdia • The U.S. govenunerti has CMdoeted over a dozen IP training and capacity building programs 
with Indian officials and we continue to conduct conferences to train Indian academies and efficiala 
on IP enforcement and WTO TRIPS obligations. In addition, U.S. inteliectul property expeita will 
participate in a rour<ily IP eBforemeni training program in India in May 2006. 

• China - Since 2001, the U.S. government has conducted well over 50 training programs involving 
Chinese goveremest ofBcitls. 

Addrtiiloa Gtebat IP EnforeeMeat Cenccfas: 

China: The U.S. govemmeni is working «i many fronts to engage Chins cm IPR concenu, and under 
President Bush’s leadership, we have developed an effective Chine IP attaiegy. The Bush Administration's 
China IP strategy Is hoik on four pBUrs; hilsteral engagement; effective use of our trade tooli; expanding taw 
enforcetnent coc^teration; and working with the private sector. We are utilizing all of our nesourcea to 
eBectively implement our approach. 

in February 2006, Ambassedor Poitman annminced the results of a top-to-bottomteviewof U.S. trade policy 
with China. It Identified weak protection of inicllectut] property es one reason why the U.S.-China trade 
relationship lacks balance in c^pottuniiy. as well ss et^uity and durability. 


Office of the U.S. IPR Coordinator 
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Appendix III: Bush Administration: Strategy 
for Targeting Organized PLracy 
Accomplishments and Initiatives 



Ambsssador Cluii Rancti at our Bnrfumy in Beijing holds BO tumual IPR Roundubie which btiogs together 
senior U.S. end Chinese officiale ^ U.S. businesi representatives. The Roundtable gives U.S. rights 
holders the opportunicy to discuss the problems they an fitting and find the solutions Chat riiey need. Also, 
our Embassy aod Consulate oBicen on the ground ere a valuable asset for U.S. companies. Hwy play a 
critical role as IPR Ttni reqwndeis’' belpiog U.S. businesses resolve cases when their rights are violated. 

Russia: TheU.S.iswotlung with Russia to slreogthen IP protection and enforcement. Ambassador 
Ponman recently raised the issue of iittelleetual property protection with Russian Minister of Economic 
Development and Trade Gctmaa Gref stating that IPR ptotection and enforcement is a shared responsibility 
within the Russian goventmeoL Recent positive statements made by iVesidenl Piitin recognize that IPR 
protection is both an economic issue for the Russian goveenment and a ptiblic health concern for the Russian 
people. The Russian govemmeni needs to take steps to curb the high ruck of piracy (hat exist in Russia and 
demonstrate that their Milbrccmem efforts are providing deterrence and producing results. 

Also, the woricofdic U.5.-Rus$ia IP Working Croup remains a high priority, as the United States, through 
USTR, aod Russia work to address a number of IPR-nriated issues and steps that need to be taken. 


Office of the U.S. IPR CooidiDiior 
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Appendix IV: Comments from the 
Department of Commerce 



UMTIO ITATES WMWTMENT OF COMAHeRCE 
OfflM of tlw U.a. Coawl tow o f fsr 
IntariiMtoNid bitalteetiiai Pw »»r t y EnfnnHimanti 

WMNngtm. D.C. 80230 


October 25, 2006 
Loren Yaecr 

Director, IntemUioRBi Affain and Trade 
U.S, Government AceountabilicyOffice 
Washington, DC 20S4t 

Dear Mr. Yager; 

Thank you for the opportunity to review GaO's report on overall federal efforts to promote strong 
intellectual property protection and the specific effom of the Bu^ Administration's Strategy 
Targeting Organized Piracy (STOP!). Our office very much appreciates the dedicated and 
comprehensive effort which went into drafting this report. 

As you stated in the report, "...the challenges of IP piracy are enormous, end will require the 
sustained and coordinated efToits of U.S. agencies, their foreign counterparts, and industry 
represenutives to be succenful." Per our direction from the President and CongKSS, we have 
pursued such a coordinated ^tproach since the creation of the Office of Intemational Intellectual 
Properly Coordination in luly 2005. We will continue to seek ways to improve coordination and 
welcome the guidance and suggestions of all parties to ensure the prospect of sustained success for 
the future. 

As your report also indicates. "STOP! is a good first step toward a comprehensive, integrated 
strategy to protect and enforce U.S. intellectual properly and it has energized agency efforts." 
Despite any perceived weafcnesaes in its initial structure, we are strongly encouraged that OAO has 
concluded (hat the"STOPI strategy has brought attention and energy to IP efforts within the U.S. 
government [artd that] (a]gency participants and industry observers have generally supported the 
new effort." 

We look forward to reviewing Amher GAO's two primary recommendations to more Ailly address 
the six eharacteristics of a national atiategy and to clarify how our ofTiee will address oversight and 
accountability aspects involved with (he further development and implementation of the STOP! 
inltieiive. In turn, we plan to identify opportunities for improvement, besed on those 
recommendations, where af^rropriate. 

Thank you ogain for the opportunity to participate in this process and lay the groundwork fbr 
incorporating the benefits of your research end insight. 



Chiis Israel 

U.S. Coordinator ror lnternattonal Intellectual Property Enforcement 
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GAO Contact 6I2-4128, or yagerl@gao,gov 


Stsff ^ addition to the individual named above, Christine Broderick, Assistant 

Director, Nina Pfeiffei^ Jasminee Persaud; and Wendy Ho made significant 
AcknOWlGdg]Tl 6 ritS contributions to this report. Martin De Alteiiis, Kelly Baumgartner, Karen 

Desms, Etana Finkler, Ernie Jackson, Patrick Hickey, and Terry 
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GAO’s Mission 


Obtaining Copies of 
GAO Reports and 
Testimony 

Order by Mail or Phone 


The Government AccountabUily Office, the audit, evaluation and 
investigative arm of Congress, exists to support Congress in meeting its 
constitutional responsibilities and to help improve the performance and 
accountability of the federal government for the American people. GAO 
examines the use of public funds; evaluates federal programs and policies; 
and provide analyses, recommendations, and other assistance to help 
Congress make informed oversight, policy, and funding decisions. GAO’s 
commitment to good government is reflected in its core values of 
accountability, integrity, and reliability. 

The fastest and easiest way to obtain copies of GAO documents at no cost 
is through GAO’s Web site (www.gao.gov). Each weekday, GAO posts 
newly released reports, testimony, and correspondence on its Web site. To 
have GAO e-mail you a list of newly posted products every afternoon, go 
to www.gao.gov and select “Subscribe to Updates." 

The first copy of each printed report is free. Additional copies are $2 e^h. 
A check or money order should be made out to the Superintendent of 
Documents. GAO also accepts VISA and Mastercard. Orders for 100 or 
more copies mailed to a single address are discounted 25 percent. Orders 
should be sent to: 

U.S. Government Account^ility Office 
441 G Street NW, Room LM 
Washington, D.C. 20548 

To order by Phone: Voice: (202)512-6000 
TDD: (202) 512-2537 

Fax: (202)612-6061 


To Report Fraud, 
Waste, and Abuse in 
Federal Programs 

Congressional 

Relations 

Public Affairs 


Web site: www.gao.gov/fraudnet/fraudnet.htm 
E-mail: fraudnet@gao.gov 

Automated answering system: (800) 424-5454 or (202) 512-7470 

Gloria Jarmon, Managing Director, JarmonG@gao.gov (202) 512-4400 
U.S. Government Accountability Office, 441 G Street NW, Room 7125 
Washington, D.C. 20548 

Paul Anderson, Managing Director, AndersonPl@gao.gov (202) 512-4800 
U.S. Government Accountability Office, 441 G Street NW, Room 7149 
Washington, D.C. 20548 
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Testimony of 
Chris Israel 

U.S. COORDINATOR FOR INTERNATIONAL INTFXLECTIIAL PROPERTY ENFORCEMENT 

BEFORE THE 

Senate Committee on the judiciary 

“EXAMINING u.S. Government enforcement of Intellectual property rights” 

November 7, 2007 

Chairman Leahy, Ranking Member Specter and members of the Committee, I am pleased to join you 
today to discuss the U.S. Government’s intellectual property enforcement coordination efforts. 

1 want to thank this Committee for its continued support and leadership on issues concerning the 
protection intellectual property. I look forward to the opportunity to work together to ensure that the heart 
of America’s innovation economy, its intellectual property, is effectively protected around the world. 

Combating piracy and counterfeiting is a top priority for the Bush Administration. This prioritization is 
evident in the leadership shown by President Bush. He has consistently raised IP enforcement with 
foreign leaders, placed the issue on the agenda of the G8, the US-EU Summit and the Security and 
Prosperity Partnership with Canada and Mexico. He has also discussed our ongoing concerns with 
leaders of critical markets such as China, Russia and India. He has directed his Administration to address 
this issue actively, aggressively and with a resulls-oriented approach. 

We are leveraging the capabilities and resources of the United States to promote effective, global 
enforcement of intellectual property rights. Under the leadership of the White House, my office works to 
coordinate the international IP enforcement efforts of the Office of the U.S. Trade Representative, the 
Department of Commerce - which includes the U.S. Patent and Trademark Office and the International 
Trade Administration; the Department of Homeland Security - which includes Customs and Border 
Protection and Immigration and Customs Enforcement; the Department of Justice - including the FBI; 
and the State Department, among others. Our combined efforts are extensive, and this allows us to bring 
even greater focus, energy and prioritization to our IPR efforts. 

I appreciate the opportunity to discuss this leadership, to address the growing problem of counterfeiting 
and piracy around the world, and provide information regarding the Federal Government’s efforts to help 
protect American intellectual property and our industries. 

* ♦ * 

Leadership and Prioritization : 

The reasons for the Administration’s leadership on IP enforcement and for its prioritization are clear. 

First, few issues are as important to the current and future economic strength of the United States as our 
ability to create and protect intellectual property. U.S. IP industries account for over half of all U.S. 
exports. They represent 40% of our economic growth and employ 1 8 million Americans, who earn 40% 
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more than the average U.S. wage.' The 2006 Economic Report to the President states that IP accounts for 
over 1/3 of the market value of all publicly-traded U.S. corporations, an amount equal to almost half of 
our GDP." 

Even more, intellectual property is central to our competitiveness in today’s global economy. Last week, 
the World Economic Forum released its aimual Global Competitiveness Report, and this report has the 
U.S. in the top ranking. Two of the main reasons cited for this jump were our high level of intellectual 
property protection and strong innovation policy. Any theft of American intellectual property strikes at 
the heart of one of our greatest comparative advantages — our innovative capacity, so our ability to ensure 
a secure and reliable environment for intellectual property around the world is critical to the strength and 
continued expansion of the U.S. economy. 

Finally, the enforcement of intellectual property rights also carries great implications for the health and 
safety of consumers around the world. In recent months, we have experienced a rash of substandard 
imports, many of which were counterfeit goods. Also, the World Health Organization estimates that 10% 
of all pharmaceuticals available worldwide are counterfeit. The U.S. Federal Aviation Administration 
estimates that 2% of airline parts installed each year are counterfeit - or about 520,000 parts. We have 
seen counterfeit circuit breakers that overheat and explode, brake linings made of wood chips and 
cardboard, and counterfeit power cords. In the world of today’s sophisticated criminal IP operations, if a 
product can be easily counterfeited, has an immediate demand and provides a good profit margin, it will 
be copied. Consumer safety and product quality are concerns obviously not on the minds of global IP 
thieves. 

It is apparent that counterfeiting and piracy threaten our safety and our economic growth. And, our 
prosperity is secured by an economy which promotes and protects its innovative spirit. It is innovation — 
the imiovation of independent inventors, universities, creative artists, or small, medium and large 
corporations — that leads to new opportunities and greater prosperity. 

I truly believe the world is a much better place due to these efforts. We have delivered life-saving drugs 
and products that make people more productive. We have developed entirely new industries and set loose 
the imaginative power of entrepreneurs everywhere. We set trends and market best-of-class products to 
nearly every country in the world. 

A thriving, diversified and competitive economy must protect its intellectual property rights. Commerce 
Secretary Gutierrez has said that, “IP is what we do for a living in the U.S.” This Administration has 
been committed to creating a business and legal environment that encourages entrepreneurship and 
protection of intellectual property. 

We value our heritage of innovation and exploration - it is not only part of our history; it is the key to our 
future. This future — a future of innovation, exploration and growth that benefits the entire world — rests 
on a basic, inherent respect for intellectual property rights and a system that protects them. 


' Stephen E. Siwek, “Engines of Growth: Economic Contributions of the US Intellectual Property Industries,” 
Economists Inc. commissioned by NBC Universal, 2005 

" Council of Economic Advisers’ calculation based on “The Economic Value of Intellectual Property” by Shapiro 
and Hassett (USA for Innovation) and “Measuring Capital and Technology: An Expanded Framework,” 
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Strategy. Organization and Focus : 

As this Committee clearly understands, the problem of global piracy and counterfeiting confronts many 
industries, exists in many countries and demands continuous attention. With finite resources and 
seemingly infinite concerns, how we focus our efforts is crucial. We took on this challenge of defining 
priorities and focusing our resources in 2004 with the establishment of the Strategy for Targeting 
Organized Piracy (STOP!) initiative. STOP! rests on clear leadership that includes the White House and 
Cabinet officials. It has set out 5 primary goals that continue to define our efforts and provide a basis for 
broad internal coordination. 

The primary goals of the Strategy for Targeting Organized Piracy are: 

1 . Empower American innovators to better protect their rights at home and abroad. 

2. Increase efforts to seize counterfeit goods at our borders. 

3. Pursue criminal enterprises involved in piracy and counterfeiting. 

4. Work closely and creatively with U.S. Industry. 

5. Aggressively engage our trading partners to join our efforts. 

STOP! is the most comprehensive initiative ever advanced to fight global piracy where it starts, block 
bogus goods at America’s borders and help American businesses secure and enforce their rights around 
the world. STOP! has made significant progress, and we continue to build on this success. STOP! is an 
attempt to play offense in the global fight against piracy and counterfeiting. 

The message that we are delivering is: the United States takes the issue of IP enforcement very seriously, 
we are leveraging all of our resources to address it and we have high expectations of all of our global 
trading partners. 

I am happy to have the opportunity to provide an update on our progress under each of STOPI’s key 
goals. 

1. To help American innovators secure and enforce their rights across the globe, we have new 
federal services and assistance: 

We created a hotline (1 -866-999-HALT), which is staffed by specialized USPTO attorneys who counsel 
businesses on how to protect their intellectual property rights (IPR) and work with callers on how to best 
resolve problems. In cases where the individual or company has properly registered its rights, its issue 
can then be referred to a trade compliance team that will monitor their case and work to see what next 
steps can be taken. In FY 2007, the STOP! Hotline received over 1,700 calls. 

Our comprehensive website, Stopfakes.gov, provides information and guidance to rights holders on how 
to register and protect their IP in markets around the world and serves as a reference point for all U.S. 
Government IP enforcement activities. Stopfakes.gov has been recently updated to include even more 
information for U.S. rights-holders and has seen a dramatic surge in traffic - the number of visitors 
jumped from 44,000 in 2006 to 76,000 in 2007, a 75% increase. 

Stopfakes.gov provides downloadable “IP toolkits” to guide businesses through securing and enforcing 
their rights across the globe. These toolkits cover key trading partners such as China, Russia, India, 
Mexico, South Korea, Malaysia and Taiwan. Additionally, the Department of Commerce conducts a 
series of well-received “webinars” on protecting and enforcing intellectual property rights in China. 

We are continuing to expand our successful IP attache program in China and have positioned attaches in 
Brazil, Russia, India, Thailand and the Middle East. Having IP attaches stationed in these countries has 
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enhanced our ability to work with local government officials to improve IP laws and enforcement 
procedures in addition to assisting U.S. businesses to better understand the challenges of protecting and 
enforcing their IP in those markets. 

In 2006 the USPTO established the Global Intellectual Property Academy (GIPA) at their headquarters in 
Alexandria, VA to educate leaders from around the world on intellectual property issues. GIPA has 
brought foreign leaders to the U.S. to learn about IP issues from patent examination procedures to 
enforcement best practices. Since inception, GIPA has instructed more than 1,200 foreign officials. 

The USPTO has also been aggressive in reaching out to American businesses and innovators through a 
series of programs held in cities throughout the U.S. These “USPTO Road Shows” and “USPTO China 
Road Shows” meet an important need in reaching American companies, particularly small and medium- 
sized enterprises (SMEs). The Road Shows provide practical advice on IP which can help these 
companies protect themselves in a global marketplace which often does not respect their intellectual 
property. USPTO has conducted 26 road shows in the two and a half years, reaching approximately 3,500 
individuals. 

2. Next, we have increased our efforts to stop fake and counterfeit goods at America’s borders; 

The Department of Homeland Security (DHS), through the enforcement efforts of U.S. Customs and 
Border Protection (CBP) and U.S. Immigration and Customs Enforcement (ICE), is a key player in the 
STOP! Initiative, working to stop counterfeiting and pirating criminals from smuggling prohibited or IPR 
violative merchandise into the United States. At the mid-year point in fiscal year 2007, DHS had seized 
7,245 shipments of counterfeit and pirated goods valued at more than $ 1 1 0.2 million, increases of 22% 
and 1 4 1 % respectively over the mid-year point in FY2006. Since 2002 CBP has made over 50,000 
seizures of piratical and counterfeit goods. 

China was the top source of IPR seizures at mid-year FY 2007 with a domestic value of $89.2 million, 
accounting for 81% of the total value seized. Footwear was the top commodity seized at mid-year FY 
2007 with a domestic value of $39.7M, which accounted for 36% of the entire value of infnnging goods. 
Watches and parts, pharmaceuticals, footwear, and consumer electronics all had sigmTicant increases in 
domestic value at mid-year FY 2007 over mid-year FY 2006 values. 

CBP has implemented a new risk assessment model and technologies to cast a wider, tighter net on 
counterfeit and pirated goods and to stop these goods at our borders. CBP’s new risk assessment model 
uses several sources of data, including historical seizure information, to target high-risk cargo while 
facilitating the flow of legitimate goods. With post-entry verification (IPR audits), CBP added a new IPR 
enforcement tool to complement traditional physical examination of goods at the border. We are issuing 
penalties on imports of fakes uncovered during IPR audits and working with businesses to develop 
internal control systems to prevent imports of counterfeit and pirated goods. As a result of an audit of a 
technology company, CBP issued a penalty in excess of $4.3 million. CBP has issued more than $6 
million in total penalties for audit-related investigations. 

Additionally, CBP has developed an online recordation tool for rights holders to record their trademarks 
and copyrights with CBP. Recordation provides a higher level of protection for trademarks and 
copyrights and makes it easier for CBP to identify fake goods at our borders. CBP’s online recordation 
tool is linked to the U.S. Patent and Trademark Office’s website, as well as the Copyright Office’s 
website. To date, CBP has received 3,500 e-recordations from industry. 

We are working with our trading partners to share information and improve our capabilities to assess and 
anticipate risks. We are already seeing early results of this effort with the European Union. In 2005 
President Bush and then EU President Barroso committed to expand information sharing of customs data 
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and information. As we have shared data since this agreement, we have begun to see opportunities for 
potential joint seizures. 

The Department of Homeland Security’s Immigration and Customs Enforcement (ICE) and the 
Department of Justice’s Federal Bureau of Investigation (FBI), two of the lead investigative agencies in 
the fight against both domestic and international IP crime, work together through the ICE-led National 
IPR Center. The Center identifies and addresses developing IPR issues and trends and advances that 
information through outreach and training with foreign governments. Additionally, the FBI serves as the 
co-chair for Interpol’s IPR international training subcommittee, and in that role provides regular training 
to officials overseas on IP enforcement. 

The IPR Center’s responsibilities include: (1) coordinating the US Government domestic and 
international law enforcement activities involving IPR issues; (2) serving as a collection point for 
intelligence provided by private industry, as well as a channel for law enforcement to obtain cooperation 
from private industry (in specific law enforcement situations); (3) integrating domestic and international 
law enforcement intelligence with private industry information relating to IPR crime; (4) disseminating 
IPR intelligence for use in the appropriate investigative and tactical use; (5) developing enhanced 
investigative, intelligence and interdiction capabilities; (6) serving as a point of contact for all U.S. 
Government Agencies, the Administration, Congress and media outlets regarding IPR related issues. 

Between fiscal years 2002 and 2006, ICE agents arrested more than 700 individuals for IPR violations 
and dismantled several large scale criminal organizations that distributed counterfeit merchandise to 
nations around the globe. At the same time, ICE investigations into these networks has resulted in 449 
criminal indictments and 425 convictions. Together, ICE and CBP seized more than $750 million worth 
of counterfeit goods from fiscal year 1998 through fiscal year 2006. In fiscal year 2006 alone, ICE 
investigations resulted in 219 arrests, 134 indictments and 170 convictions In IP violations. 

The tools and relationships developed under STOP! have produced real results. For example, ICE special 
agents working in conjunction with the Chinese government and U.S. industry conducted the first ever 
joint US-Chinese enforcement action on the Chinese mainland and disrupted a network that distributed 
counterfeit motion pictures worldwide. More than 210,000 counterfeit DVDs were seized. Chinese 
authorities also destroyed three warehouses that were being used to store the counterfeit DVDs that would 
have been distributed worldwide. 

3. Law enforcement must play a leading roie in dismantling criminal enterprises that steal 
intellectual property: 

U.S. law enforcement agencies are also working closely with industry to gather infonnation, develop 
cases and bring convictions against the criminzUs who steal their IP. We need to be as sophisticated and 
creative as the criminals. It is important that government and industry work together with coordinated 
efforts. 

The Department of Justice (DOJ) plays a key role in dismantling criminal enterprises that steal 
intellectual property, improving international enforcement efforts, and ensuring that there is a strong legal 
regime for the protection of IP throughout the world. To that end, as part of the STOP! Initiative, the 
Attorney General formed an Intellectual Property Task Force to examine how it could maximize its 
efforts to protect intellectual property rights. In October of 2004 the first Task Force Report was released, 
and it included a comprehensive set of recommendations on steps that the Department of Justice could 
take to better protect IP. U.S. law enforcement agencies, die Justice Department in particular, have 
achieved significant results as discussed below. A subsequent report, released in June of 2006, 
announced implementation or ongoing implementation of 31 separate recommendations to improve the 
Department’s IP enforcement efforts. In addition, the Department is currently at the halfway point in a 
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two-year plan to increase the enforcement of IP laws in the United States and around the world. The plan 
consists of strategic objectives derived from goals set by the Intellectual Property Task Force. 

DOJ’s eiforts have already yielded substantial increases in Federal investigations and prosecutions of IP 
violations. Through the dedicated efforts of U.S. Attorney's Offices, the Criminal Division, and law 
enforcement across the country, the Department filed 217 intellectual property cases in FY 2007, 
representing a 7% increase over the number of cases charged in FY2006 (204), and a 33% increase over 
cases charged in FY2005 (169). Also in FY2007, 2S7 defendants were convicted and sentenced on IP 
chm'ges, representing a 35% increase over FY2006 (213) and a 92% increase over FY 2005 (149). 

The FY 2007 increase in prosecutions reflects a continuing upward trend at the Department of Justice. 

For example, in FY 2006, federal prosecutors convicted 187 defendants of criminal copyright and 
trademark offenses alone - an increase of 57% over the previous year. And in the year before that (FY 
2005), the Department of Justice prosecuted twice the number of defendants for intellectual property 
violations than it had in 2004. 

ICE also plays a key role in investigative law enforcement activities. ICE is not only active in seizing and 
forfeiting violative merchandise, both at the border and within the interior of the country. ICE also 
actively identifies, investigates and dismantles large scale international IPR. violative manufacturing, 
smuggling, and trafficking organizations. ICE’s efforts substantially reduce the amount of violative 
merchandise being smuggled into the U.S. For instance, ICE utilizes its unique tools and authorities to 
coordinate with private industry and domestic and international law enforcement partners to investigate 
violator; seize and forfeit violative merchandise; pursue civil and criminal monetary penalties; and, most 
significantly, pursue criminal prosecution. ICE has also created specialized groups of agents who 
investigate IPR crimes on a full time basis. ICE has a substantial network of attaches around the world 
who facilitate transnational IPR smuggling investigations and cooperation with foreign governments. 

Improving International Law Enforcement 

The Justice Department recently deployed an IP law enforcement coordinator (IPLEC) for Asia, who is 
stationed in Bangkok, Thailand. This individual is working closely with prosecutors in the Department’s 
Computer Crimes and Intellectual Property Section (CCIPS) and Office of International Affairs to 
oversee IP law enforcement training and assist U.S.-based enforcement efforts in the region. 

In October 2007 DOJ hosted — along with the Association of Southeast Asian Nations (ASEAN), USPTO, 
and the State Department — a regional conference in Bangkok of approximately 60 key law enforcement 
officials from over a dozen nations in Asia, with the aim of developing an international network targeting 
large-scale intellectual property crimes. High-level police and customs officials and prosecutors from the 
United States, China, Australia, Brunei, Cambodia, Indonesia, Japan, Laos, Philippines, Singapore, South 
Korea, Thailand and Vietnam took part in the conference, taking first steps toward increasing cross- 
border cooperation in the fight against intellectual property theft through the establishment of an IP 
Crimes Enforcement Network (IPCEN). 

Based upon the input and positive response of the participants, the IPCEN will serve two primary 
functions in the ftiture. First, it will operate as a forum to exchange successful investigation and 
prosecution strategies in combating piracy and counterfeiting crimes. In closed sessions during the 
conference, panels of law enforcement experts shared best practices and lessons learned in addressing 
retail counterfeiting and piracy, the mass production and distribution of counterfeit goods. Internet-based 
intellectual property theft, and border enforcement. Second, the IPCEN will strengthen communication 
channels to promote coordinated, multinational prosecutions of the most serious offenders. 
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In addition, DOJ has executed agreements to implement obligations of the US/EU Mutual Legal 
Assistance and Extradition Agreements. Once they enter into force, these agreements will ensure 
cooperation regarding intellectual property crimes with Austria, Belgium, Bulgaria, Cyprus, Czech 
Republic, Denmark, Estonia, Finland, France, Germany, Greece, Hungary, Ireland, Italy, Latvia, 
Lithuania, Luxembourg, Malta, Netherlands, Poland, Portugal, Romania, Slovakia, Slovenia, Spain, 
Sweden, and the United Kingdom. 

Bilateral discussions with China on criminal IP enforcement launched in 2006 have led to the 
establishment of a bilateral law enforcement experts group on IP - the IP Criminal Enforcement Working 
Group (“IPCEWG”) - under the auspices of the U.S.-China Joint Liaison Group, which is co-chaired by 
the Department of Justice and China’s Ministry of Public Service (“MPS”). Dedicated to improving the 
operational cooperation and coordination in joint cross-border investigations, the IPCEWG has already 
yielded encouraging results: this past summer, the U.S. and China announced ‘Operation Summer 
Solstice,’ a joint investigation by the FBI and MPS in which both sides worked closely by sharing 
information to jointly investigate multinational conspiracies by criminal syndicates that manufacture and 
distribute counterfeit software products around the world. This unprecedented cooperative effort led to 
the arrest of 25 individuals in China, the search of multiple residential and business locations, the seizure 
of more than 290,000 counterfeit software CDs and COAs (Certificates of Authenticity) valued at more 
than $500 million. 

We are also working closely with other member countries in a G8 IP Experts working group, and will 
soon be proposing and pursuing specific IP enforcement projects in the G8 Lyon-Roma Group on Crime 
and Terrorism. 

Strengthening Laws 

The Bush Administration is working with Congress to strengthen laws and penalties related to intellectual 
property rights enforcement, including the: 

• Stop Counterfeiting in Manufactured Goods Act, HR. 32 (March 2006) 

o Prohibits the trafficking of counterfeit labels, emblems, containers or similar labeling 
components that may be used to facilitate counterfeiting; provides for forfeiture of 
articles bearing or consisting of a counterfeit mark and proceeds of any property derived 
from proceeds of, or used in the commission of, a violation; expands the definition of 
''trafFicking” for certain counterfeiting crimes and clarifying that trafficking in counterfeit 
goods or labels includes possession with intent to traffic in such items. 

• Family Entertainment and Copyright Act, S. 167 (April 2005) 

o Outlaws cam-cording in movie theaters and provides a new 3-year felony for the 
distribution of a pre-release work by making it available on a publicly-accessible 
computer network. Recognizes the premium value of copyrighted works before they are 
released to the public. 

• Anti-Counterfeiting Amendments of 2004, H.R. 3632 (December 2005) 

o Allows law enforcement officials to seize material and equipment used to make 
counterfeit products and labels. 

• Intellectual Property Protection Act of 2007 

o The Department of Justice transmitted to Congress the Administration’s proposed 
legislation entitled the “Intellectual Property Protection Act of 2007,” a comprehensive 
reform package that would toughen penalties for intellectual property crimes, expand 
criminal intellectual property protections, and add investigative tools for criminal and 
civil intellectual property rights enforcement. 
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4. Working closely and creatively with U.S. industry: 

We are conducting extensive outreach with U.S. industry and trade associations and want to hear their 
stories. Companies need to be aggressive advocates of their own IP. They are our eyes and ears on the 
ground and know better than anyone how inadequate IP enforcement affects their bottom lines. We will 
continue to work together to find solutions and lead enforcement efforts. 

We continue to work with domestic and international trade associations such as the American Bar 
Association, American Chamber of Commerce in China, Business Softwsu-e Alliance, Entertainment 
Software Association, International Chamber of Commerce, International Intellectual Property Alliance, 
International Federation of Phonographic Industries, Motion Picture Association, National Association of 
Manufacturers, The Pharmaceutical Research and Manufacturers of America, Quality Brands Protection 
Committee, The Recording Industry Association of America, U.S. Chamber of Commerce and the U.S.- 
China Business Council, to name just a few. 

Working with companies vulnerable to IP violations, we help them improve their business practices by 
conducting post-entry verifications (IPR audits). U.S. Customs and Border Protection (CBP) uses the 
post-entty verifications of importing companies to detect discrepancies and systemic weaknesses in the 
area of IPR protection. We then work with audited companies to devise solutions and remedies for 
deficient and vulnerable areas. 

Immigration and Customs Enforcement (ICE) also actively engages industry to improve their law 
enforcement efforts. ICE has developed IP rightsholdcrs’ investigative teams who work solely on IP 
cases. ICE routinely shares information and works together on a variety of law enforcement activities 
with industry. 

Additionally, we work closely with the Coalition Against Counterfeiting and Piracy (CACP), a U.S. 
Chamber of Commerce and National Association of Manufacturers led association with over 380 member 
companies ^d associations. 

Through our work with the CACP and its members, as well as other industry IP experts, companies, and 
associations, we have included their insight and expertise into initiatives and working groups which we 
convene with our partnering nations. Our partnership with the private sector has enabled us to develop 
important goals to combat IP crimes, and helped to launch successful initiatives such as specialized 
training programs, legal advisory assistance for small and medium-sized enterprises (SMEs), and public 
awareness campaigns. 

We have also partnered with the CACP to host our “IP Roadshows” around the country. This year we 
partnered with CACP on seven roadshows to teach SMEs how to secure and protect their rights and 
where to turn for federal resources and assistance, and are currently working to continue these programs 
next year. 

5. Promoting International Engagement: 

The last element of the STOP! Initiative is the work we are doing to engage our trading partners in the 
fight against counterfeiting and piracy. The U.S. has m established position of clear global leadership on 
IP enforcement. We work with nearly every country and within multiple international organizations to 
develop strong laws, policies and enforcement practices. We continue to face daunting challenges around 
the world, but our efforts have provided notable progress and led to some innovative approaches: 

ACTA: On October 23, 2007 U.S. Trade Representative Ambassador Susan Schwab launched efforts to 
begin negotiations on an Anti-Counterfeiting Trade Agreement (ACTA). ACTA will be a landmark 
agreement for nations who take theft of IP seriously. The agreement will bring together a group of 

Office of the U.S. Coordinator for International Intellectual Property Enforcement 
8 


VerDate Nov 24 2008 


14:46 Apr 07, 2009 Jkt 048142 


PO 00000 Frm 00124 Fmt 6633 


Sfmt 6633 S:\GPO\HEARINGS\48142.TXT SJUD1 


PsN: CMORC 



121 


countries who recognize the importance of IP and are dedicated to protecting the works of innovators and 
entrepreneurs. Our initial partners in this Agreement are the European Union, Japan, Korea, Mexico, 
Canada, New Zealand and Switzerland. 

G8: At the 2005 G8 Summit, President Bush secured an agreement from his fellow leaders to focus on IP 
enforcement. In 2007 the G8 reached consensus on working together to improve customs and border 
enforcement cooperation, cooperation on combating serious and organized IPR crime, and better 
coordination on technical assistance to developing countries. The U.S. Government, led by the State 
Department, is working to focus work within the G8 on technical assistance pilot plans for developing 
countries, new results-oriented (business to biainess) collaborative approaches to promote and protect 
innovation and better border enforcement, especially against hazardous counterfeit goods. 

In addition, the Department of Justice led an initiative within the G8 Lyon-Roma Anti-Crime and 
Terrorism Group to develop a framework for cooperation on intellectual property crime investigations, 
“Principles and Recommendations for Cooperative Investigation and Prosecution of Serious and 
Organized Intellectual Property Rights Crime,” which set forth a foundation for future cooperation on 
criminal IP enforcement among the G8 members. In June 2007 the G8 Leaders endorsed the Principles 
and Recommendations at their annual Summit in Munich, Germany. 

US~EU IP EnforcemeDt Action Strategy: In January 2006 we met with European Union officials at the 
White House to design a new joint effort to address global piracy and counterfeiting. In June 2006 
President Bush, along with his E.U. counterparts, announced the U.S.-EU I P Enforcement Action 
Strategy. We are breaking new ground and have begun to expand our cooperation with the EU: key areas 
for work include third-country and multilateral cooperation, technical customs cooperation, and 
partnerships with industry on public awareness, training and enforcement. 

In the most recent meeting of the IP Working Group in September, CBP and EU customs officials shared 
IPR best practices and enforcement information. The Department of Commerce is working with the 
Commission’s Enterprise Directorate to develop programs to promote the protection of IPR through 
public awareness efforts, trade fair cooperation, and small business education. The first half of 2008 will 
see joint efforts at trade fairs in Europe and China. The Office of the U.S. Trade Representative 
successfully continues to build on and expand its cooperation with the European Commission, through 
coordinated messaging and information exchange, to improve IPR enforcement in third countries. 

SPP: The Administration has also launched a cooperative effort under the Security and Prosperity 
Partnership (SPP) with Canada and Mexico to develop a strategy for combating piracy and counterfeiting 
throughout North America. Work is underway through a trilateral task force and efforts are focusing on 
enhancing detection and deterrence of counterfeiting and piracy and expanding public awareness of the 
need to protect and enforce intellectual property rights. We have developed an Intellectual Property 
Rights Action Plan, which leaders announced at the SPP Summit in Montebello, Canada in August 2007. 
The Action Plan constitutes a strategy for governments and the private sector to combat piracy and 
counterfeiting in North America. Canada, Mexico, and the United States have agreed to take action in 
three areas: detect and deter trade in counterfeit and pirated goods, increasing consumer awareness of the 
adverse effects of counterfeiting and piracy, and measuring the depth and scope of counterfeiting and 
piracy. The group’s efforts involve not only cooperation among the governments, but between the 
governments and our private sectoR as well. Projects in progress include joint public awareness efforts, 
sharing of border enforcement best practices, and joint law enforcement training programs. 

APEC: Through U.S. efforts, the Asian Pacific Economic Cooperation (APEC) endorsed the Anti- 
Counterfeiting and Piracy Initiative which paved the way for the adoption of a number of U.S. led 
proposals. These initiatives include five Model Guidelines on reducing trade in counterfeit and pirated 
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goods, protecting against unauthorized copies, preventing the sale of counterfeit goods over the Internet, 
raising public awareness on IPR protection and enforcement and securing supply chains; drafting a paper 
on innovative techniques for IPR border enforcement; and making statements by leaders and ministers on 
the need for APEC economies to do more in addressing markets that sell counterfeit and pirated goods 
and in combating signal theft. The Department of Commerce is working to foster growth and 
development of Small and Medium Enterprises throughout APEC by providing education and capacity 
building on IP and by identifying best practices on IPR for SMEs among the APEC members by creating, 
distributing, and collecting an IPR Checklist from 18 of the 21 APEC economies. Each IPR checklist 
contains information on IPR measures in each economy that specifically affect SMEs. The checklists are 
designed to increase SME’s market access in other APEC members’ markets. The checklists have been 
compiled and are available at the APEC website 

FTAs: Constant, high-level engagement to improve enforcement of IPR has been a vital part of U.S. 
trade policy for many years. The importance of intellectual property enforcement is reflected, for 
example, in the provisions of U.S. trade agreements and in the Administration’s utilization of the “Special 
301’’ provisions of U.S. trade law. The Bush Administration makes IP enforcement a priority when 
negotiating new free trade agreements. Our free trade agreements provide cutting-edge protection for IP 
with strong rules to combat counterfeiting and piracy. 

For example, as a result of the United States-Australia FTA, Australia strengthened its laws to combat 
internet piracy and signal piracy. As a result of the United States-Singapore FTA, Singapore amended its 
Copyright Act to criminalize the installation and use of pirated software and then used that law to 
criminally prosecute an end-user for the first time. If the United States-South Korea FTA is approved and 
goes into effect, South Korea will be obligated to change its laws to provide greater authority to its police 
and customs authorities, to outlaw the recording of movies playing in theaters (“movie cam-cording’’), 
and to increase its focus on fighting book piracy. 

Training and Capacity Building : The U.S. has conducted several hundred IP training and capacity 
building programs around the world to improve criminal and civil IPR protection. As previously 
mentioned, the growth of USPTO’s Global Intellectual Property Academy has dramatically increased the 
effectiveness of the U.S. Government’s training and capacity building programs. Also, agencies 
throughout the federal government — from USPTO and the State Department to CBP and ICE — regularly 
send senior officials around the world to collaboratively train government officials in foreign countries. 

Additionally, the U.S. Government and the World Intellectual Property Organization (WIPO) are 
developing a technical assistance pilot plan to combat trade in counterfeit and pirated goods and to 
strengthen IP enforcement in Indonesia and will be reaching out to other G8 members to support it with 
joint or complementary actions. Other G8 members volunteered to coordinate pilot plans in South Africa 
and the Tri-Border Region of South America. W e are also working through the G8, as well as other 
bilateral and multilateral mechanisms, to help developing countries establish effective institutions to 
protect and promote innovation, including strengthening customs and law enforcement; ensuring legal 
production of safe and effective medicines, foods, and consumer products; and improving critical 
government IP functions. 

Highlights of our Training and Capacity Building Programs : 

• Brazil - Since 2001, the U.S. government has sponsored 15 IP-related programs involving 
Brazilian government officials, nearly half of which took place in Brazil. 

• Russia - Since 2001 , the U.S. government has conducted well over 15 training and capacity 
building programs involving Russian government officials. 
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• India - The U.S. government has conducted over 20 !P training and capacity building programs 
with Indian officials and we continue to conduct conferences to train Indian academics and 
officials on IP enforcement and WTO TRIPS obligations. 

• China - Since 2001, the U.S. government has conducted well over 50 training programs involving 
Chinese government officials. 

Addressing Bilateral IP Enforcement Issues : 

We clearly face IP enforcement challenges in a number of critical markets around the world. These 
challenges demand that we fully utilize the trade tools at our disposal, engage in high-level dialogue, 
develop targeted enforcement activities and collaborate extensively with industry: 

China; The U.S. government is working on many fronts to engage China on IPR concerns. 

First, and most prominently, we are making effective use of all of our trade tools. In April of 2007, U.S. 
Trade Representative Schwab announced the Administration had made two requests before the WTO for 
dispute settlement consultations with China; one over deficiencies in the Chinese legal regime for 
enforcing copyrights and trademarks on a wide range of products. The request focuses on provisions of 
Chinese law that create a substantial “safe harbor” for distributors or sellers of pirated and counterfeit 
products in China. The U.S. IP enforcement consultation request also focuses on the rules for disposal of 
infringing goods seized by Chinese customs. The third IP enforcement issue concerns Chinese copyright 
law’s apparent denial of copyright protection for works poised to enter the market but awaiting Chinese 
censorship approval. In the same vein, we have discussed with China in detail the harm to U.S. industries, 
authors and artists who produce books, journals, movies, videos, and music caused by limiting the 
importation of these products to Chinese state-owned entities, and the problems caused by Chinese laws 
that hobble the distribution of foreign home entertainment products and publications within China. These 
products are favorite targets for IP criminals, and the legal obstacles standing between these legitimate 
products and the consumers in China give IP criminals the upper hand in the Chinese market. 

A WTO panel has been established for the IPR Case, and USTR is requesting a WTO dispute resolution 
panel for the Market Access Case. Both WTO disputes will be moving forward toward resolution in the 
coming months. 

Second, we seek to work collaboratively with the Chinese through the U.S.-China Joint Commission on 
Commerce and Trade (JCCT) and the Strategic Economic Dialogue (SED) to secure bilateral IP 
commitments. In the last two years within JCCT, we negotiated a comprehensive set of conunitments 
from the Chinese government to reduce counterfeiting and piracy. These include; increasing criminal IP 
prosecutions and customs enforcement; using only legal software in government offices and enterprises; 
shutting down illegal consumer markets in China; and joining the World Intellectual Property 
Organization Internet Treaties. As a result of a JCCT commitment, the Chinese government has mandated 
that all imported personal computers have legal operating software pre-installed. 

At the May 2007 meeting of the SED, CBP worked with the Chinese and signed a Memorandum of 
Cooperation (MOC) witti China Customs to strengthen enforcement against exports in China that may 
contain IPR infringing goods. This landmark agreement provides for the exchange of nominal 
information relating to IPR seizures in both countries with the requirement that specific actions be taken 
against entities involved in IPR violations in each country. The MOC also calls for the sharing of both 
seizure information and best practices related to IPR enforcement between CBP and China. 

Since the MOC was signed with China, CBP has accomplished two of its goals already; (1) they have 
already conducted two training trips to China this year and a third is planned for the near future; and (2) 
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CBP has also provided information they collected to from seizures in U.S. ports to their Chinese 
counterparts for action and should be receiving an update from them. 

In the months following our announcement of the WTO cases, the Chinese have backed away from 
previous commitments to engage in discussions regarding IP enforcement within the context of the JCCT 
and SED. In addition, we have seen less day-to-day collaboration with the Chinese Government on IP 
matters that is led by U.S. officials based in China. 

We find this development to be disappointing and challenging, however we continue to seek effective 
ways to address our specific IP concerns with China and do recognize that they have made progress in 
certain areas. 

One encouraging area of progress to note are the efforts between U.S. law enforcement and their Chinese 
counterparts to establish greater cooperation and coordination on joint criminal investigations and 
prosecutions. 

In March 2007, the Justice Department’s Criminal Division hosted and chaired the inaugural meeting of 
the Intellectual Property Criminal Enforcement Working Group (“IPCEWG”) of the U.S.-China Joint 
Liaison Group for Law Enforcement Cooperation (“JLG”), which included 1 5 Chinese law enforcement 
officials and the Ministry of Public Security’s (“MPS”) Vice Director General of the Economic Crimes 
Investigation Department, as well as officials from the FBI and U.S. Immigration and Customs 
Enforcement. The IPCEWG focuses on the development of more U.S. -China Joint operations to combat 
transnational IP crime, in particular crimes committed by organized criminal groups and crimes that 
threaten public health and safety. The Department’s leadership on the IPCEWG is already yielding 
unprecedented results, as mentioned previously with Operation Summer Solstice 

And finally, we work actively with the private sector to address their concerns and learn from their 
experience. We are expanding the tools and remedies that we offer industry - from recording their 
trademarks with U.S. Customs and Border Protection, to educating small businesses and referring specific 
infringement cases to Chinese officials. In addition, they are critical advocates for progress in China as 
active participants in that market. 

Ambassador Clark T. Randt, Jr. at our Embassy in Beijing holds an annual IPR Roundtable which brings 
together senior U.S. and Chinese officials and U.S. business representatives. The Roundtable gives U.S. 
rights holders the opportunity to discuss the problems they are facing and find the solutions that they 
need. At the most recent Roundtable, hosted by Ambassador Randt on October 23-24, a number of U.S. 
industries provided specific recommendations for action the U.S. Embassy’s IPR team can take to address 
ongoing IPR concerns in China. 

Our Embassy and Consulate officers on the ground are a valuable asset for U.S. companies. They play a 
critical role as IPR “first responders” helping U.S. businesses resolve cases when their rights are violated. 

Russia: The U.S. is working with Russia to strengthen IP protection and enforcement. Russia is 
experiencing high rates of piracy. According to USTR’s Special 301 Report, poor enforcement of IPR in 
Russia is a pervasive problem. The report notes that prosecution and adjudication of IP cases remains 
sporadic and inadequate in Russia; there is a lack of transparency and a fiiilure to impose deterrent 
penalties. Russia’s customs administration also needs to significantly strengthen its enforcement efforts. 
However, Russian authorities have initiated some enforcement actions in 2006, which included raids on 
some optical disc production facilities and investigation of Internet sites. 
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Our Bilateral Market Access Agreement with Russia, concluded in November 2006, includes a letter 
setting out important commitments that will strengthen IPR protection and enforcement in Russia. Under 
the terms of the agreement, Russia will take action to address piracy and counterfeiting and further 
improve its laws on IPR protection and enforcement The agreement sets the stage for further progress on 
IP issues in ongoing multilateral negotiations concerning Russia’s bid to enter the WTO. This year’s 
Special 301 Report also continues heightened scrutiny of Russia by maintaining Russia on the Priority 
Watch List and announcing plans for an Out-of-Cycle Review. 

Also, the work of the U.S. -Russia IP Working Group remains a high priority, as the United States — 
through USTR — and Russia work to address a number of IPR-related issues and steps that need to be 
taken. 

India; In March 2006, during President Bush’s visit to India, a joint statement was released stating that 
the U.S. and India would work together to promote innovation, creativity and technological advancement 
by providing a vibrant IP regime, and to cooperate in the field of intellectual property rights to include 
capacity building activities, human resource development and public awareness programs. 

I have led two inter-agency delegations to India to discuss issues of IP policy, enforcement and trade. 

Our delegations met with Indian government officials - at both the Central and State Government level; 
and engaged both American and Indian private-sector stakeholders, academics and legal practitioners to 
continue our efforts to promote increased trade and economic development through effective IP 
protection. While in India, we discussed a broad framework for engaging India on intellectual property 
and trade promotion. This plan revolves around three key areas, which include; bilateral cooperation, 
education and engaging both U.S. and Indian industry. Bilaterally, we are working with India on IP 
through our Trade Policy Forum, High Technology Cooperation Group and the Commercial Dialogue. 
With the placement of a U.S. Government IP Attache in New Delhi in 2006, we are continuing our 
capacity building and educational outreach efforts with the Indian Government and Industry. 

We remain concerned about inadequate IP protection and enforcement in India. We have urged 
India to improve its IPR regime by providing stronger protection for copyrights, trademarks, and 
patents, as well as protection against unfair commercial use for data generated to obtain 
marketing approval. We have encouraged India to implement the WlPO Internet Treaties, strengthen its 
copyright laws, and improve its IPR enforcement system, including by enacting and implementing an 
effective optical disc licensing scheme to combat optical disc piracy. Piracy of copyrighted works remains 
rampant in India. India’s criminal IPR enforcement regime remains weak, with improvements needed in 
the areas of expeditious judicial dispositions for copyright and trademark infringement, border 
enforcement against counterfeit and pirated goods, police action against pirates and counterfeiters, and 
imposition of deterrent sentences for IPR infringers. The United States has urged India to strengthen its 
IPR regime, and stands ready to work with India on these issues during the coming year. 

India has made some progress, and we are committed to continuing to work with India as they fine-tune 
their IP legal framework and develop an effective system to enforce intellectual property rights. 

The Importance of Coordination 

To better execute the key objectives laid out in the Administration’s STOP! initiative, we have revitalized 
an existing interagency body that Congress established in 1999 to coordinate IP enforcement, the National 
Intellectual Property Law Enforcement Coordination Council (NIPLECC). 

The Council is comprised of the Department of Justice (Assistant Attorney General of the Criminal 
Division), the Commerce Department (Under Secretary for Intellectual Property and Director of the 

Office of the U.S. Coordinator for International Intellectual Property Enforcement 
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Patent and Trademark Office and Under Secretary for International Trade), the Office of the U.S. Trade 
Representative (Deputy USTR), the Department of Homeland Security (Commissioner of Customs and 
Border Protection and Assistant Secretary for Immigration and Customs Enforcement) and the State 
Department (Under Secretary for Economic, Business and Agricultural Affairs). 

The Council has made a number of valuable contributions since its creation in 1999, including the 
development of a comprehensive database that includes all recent IP law enforce ment training provided 
by the U.S. government to developing and least developed nations as well as delivering legislative 
suggestions to improve national IP laws related to enforcement. 

We have also developed a new, internal performance survey to measure the U.S. Goverrunent’s progress 
on IP enforcement. My office leads in collecting data each quarter for the U.S. Government’s Quarterly 
Report on IP Enforcement, which we publish so that all stakeholders can be up to date on the work we are 
doing to protect IP. 

Our office also leads NIPLECC’s annual reporting process. In January of 2008, we will provide our 
Annual Report to the President and Congress on Intellectual Property Enforcement. Last year, we 
retooled NIPLECC’s annual report to include a broader view of the coordination that the Administration 
has brought to the U.S. Government’s IP enforcement efforts, and this year’s report will continue in this 
model, while showing many of the results of now two years of coordination under my office’s leadership. 

Since the creation of the Coordinator’s office in 2005, the Council has developed an Administration-wide 
communications strategy for U.S. government officials, especially Cabinet members. Working with the 
White House, we are leveraging opportunities for senior Administration officials to address IP 
enforcement and communicate similar themes. As part of this communications strategy, we have prepared 
background papers and developed the Bush Administration’s strategies for countries like China and India. 

As Coordinator, 1 have led inter-agency delegations to China, Russia, Mexico, India, and the European 
Union to discuss critical IP issues with my government counterparts overseas and with industry. 

With each initiative and project that the Council puts into motion, we are able to move the ball that much 
further for U.S. Industry, and we send a clear message to our trading partners and others that the Bush 
Administration considers the protection of intellectual property to be a top economic and international 
trade issue. 

As the Bush Administration continues its efforts, and in my role as the head of the Council, 1 look 
forward to working with this Committee to ensure that we maximize our current capabilities and expand 
our efforts, where necessary, to promote strong intellectual property rights protection for American 
businesses and entrepreneurs around the world. 


• ♦ ♦ * 

Members of the Committee, the Bush Administration is committed to stopping intellectual property theft 
and providing businesses the tools they need to flourish in the global economy. As I work to coordinate 
the U.S. government’s intellectual property enforcement, trade and education efforts and with your 
continued support and the partnership of this Committee, we will be able to do even more to provide 
American businesses and innovators with the protection they need. America’s intellectual property is 
important not just for her national security, but it is also a critical component in ensuring continued U.S. 
economic growth and technological leadership. We must take advantage of the opportunity to work 
together to better protect the knowledge industries of today so that we may continue to see the 
innovations of tomorrow. Thank you very much. 

Office of the U.S. Coordinator for International Intellectual Property Enforcement 
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United States Senate Commidee on the Judiciary 

E xam ining U.S. Government Enforcement of Intellectu al P r o perty Riiqihts 

November 7, 2007 


The Honorable Pabick Leahy 

United States Senator , Vermont 


Statement of Senator Patrick Leahy 

Chairman, Senate Judiciaiy Committee 

Hearing chi “Examining U.S. Government Enforcement of 

Intellectual Property Rights” 

November 7, 2007 

Intellectual property - copyrighted works, trademarked goods, and patented inventions - fuels the engine that 
drives the U.S. economy. Intellectual property reportedly accounts for 40% of our nation’s exports. Just as 
importantly, we consume IP voraciously here at home. IP is the medicine that cures us, the movies that thrill 
us, the music that inspires us, the software that empowers us, the technology that aids us. ft is everywhere in 
our lives, and It is evermore important in our economy. 

Unfortunately, the piracy and counterfeiting of intellectual property has reached unprecedented levels. 
Copyright infringement alone costs the U.S. economy at least $200 billion and approximately 750,000 jobs 
each year. Such theft is unacceptable, but counterfeiting goods not only infringe IP rights, they can endanger 
our health and safety. Fake drugs that look just like the real thing, tainted infant formula sold to unsuspecting 
parents, electrical appliances with shoddy insulation, automobile parts that fail under stress - such counterfeit 
goods are proliferating, and are often difficult to distinguish from their real, and safe, counterparts. 

I have worked for years both to strengthen our existing laws and to give our law enforcement agents the 
necessary tools to combat infringement. In the last Congress, we passed the Stop Counterfeiting in 
Manufactured Goods Act, which expanded the prohibition on trafficking in counterfeit goods to include 
trafficking in labels or similar packaging with Imowledge that a counterfeit mark had been applied to those 
goods. I have regularly authored amendments to the State Department’s appropriations bill to provide 
millions to the Department in order to send staff overseas to specifically combat piracy in countries that are 
not members of the Organization for Economic Co-Operation and Development, or OECD. Just this morning, 
I reintroduced, with my Judiciary Committee colleague Senator Comyn, the PIRATE Act. This legislation is 
a simple bill that would give the Department of Justice the authority to prosecute copyright violations as civil 
wrongs. The PIRATE Act has passed the Senate on three separate occasions; this should be the Congress in 
which it becomes law. 

In the current Congress, there are a number of other bills designed to combat intellectual property 
infringement. Senator Bayh, who has joined us here today, introduced a bill focused on interagency 
coordination on intellectual property. Senator Biden recently introduced omnibus crime legislation that 
includes many provisions suggested by the Department of Justice. No doubt others will join the effort, as we 
get the legislative conversaticwn started on the critical isaje of law enforcement in the realm of intellectual 
property. 

This issue is too important to be addressed piecemeal. In order to effect the greatest change, we must examine 
enforcement efforts from the top down. Helping us do so is our second panel today. I look forward to hearing 
from these distinguished government officials about the current state of enforcement, and what needs to be 
improved to protect our creators and innovators, as well as our economy. 

##### 
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Testimony of 
Chris Moore 

Deputy Assistant Secretary for Trade Policy and Programs 
Bureau of Economic, Energy and Business Affairs 
U.S. Department of State 

before the 

Senate Committee on the Judiciary 

“EXAMINING U.S. GOVERNMENT ENFORCEMENT OF INTELLECTUAL 
PROPERTY RIGHTS” 

November 7, 2007 


Chairman Leahy, Ranking Member Specter and Members of the Committee, thank you 
for this opportunity to discuss the State Department’s work to combat counterfeiting and piracy 
and enforce intellectual property rights (IPR) around the world. I value the leadership you and 
many others in Congress have demonstrated on this critical issue for American businesses and 
workers. 

Meeting the Global Enforcement Challenge 

A strong intellectual property rights regime - one where copyrights, trademarks, patents, 
and other forms of intellectual property are protected by law, effectively managed and vigorously 
enforced - has proven essential to driving economic progress in the United States and to making 
our nation one of the most innovative and competitive on earth. Intellectual property rights 
provide vital incentives to invest in breakthroughs in science, engineering, and the arts. They 
ensure knowledge-based firms and their workers are rewarded for their unique creativity and 
achievements. 

The United States has been instrumental in building a robust worldwide legal 
infrastructure for innovation and creativity - bringing the strong intellectual property protections 
we enjoy at home to more than 1 50 economies around the world through the WTO Agreement 
on Trade- Related Aspects of Intellectual Property Rights (TRIPS). That Agreement harnessed 
and harvested rules negotiated in a number of intellectual property treaties - clarifying and 
improving them where necessary and making them subject to binding dispute settlement. 

This Administration has built on the strong legal protections in the WTO by including 
groundbreaking IPR provisions that improve on the TRIPS foundation in a dozen free trade 
agreements reached with 17 countries since 2001. Through negotiation of a new Anti- 
Counterfeiting Trade Agreement (ACTA), announced by U.S. Trade Representative Susan 
Schwab last month, we will bring improvements on TRIPS to a group of our trading partners 
with the goal of setting a higher benchmark for intellectual property enforcement, strengthening 
international cooperation, and improving enforcement practices. 
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America’s trade agreements provide vital tools in our efforts to combat counterfeiting and 
piracy, and the Administration has made the full implementation and effective enforcement of 
the intellectual property protections in these agreements a top priority. For example, as a result 
of the United States-Australia FTA, Australia has strengthened its laws to combat internet piracy 
and signal piracy. As a result of the United States-Singapore FTA, Singapore passed a law to 
criminalize end user piracy of software and then used that law to criminally prosecute software 
pirates for the first time. 

We have also achieved results through bilateral engagement with key countries. For 
example, through the United States-China Joint Commission on Commerce and Trade (JCCT), 
the Chinese government has agreed to mandate all imported personal computers have pre- 
installed legal operating software. We have been successful in committing Canada to introduce 
new copyright protection legislation, and to improve enforcement of its law criminalizing 
camcording in theatres. Early indications are that the new June 2007 camcording law has been 
successful in curbing camcording on a commercial level. 

Recognizing the significant systemic challenge posed by the large and growing global 
trade in counterfeit and pirated goods - especially those faced by America’s small and medium- 
sized businesses - this Administration has also further strengthened coordination among the full 
range of federal agencies engaged in intellectual property enforcement and brought new tools 
and partnerships to our work in this critical area. Through the Strategy Targeting Organized 
Piracy (STOP!) Initiative, announced in October 2004, federal agencies have helped small 
businesses secure and enforce their intellectual property rights at home and abroad, increased 
seizures of fake goods at our borders, worked closely with Congress to update and modernize 
U.S. intellectual property statutes, engaged the U.S. private sector on guidelines to keep supply 
chains free of fake goods, and built enforcement partnerships with countries around the world. 

Leveragina State Department Tools and Resources 

The State Department plays a vital role in supporting STOP! and in complementing the 
international intellectual property enforcement activities of federal agencies with lead 
responsibilities in this area. Secretary Rice is a strong champion of intellectual property 
protection and other top Department officials regularly press their overseas counterparts to 
improve intellectual property enforcement. 

In 2005, at the request of Congress, the State Department established its first ever Office 
of International Intellectual Property Enforcement within the Bureau of Economic, Energy and 
Business Affairs. Led by Office Director Dan Jacobs and staffed by a strong team of subject 
matter and regional experts, this office serves as a focal point for the Department’s contributions 
to protecting and enforcing the rights of American innovators and creative artists overseas - 
marshalling and leveraging the full range of often unique tools and resources at our disposal to 
achieve real results. 

Advocating Abroad for American Right Holders 

The most important of those tools and resources is the State Department’s global network 
of 267 embassies, consulates, and missions around the world. America’s Ambassadors and 
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Consul Generals from China, Korea and Vietnam, to Argentina, Senegal and beyond are 
regularly and publicly highlighting the economic damage and public health risks of 
counterfeiting and piracy and promoting robust intellectual property enforcement by local 
officials - including through high-profile conferences, roundtables and meetings that bring 
together U.S. and local government officials and private sector representatives to discuss 
challenges and solutions. 

Just two weeks ago, the U.S. Ambassador to China, Clark Randt, hosted the Sixth Annual 
Roundtable Discussion on Intellectual Property Rights in Beijing. Attendees had the opportunity 
to hear first-hand from industry and trade association representatives with in-depth knowledge 
and experience on enforcement in China. In addition to improving coordination within industry 
and between industry and law enforcement to combat counterfeiting and piracy, past Roundtable 
Discussions have showcased effective new approaches to protecting IPR in China, such as by 
using technological measures (e.g., limiting access to industrial electrical current) or imposing 
liability on landlords. 

These conferences, roundtables and meetings are more than forums for discussion. In 
Senegal last year, following a roundtable discussion hosted by our Embassy and subsequent 
events including a regional conference on combating counterfeiting and piracy, local artisans, 
musicians, fabric designers and others took the initiative and demanded significant changes in 
the way their government enforces intellectual property rights, which ultimately resulted in 
unprecedented arrests and seizures - including the arrest of as many as 100 street vendors, 
retailers and producers and the seizure of roughly 18,000 pirated DVDs, CDs, cassettes and 
videos, as well as recording equipment. Following a local roundtable in June 2005, the 
American Consulate in Guangzhou, China led delegations of U.S. right holders to meet local and 
provincial law enforcement authorities to press for tougher action against rampant counterfeiting 
and piracy, resulting in raids and crackdowns. 

Through its Office of International Intellectual Property Enforcement, the State 
Department works to ensure Embassy and Consulate economic officers have the skills and 
resources they need to serve as effective advocates and first responders for U.S. intellectual 
property right holders facing complex counterfeiting and piracy challenges abroad. Since 2004, 
for example, we have organized regional intellectual property training seminars for economic 
officers in Europe, the Western Hemisphere, East Asia and the Pacific; developed special 
intellectual property training programs available to economic officers and others at the State 
Department’s Foreign Service Institute and on-line; and created and made available to Embassy 
and Consulate officials up to date fact sheets, talking points, and model op-eds that address key 
IPR issues by region and topic. 

Programs and resources like these ensure our economic officers can continue to play a 
powerful role in advancing and implementing the Administration’s global intellectual property 
enforcement policies and activities - engaging regularly with private sector right holders and 
foreign government officials to encourage tougher enforcement, monitoring and promoting the 
full implementation of trade agreement commitments, and assisting in the development and 
execution of intellectual property training programs. 
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Building Global Intellectual Property Enforcement Coalitions 

Capitalizing on its role in negotiations leading to annual G8 Summits, the State 
Department is also leading work among key industrialized nations of the world to prioritize and 
build a common agenda for enhancing global intellectual property enforcement. Beginning 
under the UK Presidency in 2005 and at each Summit thereafter, G8 Leaders have issued robust 
statements on combating counterfeiting and piracy and promoting and protecting innovation. 
These statements have underscored the pivotal role that strong intellectual property enforcement 
plays in economic growth and job creation, and have set high standards for the international 
community to substantially reduce global trade in counterfeit and pirated goods and deliver real 
enforcement results. 

Work through the G8 has advanced partnerships between the Department of Justice, the 
Department of Homeland Security’s Bureau of Customs and Border Protection, and their 
counterparts in Europe, Canada and Japan designed to improve border enforcement and combat 
serious and organized crime. Moreover, this work has served as a focal point for the 
development of joint intellectual property enforcement training programs in developing countries 
and for the exchange of information and effective practices among governments and with the 
private sector. And critically, it has helped to forge a global strategic partnership and common 
platform for cooperation among these like-minded countries dedicated to achieving results in the 
fight against intellectual property theft. 

We look forward to building on this platform and working closely with the Japanese 
government as it assumes the G8 Presidency in 2008. 

Training Foreign Law Enforcement Partners 

Thanks to your leadership, Mr. Chairman, and to the leadership of others in Congress, the 
State Department is also increasingly leveraging another unique resource - its global intellectual 
property law enforcement training programs. Funding available for the IPR foreign criminal 
enforcement training and technical assistance programs has increased from less than $1 million 
in FY2003 to $3 million in FY2007. 

Focused on strengthening the capacity of police, prosecutors, judges and customs and 
border otficials to protect and enforce intellectual property criminal laws, these programs help to 
build the institutions necessary to achieve results now and in the future and to ensure raids and 
crackdowns are followed by prosecutions, convictions, and penalties. The focus on criminal 
enforcement also helps address the growing involvement of sophisticated transnational crime 
organizations in intellectual property theft. 

The State Department Bureaus of International Narcotics and Law Enforcement and 
Economic, Energy and Business Affairs collaborate to target these funds for intellectual property 
criminal law enforcement training and technical assistance and to ensure these funds are 
deployed to maximum impact around the world. Specifically, we are: 
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• Directing training resources to programs in countries that are principal priorities of 
Congress and U.S. right holders. In FY2007, for example, we are funding bilateral 
training programs for law enforcement in Brazil, India, Russia, Turkey and the 
Ukraine, among others, as well as regioiwl training for the law enforcement of 
ASEAN and APEC member economies. 

• Building, wherever possible, on training provided in previous years - helping to 
anchor and advance progress over time and to strengthen institutional as well as 
individual capacity - with a goal of having foreign partners develop a self-sustaining 
growth in capacity. 

• Supporting implementation of international commitments, such as the Asia-Pacific 
Economic Cooperation (APEC) guidelines designed to prevent optical disc piracy and 
keep supply chains free of fake products and the CAFTA-DR provisions on IPR. 

• Coordinating fund allocation with other resource agencies, including the U.S. Patent 
and Trademark Office, through quarterly meetings of the State Department-led 
interagency Training Coordination Group and the State Department-maintained 
International IPR Training database (www.training.ipr.gov). 

• Seeking to use our resources to leverage and increase the impact of funds committed 
by others - including partnering with other G8 countries on joint training programs 
and contributing to programs covered largely by recipient governments of key 
developing countries. 

The intellectual property programs supported by the State Department’s law enforcement 
training funds are delivering real results. In Indonesia, for example, we support two full-time 
U.S. advisors who have helped the Indonesian government launch a string of large-scale 
intellectual property enforcement actions. In July 2007, Indonesian police closed down two 
optical disk factories suspected of illegal production and seized equipment and pirated products 
with an estimated value of between $7.5 and $9 million. That same month, they also conducted 
the largest counterfeit pharmaceutical raid ever worldwide, seizing 16 million medicine tablets 
valued at up to $7 million. In Paraguay, our training has resulted in the government establishing 
a new data statistics center and a new special enforcement unit, which has been instrumental in 
increasing enforcement through conducting raids and seizures. Within a month after receiving 
training sponsored by our Embassy, local authorities conducted a successful raid of pirated 
software using methods they had just learned. 

Building Public Support Overseas for Tougher Enforcement 

Finally, the State Department is utilizing its extensive global public diplomacy tools to 
help build public understanding of the value of intellectual property and public support for 
stronger enforcement in countries around the world. 

On April 26, 2007 - World Intellectual Property Day - the Department launched the first 
phase of a global public awareness campaign designed to highlight the importance of intellectual 
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property protection for economic development and the public health and safety dangers of 
pirated and counterfeit goods. During this initial phase, editorials signed by U.S. Ambassadors 
were placed in leading newspapers in more than 20 developing countries. The campaign 
continued through release of public fact sheets addressing topics important to specific regions, 
through digital video conferences with foreign government and private sector officials and 
through foreign press trips to the United States. 

We are in the process of developing the next phase of the IPR public diplomacy 
campaign, which will continue to leverage the State Department’s tools and resources to build 
and strengthen public support abroad for strong intellectual property enforcement. Through our 
IPR public diplomacy work, and our work through international organizations such as the World 
Intellectual Property Organization, we continue to encourage developing countries to integrate 
intellectual property into their economic development planning. 

***** 

Mr. Chairman, Ranking Member Specter and Members of the Committee, this 
Administration is acting aggressively to combat counterfeiting and piracy and to strengthen 
intelleetual property enforcement at home and abroad. The State Department is supporting and 
complementing that work - leveraging its unique tools and resources to build strong global 
coalitions, advocate abroad for American right holders, train overseas law enforcement officials, 
and build public awareness and support. 

As we move forward, we welcome the continued guidance and leadership of this 
Committee and others in Congress. 

Thank you. 
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STATEMENT OF 
KEVIN J. O’CONNOR 
UNITED STATES ATTORNEY 
FOR THE DISTRICT OF CONNECTICUT 
CHAIRMAN, TASK FORCE ON INTELLECTUAL PROPERTY 
DEPARTMENT OF JUSTICE 


BEFORE THE 


COMMITTEE ON THE JUDICIARY 
UNITED STATES SENATE 


PRESENTED ON 
November 7, 2007 


Introduction 


Chairman Leahy, Ranking Member Specter, and Members of the Committee, thank you 
for the opportunity to discuss the Department of Justice’s efforts to protect intellectual property 
rights through criminal enforcement. 

As America continues its transformation into an information- and innovation-based 
economy, the protection of America’s creative assets is a top priority of the Department of 
Justice. Intellectual property embodies America’s cultural heritage, consumer confidence and 
trust in brands for products ranging from prescription medicines to spark plugs, and most of the 
assets of our vibrant information industries. As the Committee knows, the majority of the 
enforcement regime for protecting these intellectual property assets is now and has traditionally 
been civil. However, with the advent of new technologies, a global supply chain economy, and 
the increased involvement of transnational criminal organizations, criminal enforcement is now 
more important than ever in protecting intellectual property rights. 

Today, the Department is dedicating more energy and resources than ever before to the 
protection of U.S. intellectual property rights, with a particular emphasis on health and safety 


I 


VerDate Nov 24 2008 


1 4:46 Apr 07, 2009 Jkt 048142 


PO 00000 Frm 00138 Fmt 6633 


Sfmt 6633 S:\GPO\HEARINGS\48142.TXT SJUD1 


PsN: CMORC 



135 


crimes and organized criminal syndicates. The Department has been an integral part of President 
Bush’s Strategy Targeting Organized Piracy, or “STOP”, initiative. This initiative involves 
government officials, local and national law enforcement, small businesses, and international 
partners in a coordinated and aggressive strategy to fight global intellectual property crime. 

Under the umbrella of the STOP initiative and the Department of Justice’s Task Force on 
Intellectual Property, we have significantly increased our domestic enforcement efforts with 
special emphasis on organized criminal operations and counterfeiting crimes that threaten the 
health and safety of Americans. Recognizing that an increasing number of IP crimes are global 
in nature, the Department is diligently reaching out to foreign law enforcement both to train them 
in spotting intellectual property crime and to seek their involvement and assistance in joint 
operations. And finally, in the legislative package that the Attorney General transmitted to 
Congress on May 14, 2007, the Department is seeking additional tools to help prosecute and 
deter intellectual property thieves. 

My remarks today are intended to describe in more detail the Department’s role in the 
coordinated U.S. Government effort to protect intellectual property rights; strengthening 
domestic criminal enforcement programs, improving international enforcement and training 
efforts, and developing legislative proposals - all of which are designed to ensure the continued 
protection of Intellectual property rights from the increasing theft and exploitation of those 
rights. 

The Department’s Domestic Criminal Enforcement Efforts 

As part of the President’s STOP initiative, in 2004 the Department created a Task Force 
on Intellectual Property to conduct an exhaustive review of its efforts to protect intellectual 
property and to strengthen its enforcement resources. Following the review, the Task Force 
made 31 specific recommendations, including a directive that the Department hire, train and 
retain more intellectual property prosecutors in order to keep pace with the growing number and 
complexity of criminal piracy and counterfeiting operations. The Department satisfied or 
continues to implement all 3 1 recommendations of the Task Force, and today has more 
prosecutors focusing on intellectual property crime than at any time in its history. 

In June of 2006, the Department designated seven new Computer Hacking and 
Intellectual Property (CHIP) units in U.S. Attorneys Offices nationwide, bringing the total 
number of such specialized units to 25. We are already seeing significant increases in 
prosecutions; in FY 2007, CHIP Units successfully convicted and sentenced 199 defendants 
nationwide for IP offenses, representing an 80% increase over the 110 defendants convicted and 
sentenced by CHIP Units in 2006. 

In addition to the CHIP network of approximately 230 specialized prosecutors in U.S. 
Attorney’s Offices nationwide, including the CHIP Unit districts, the Criminal Division has 
fourteen prosecutors in the Computer Crime and Intellectual Property Section (CCIPS) who 
focus exclusively on prosecuting intellectual property crime. These attorneys prosecute single- 
and multi-district cases across the country. Additionally, CCIPS conducts extensive training of 
foreign law enforcement on intellectual property crime and enforcement. In fact, in 2006 alone. 
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CCIPS provided training and technical assistance to more than 3,300 foreign prosecutors, judges, 
and investigators from 107 countries. And in September 2006, CCIPS published a 
comprehensive 436- page resource manual on prosecuting intellectual property crimes. The 
manual is a valuable training and legal resource for prosecutors and agents nationwide, as well as 
for other federal agencies that have responsibilities under the STOP initiative - including the 
Federal Bureau of Investigation, Office of the U.S. Trade Representative, and the Departments of 
Commerce, State, and Homeland Security. 

/, Interagency Coordination 

The Department plays an active role in the President’s STOP initiative, working with 
other federal agencies to ensure an effective government-wide approach to protecting intellectual 
property rights. The Department also works closely with industry and IP rights holders to 
strengthen the public-private partnership so essential to strong IP protection. For instance, as 
part of a focused outreach to the private sector, the Department hosted a series of training 
conferences for IP rights holders on topics including, 1) the investigation and prosecution of 
federal IP cases, 2) the parameters for permissible cooperation and assistance in federal 
investigations by private rights holders, and 3) procedures and tips for how best to report 
criminal violations of the copyright, trademark, and trade secret laws. The latest such victims’ 
rights conference was sponsored jointly with the Business Software Alliance on May 22, 2007, 
in San Jose, California. More than 80 members of industry from Silicon Valley attended the 
one-day training conference that covered, among other things, criminal case studies and a 
detailed presentation on the permissible and appropriate parameters for industry’s assistance to 
federal law enforcement. A similar conference, planned for Miami on November 28, 2007, will 
be co-hosted by the Department of Justice and the U.S. Chamber of Commerce. 

Thanks in no small part to the efforts of Chris Israel, the Coordinator for International IP, 
the Department has been able to work effectively with other STOP agencies to support important 
Department initiatives. For example, just last month, the Department held the first-ever IP 
Crimes Enforcement Network Conference, in Bangkok, Thailand. I will say more about the 
conference later in my remarks, but I mention it here because this unprecedented gathering of 
senior law enforcement officials would not have been possible without a State Department grant 
and the assistance of the US Patent and Trademark Office, which co-hosted the event with the 
Department and the Association of Southeast Asian Nations (ASEAN). Additionally, the 
Department supports the IP enforcement missions of other Departments and agencies, including 
the Special 301 process and Free Trade Agreement negotiations run by the U.S. Trade 
Representative; the State Department’s IP Training Coordination Group; and public outreach 
events for small businesses developed by the Department of Commerce. Despite the widely 
divergent roles played by many of the agencies involved in the STOP initiative, coordination and 
support among agencies has never been greater in the effort to enforce IP rights. 

a. Criminal Prosecutions 

Of course, at the core of the Department’s IP enforcement program are criminal 
prosecutions, and we have worked hard to increase both the quality and the number of 
intellectual property prosecutions nationwide. Through the dedicated efforts of U.S, Attorney's 
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Offices, our Criminal Division, and law enforcement across the country, the Department filed 
217 intellectual property cases in FY 2007, representing a 7% increase over cases reported in 
FY2006 (204), and a 33% increase over cases reported in FY2005 (169). Also in FY2007, 287 
defendants were convicted and sentenced on intellectual property charges, representing a 35% 
increase over FY2006 (213) and a 92% increase over FY 2005 (149). 

The increase in prosecutions in FY 2007 was not an aberration, but rather reflects a 
continuing upward trend. For example, in FY 2006, federal prosecutors convicted 187 
defendants of criminal copyright and trademark offenses alone - an increase of 57% over the 
prior year. Thirty-nine (39) of those defendants received terms of imprisonment of 25 months or 
more, a 130% increase from the 17 sentenced to such terms in 2005. Indeed, in the previous year 
(FY 2005), the Department prosecuted twice the number of defendants for intellectual property 
violations than it had in 2004. 

The Department’s prioritization of the most serious intellectual property crimes is paying 
off in terms of more convictions and higher sentences. That, in turn, leads to increased 
deterrence for both the individual defendant and the general public. Deterrence is a key 
component of any effective enforcement strategy, and it is one reason that we try to publicize IP 
prosecutions through the print media as well as through online distribution channels, such as 
CCIPS’ website, www.cvfaercrime.gov . Among other things, the website seeks to publicize the 
federal IP prosecutions of the CHIP Network, Assistant U.S. Attorneys, and CCIPS prosecutors, 
which in the past year alone have included: 

Counterfeit Trafficker Gets 57 Month Prison Term. $7 Million Forfeited 

On October 12, 2007, in the Eastern District of Virginia, Abbas Chouman, 43, of Astoria, 
N.Y., was sentenced to serve 57 months in prison on one count of conspiracy to commit criminal 
copyright infringement by U.S. District Judge Henry E. Hudson of the Eastern District of 
Virginia. Chouman was also ordered to forfeit $7 million. Chouman pleaded guilty to 
conspiracy on July 3, 2007, for operating a store that sold more than $7 million worth of 
counterfeit clothing. He was the fifth of seven defendants to be sentenced as a result of 
Operation Throwback, a multi-agency, multi-state federal enforcement operation targeting 
traffickers in counterfeit and pirated goods that resulted in arrests in 4 states during March of this 
year. 

Two Bay Area Men Indicted on Charges of Economic Espionage 

On September 26, 2007, in the Northern District of California, two Bay Area men were 
indicted on charges of economic espionage and theft of trade secrets, and a related conspiracy 
charge. Defendants Lan Lee and Yuefi Ge allegedly conspired to steal trade secrets involving 
computer chip design and development from their employer and another company, and sought to 
obtain venture capital funding from the government of China, in particular the 863 Program and 
the General Armaments Department. The 863 Program is a funding plan created and operated by 
the government of the People’s Republic of China, also known as the national High Technology 
Research Development Program. 
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Remaining Two Defendants Sentenced In Largest CD & DVD Manufacturing Piracy and 
Counterfeiting Scheme Prosecuted in the United States to Date 

On August 6, 2007, in the Northern District of California, two co-defendants were each 
sentenced to 37 months in prison for conspiracy to commit copyright infringement and 
trafficking in counterfeit goods and labels. The defendants led piracy and counterfeiting schemes 
by using sophisticated replication machineiy for the mass reproduction of copyrighted works. 
The sentences were the result of Operation Remaster, an extensive undercover investigation by 
the FBI in which agents seized approximately 494,000 pirated music, software, and movie CDs, 
and DVDs, and more than 6,135 stampers (devices used to produce high-quality counterfeit 
copies on optical disks), from 13 different locations. This case is believed to be the largest ever 
manufacturing case involving commercially duplicated, high-quality counterfeits that closely 
resemble authentic CDs in US history. 

Former Chinese National Convicted for Committing Economic Espionage To Benefit China 
Navy Research Center in Beijing and For Violating the Arms Extrort Control Act 

On August 2, 2007, in the Central District of California, defendant Xiaodong Sheldon 
Meng was convicted of violating the Economic Espionage Act, the Arms Export Control Act, 
and the International Traffic in Arms Regulations. Meng willingly violated the Economic 
Espionage Act by possessing a trade secret belonging to Quantum3D. Meng, knowing it would 
benefit the China Navy Research Center, exported source code for a visual simulation software 
program used for training military fighter pilots. This is the first conviction for the illegal export 
of military source code in US history. 

Eighteen Charged with Racketeering in Internet Drug Distribution Network 

On August 2, 2007, in the Southern District of California, a 313-count indictment 
charged 18 individuals with operating an online pharmaceutical distribution network known as 
Affpower. The Affpower organization received over 1 million Internet orders for controlled and 
non-controlled prescription pharmaceuticals from customers in all 50 states, and it generated 
more than $126 million in gross revenue. Affpower allegedly paid licensed doctors to issue 
prescriptions based only on answers to health questionnaires filled out over the Internet and 
requiring no mental or physical exams. The defendants have been charged with various crimes, 
including racketeering and conspiracy to commit racketeering, distribution and dispensing of 
controlled substances, mail and wire fraud, and conspiracy to dispense and dispensing of 
misbranded drugs with the intent to defraud and mislead. Twelve individuals have already 
pleaded guilty in connection with the Affpower conspiracy. 

29 Defendants in Three States Charged with Conspiracy to Smuggle Counterfeits 

On June 6, 2007, in Brooklyn, New York, 29 defendants were charged in three separate 
complaints with conspiracy to smuggle over 950 shipments of merchandise into the United 
States through ports of entry at Newark, N.J., Houston Texas, Long Beach, California, New 
York Container Terminal in Staten Island, N.Y., and John F. Kennedy International Airport. The 
counterfeit merchandise was principally from China. Four of the defendants were also charged 
with money laundering. The charges resulted from a 19- month coordinated initiative by ICE and 
Customs and Border Protection. 


5 




VerDate Nov 24 2008 


14:46 Apr 07, 2009 Jkt 048142 PO 00000 Frm 00142 Fmt 6633 Sfmt 6633 S:\GPO\HEARINGS\48142.TXT SJUD1 PsN: CMORC 



139 


Nine Convictions for Selling $30 Million of Counterfeit Software on eBay 

On June 22, 2007, in the District of Wisconsin, Department prosecutors obtained the 
eighth and ninth felony convictions involving the eBay auction sales of counterfeit Rockwell 
Automation software. All nine defendants pled guilty in separate proceedings to felony 
copyright infringement for selling counterfeit Rockwell Automation software on eBay. The 
software had a combined retail value of approximately $30 million. These convictions are part 
of a larger Department initiative combating online auction piracy nationwide. 


Ex-Emplovee of Coca Cola and Co-defendant Sentenced for Stealing Trade Secrets 

On May 23, 2007, in the District of Georgia, two defendants were sentenced after being 
charged with conspiring to steal and sell trade secrets of the Coca Cola Company. Joya 
Williams, a former employee of Coca-Cola, was sentenced to 8 years in prison and Ibrahim 
Dimson was sentenced to 5 years in prison. The convictions resulted from an FBI investigation, 
which was initiated after PepsiCo provided the FBI with a copy of a letter from someone 
claiming to be a Coca-Cola employee and offering PepsiCo classified information about the 
Coca-Cola Company. 


so"' Conviction in Largest Online Software Piracy Enforcement Action 

On May 14, 2007, in the Eastern District of Virginia, Department prosecutors obtained 
the 50th conviction in Operation FastLink, the largest and most successful global online piracy 
enforcement initiative ever conducted. This Operation culminated in the execution of more than 
120 searches and arrests in 12 countries, the seizure of more than 200 computers, the complete 
dismantlement of 30 Internet distribution sites, and the confiscation of hundreds of thousands of 
counterfeit software titles valued at more than $50 million. This 50th conviction represents a 
milestone never before achieved in an online piracy prosecution. 


Eleven Indicted for Scheme to Import Adulterated Counterfeit Drugs for Sale on Internet 

09/20/06 (Atlanta, GA): Eleven individuals and an Atlanta-based company were indicted on 
charges related to a scheme to sell counterfeit drugs over the internet. According to the mdictment, 
the defendants marketed approximately 24 different drags, including versions of Ambien, Valium, 
Lipitor, and Vioxx, through spam advertisements. Instead of buying safe and authentic generic 
versions of these vital drugs from Canada, customers were unwittingly buying adulterated fakes 
manufactured in an unsanitary house in Belize. 

Texas Pharmacist Sentenced to Two Years in Prison for Selling Counterfeit Drugs 

On September 25, 2006, in Houston, Texas, a licensed pharmacist was sentenced to two 
years imprisonment for selling counterfeit and misbranded Cialis and Viagra from China. He was 
convicted by a jury’s verdict in May 2006 after a two-day trial during which the United States 
proved he had ordered counterfeit and misbranded pharmaceuticals from China via the internet 
and arranged for the drugs to be shipped to him at his home in Sugarland, Texas. 
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Internet Distributor of Pirated Software Sentenced to 6 Years’ Imprisonment and Ordered to Pay 
$4.1 Million in Restitution 

On August 25, 2006, in the Eastern District of Virginia, a Florida man was sentenced to 
six years in prison and ordered to pay $4.1 million in restitution for operating a for-profit piracy 
website known as BUYSUSA.com. The ordered forfeiture included a wide array of assets, 
including two Cessna airplanes, a helicopter, a Lamborghini, a 2005 Hummer, a 28 foot boat, 
and an ambulance. 


Florida Men Sentenced to Terms of 7 and 8 Years’ Imprisonment respectively, for Massive 
Conspiracy to Sell Counterfeit Goods. Including Electrical Cords and Batteries 

On August 25, 2006, in the Southern District of Florida, two men were sentenced to 97- 
and 87-month prison terms, respectively, for a massive conspiracy to sell counterfeit goods, 
including but not limited to electrical cords, batteries, and handbags bearing the counterfeit 
marks of Underwriters Laboratories, Duracell, and Louis Vuitton and Gucci, respectively. 

In addition to the above cases, the Department has continued to prosecute defendants 
from the two largest international enforcement actions ever undertaken against online piracy, 
known as Operations FastLink and SiteDown. The takedowns of these international FBI 
undercover operations in 2004 and 2005, respectively, resulted in a total of more than 200 search 
warrants executed in 15 countries; the confiscation of hundreds of computers and illegal online 
distribution hubs; and the removal of more than 100 million dollars worth of illegally-copied 
copyrighted software, games, movies, and music from illicit distribution channels. Countries 
participating in these U.S.-led operations included; France, Canada, Sweden, Denmark, the 
Netherlands, the United Kingdom, Portugal, Hungary, Israel, Spain, Australia, Singapore, 
Belgium, and Germany. Together, these operations have resulted in over 100 felony convictions 
to date. 


These and earlier Department-led operations targeting online piracy, are examples of an 
unprecedented level of international cooperation in the investigation and prosecution of 
intellectual property crimes. However, when international cooperation alone is insufficient or 
unsuccessful in bringing these criminals to justice, the Department will use all tools at its 
disposal to ensure that these crimes do not go unpunished. A recent example is that of Hew 
Raymond Grifliths, a resident of Australia and the leader of a notorious online piracy group 
responsible for the distribution of more than $50 million in pirated works. Last February, he 
became the first individual ever extradited for online piracy offenses as he was brought to the 
Eastern District of Virginia to face criminal copyright charges. Griffiths had spent more than 
three years incarcerated in Australia while contesting his extradition. On June 22, 2007, 

Griffiths was sentenced to 5 1 months’ imprisonment for conspiracy to commit criminal 
copyright infringement. 

The Department’s International Programs 

As Operations FastLink and SiteDown show, prosecuting criminal organizations engaged 
in large-scale piracy and counterfeiting operations requires the ability to reach beyond America’s 
borders. As global trade and communications networks continue to grow, America’s intellectual 
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property assets become increasingly susceptible to exploitation by criminal organizations that 
operate overseas. The Department has found in several investigations that criminals are using 
industrial-scale overseas manufacturing facilities to produce counterfeit products and pirated 
optical discs on a commercial scale. Criminals are also using servers located overseas to host 
massive repositories of pirated software, movies, and music - some of which has not yet been 
released on commercial markets - with the belief that they will be beyond the reach of U.S. law 
enforcement and outside the interest of foreign law enforcement. 

The Department is attacking this significant problem with a multi-faceted strategy that 
includes increased dedication of personnel to foreign enforcement coordination; broader 
international outreach and education efforts; more joint investigations and enforcement 
operations with foreign law enforcement; and new and stronger mechanisms for cooperation with 
counterfeit source countries. For instance, in 2006, the Department established the first ever IP 
Law Enforcement Coordinator for Asia in Bangkok, Thailand; and this week, the first IPLEC 
Coordinator for Eastern Europe began work in Sofia, Bulgaria. Both IPLEC positions are 
dedicated to advancing the Department’s regional IP goals through training, outreach, and the 
coordination of investigations and operations against IP crime. 

***A significant recent accomplishment of the Asian IPLEC occurred on October 23-26, 
2007, when the U.S. Department of Justice hosted a regional conference of approximately 60 key 
law enforcement officials from over a dozen nations in Asia, with the aim of developing an 
international network targeting large-scale intellectual property crimes. The Asian IPLEC and 
CCIPS secured funding and organized this week-long gathering in Bangkok, Thailand, with the 
assistance of the Association of Southeast Asian Nations (ASEAN), the U.S. Patent and 
Trademark Office, and the U.S. Department of State. 

High-level police and customs officials and prosecutors from the United States, China, 
Australia, Brunei, Cambodia, Indonesia, Japan, Laos, Philippines, Singapore, South Korea, 
Thailand and Vietnam took part in the conference, with the aim of increasing cross-border 
cooperation in the fight against intellectual property theft through the establishment of an IP 
Crimes Enforcement Network (IPCEN). 

Based upon the input and positive response of the participants, the IPCEN will serve two 
primary functions in the ftiture. First, it will operate as a forum to exchange successful 
investigation and prosecution strategies in combating piracy and counterfeiting crimes. In closed 
sessions during the conference, panels of law enforcement experts shared best practices and 
lessons learned in addressing retail counterfeiting and piracy, the mass production and 
distribution of counterfeit goods. Internet-based intellectual property theft, and border 
enforcement. Second, the IPCEN will strengthen communication channels to promote 
coordinated, multinational prosecutions of the most serious offenders. 

Recognizing that effective prosecution of intellectual property crime depends heavily on 
cooperation between victims and law enforcement authorities, industry representatives also 
addressed the IPCEN conference regarding the scope and severity of counterfeiting crimes in 
Asia, and discussed ways to collectively enhance enforcement efforts. 
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The Department’s outreach is not limited by regions or countries. For instance, in 2006 
alone, the Department’s Criminal Division prosecutors provided training and technical assistance 
on IP enforcement to over 3,300 foreign prosecutors, investigators, and judges from 107 nations. 
However, some countries pose greater problems than others for U.S. intellectual property 
protection efforts. China, for instance, has been of particular concern to U.S. intellectual 
property rights holders and law enforcement, due in large part to its role as a major U.S. trading 
partner and its well-developed manufacturing capabilities across a broad range of industries, 
including, unfortunately, the production of large quantities of pirated and counterfeit goods. The 
Department is confronting this issue, in part, by trying to build new and stronger international 
mechanisms to foster cooperation and joint investigations with China. 

Experience has shown that much of the trade in fake goods originating in China involves 
organized crime. Any solution to this massive enforcement problem must begin with greater 
cooperation and coordination on joint criminal investigations and prosecutions. To that end, in 
March 2007, the Department’s Criminal Division hosted and chaired the inaugural meeting of 
the Intellectual Property Criminal Enforcement Working Group (“IPCEWG”) of the U.S.-China 
Joint Liaison Group for Law Enforcement Cooperation (“JLG”), which included 15 Chinese law 
enforcement officials and the Ministry of Public Security’s Vice Director General of the 
Economic Crimes Investigation Department, as well as officials from the FBI and ICE. The 
IPCEWG met again alongside the annual JLG Plenary meeting in Beijing, China in June 2007. 
The working group’s principal focus is on the development of more U.S.-China joint operations 
to combat transnational IP crime, in particular crimes committed by organized criminal groups 
and crimes that threaten public health and safety. 

The Department of Justice’s leadership of the IPCEWG is already yielding 
unprecedented results. On July 23, 2007, 25 Chinese nationals were arrested and more than half 
a billion dollars worth of counterfeit software was seized as a result of the largest ever joint 
investigation conducted by the FBI and the People’s Republic of China. This operation, code- 
named “Operation Summer Solstice,” was one of several cases nominated to the IPCEWG for 
joint investigation and prosecution. China’s Ministry of Public Security (“MPS”) searched 
multiple businesses and residential locations, seized more than $7 million in assets, and 
confiscated over 290,000 counterfeit software CDs and Certificates of Authenticity. Microsoft 
publicly stated that the MPS and FBI dismantled a criminal syndicate “believed to be the largest 
of its kind in the world,” responsible for distributing more than $2 billion in counterfeit 
Microsoft software. 

The Department also led an initiative with members of the G8 industrialized nations to 
develop a framework for cooperation on intellectual property crime investigations. In 
November 2006, all members of the G8’s Lyon-Roma anti-crime group approved the “Principles 
and Recommendations for Cooperative Investigation and Prosecution of Serious and Organized 
Intellectual Property Rights Crime,” which set forth a foundation for future cooperation on 
criminal IP enforcement among the G8 members. In June 2007, the G8 Leaders endorsed the 
Principles and Recommendations at their annual Summit in Munich, Germany. 
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The Department’s Civil Enforcement Efforts 

The Department’s Civil Division has supported the enforcement of IP rights by owners of 
those rights principally through participation in private law suits as amicus. Since October 2004, 
the Department has filed IS amicus briefs in 14 Supreme Court cases, and numerous other cases 
in the lower courts. Recently, in three important patent cases — Microsoft v. AT&T Corp, KSR 
International v. Teleftex, and Medlmmune v. Geneniech — the Supreme Court adopted the 
arguments of the Department recognizing the important balance between intellectual property 
rights and the overarching aim of spurring innovation. In addition, the Civil Division's Office of 
Consumer Litigation (“OCL”) handles criminal and civil cases involving intellectual property 
laws that protect public health and safety, particularly in the regulation of drugs by the Food and 
Drug Administration. To maintain the high quality of drugs sold in the United States, allegations 
regarding counterfeit or adulterated drugs are taken veiy seriously, as problems associated with 
these drugs threaten human health. For example, in United States v. Albers, OCL attorneys 
assisted in the prosecution and conviction of top officials in a company charged with distributing 
counterfeit Lipitor. To date, twenty-four individuals have been charged, and sixteen convicted in 
connection with that investigation. 

Since the 2006 Progress Report of the Department of Justice’s Task Force on Intellectual 
Property, the Antitrust Division has continued to promote respect for intellectual property rights. 
In April 2007, the Division, together with the Federal Trade Commission, issued a report entitled 
Antitrust Enforcement & Intellectual Property Rights: Promoting Innovation and 
Competition, which set forth key areas of debate and consensus regarding the antitrust analysis 
of six categories of intellectual property licensing practices. The Division issued two favorable 
business review letters, analyzing the competitive impact of patent licensing polices proposed by 
technology standard-setting organizations, and it assisted the Solicitor General in drafting briefs 
on IP-related cases including Quanta Computer. Inc. v. LG Electronics, Inc., for which the 
Supreme Court has granted certiorari. 

The Need for New Enforcement Tools 


While the Department is working aggressively to fight intellectual property crime both 
here and abroad, criminals are often a step ahead of law enforcement. Our criminal laws must be 
kept updated in order to meet the global challenges of intellectual property crime. 

To offset the lucrative nature of piracy and counterfeiting, criminal penalties must 
provide real deterrence. Criminals must be divested of their illicit profits; and victims deserve 
strong restitution laws to help make them whole. In addition, prosecutors need the necessary 
tools to fight increasingly sophisticated and organized criminal networks, many of which are 
turning to advanced communications technologies to hide their tracks from law enforcement. 

The Attorney General recently forwarded to Congress a comprehensive intellectual 
property protection package, the Intellectual Property Protection Act of 2007, to better equip 
U.S. law enforcement with the tools necessary to protect intellectual property rights and provide 
real deterrence against criminals who are looking for unjust enrichment on the backs of hard- 
working Americans. Among other things, this bill would: 
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• Increase the maximum penalty for counterfeiting offenses from 10 years to 20 
years imprisonment where the defendant knowingly or recklessly causes or 
attempts to cause serious bodily injury, and increase the maximum penalty to life 
imprisonment where the defendant knowingly or recklessly causes or attempts to 
cause death; 

• Provide stronger penalties for repeat-offenders of the copyright laws; 

• Implement broad forfeiture reforms to ensure the ability to forfeit property 
derived from or used in the commission of criminal intellectual property offenses; 

• Strengthen restitution provisions for certain intellectual property crimes (e.g., 
criminal copyright and DMCA offenses); and 

• Ensure that the exportation and transshipment of pirated goods through the United 
States is subject to criminal penalties, just as the exportation of counterfeit goods 
is now subject to criminal penalties. 

• Criminalize the attempt to commit copyright infringement, such as in a situation 
where a warehouse of pirated optical discs is seized before any sales are made; 

• Clarify that registration of copyright is not a prerequisite to criminal prosecution. 

In light of the sophisticated communications technologies criminal piracy and counterfeiting 
organizations are using to communicate about and plan their crimes, the IPPA would also amend 
the wiretap statute to include criminal copyright infringement and trafficking in counterfeit 
goods or services as predicate offenses for which a wire or oral intercept may be obtained. This 
amendment does not lower the substantial legal requirements for obtaining authorization to 
conduct a Title III wiretap. Rather, it recognizes that wiretaps may be the only way to obtain the 
evidence needed to prosecute the sophisticated criminal organizations engaged in the most 
serious piracy and counterfeiting operations, and it gives prosecutors a tool that has proven 
essential in combating other serious forms of crime, including those committed by criminal 
enterprises and multi-national criminal networks. 

Conclusion 


In conclusion, 1 would like to express the Department’s appreciation and my personal 
gratitude to Chairman Leahy and other Members of the Committee for the opportunity to discuss 
the Department’s efforts to protect intellectual property rights, both in the United States and 
abroad. The Department is aware of the importance of robust intellectual property laws and 
enforcement to our nation’s economy and the health and safety of our citizens and is working 
aggressively to fulfill its mission. 

At this time, I would be happy to answer any questions the Committee may have. 
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Opening Statement of Senator Specter 
Hearing before the Senate Judiciary Committee 
“Examining U.S. Government Enforcement of Intellectual Property Rights” 
November 7, 2007 

America has always placed a high value on creativity and innovation. Our 
founders created a framework for its protection in Article I, Section 8, of the 
Constitution, providing Congress with the authority "[t]o promote the Progress of Science 
and useful Arts, by securing for limited times to Authors and Inventors the exclusive 
Right to their respective Writings and Discoveries." This guaranteed Constitutional right 
to their works provided creators and innovators with an incentive to perfect and share 
their works with the public. The foresight of this framework cannot be underestimated 
and has served as the bedrock to our economy, with economists valuing intellectual 
property at between $5 and $5.5 trillion annually. However, we cannot profit from our 
intellectual property if we do not fiercely protect it. 

There is no denying that counterfeiting and piracy of intellectual property is on 
the rise. The nature of these crimes has begun continue to grow in magnitude and 
complexity. These are not victimless crimes. These are not victimless crimes by any 
stretch of the imagination. Every counterfeit product that enters the market threatens the 
health and safety of American consumers. The recent death of a young British boy in 
Thailand resulting from a fatal shock from defective counterfeit power cord for his 
Nintendo demonstrates just the sort of danger counterfeit products pose. Each counterfeit 
item that is manufactured overseas and distributed in the United States costs American 
workers tens of thousands of jobs. The Motion Picture industry estimates that movie 
piracy currently costs the U.S. up to 141,030 new jobs each year. The ultimate victim of 
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these crimes, though, is the U.S. economy, which loses approximately $250 billion a year 
because of counterfeiting and piracy. 

Although intellectual property owners are more vigilant than ever in pinsuing 
infringers civilly, the U.S. government must do its part to protect one of the most 
valuable of our nation’s assets. On this point, I have many questions which I hope can be 
answered today. Specifically, what has the government done to ensure American 
intellectual property is protected? What stumbling blocks or hurdles have the agencies in 
eharge of enforcing our intellectual property laws encountered? And, finally, what 
additional tools are needed for them to do their jobs effectively? 

I would like to thank the witnesses for taking the time to come before the 
eommittee today and look forward to their testimony. 
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Trade Facts 


Office of the United States Trade Representative www.ustr.aov 

November 2007 

USTR’s Mission to Protect U.S. Intellectual Property Rights 

USTR promotes intellectual property and innovation around the world. Key parts of this 
mission include: 

• Free Trade Agreements: USTR works with countries to strengthen their IPR laws. One 
way is through negotiation, implementation, and monitoring and enforcement of free trade 
agreements (FTAs). The FTAs pending Congressional approval with Colombia . Korea . 
Panama , and Peru all contain worldnilass IPR provisions. 

• Anti-Counterfeiting Trade Agreement: The Anti-Counterfeiting Trade Agreement 
(ACTA) is a leadership initiative, announced in October 2007, to negotiate a new IPR 
enforcement agreement with a number of key trading partners who share our ambition and 
commitment to stepping up the fight against global counterfeiting and piracy. 

• World Trade Organization: The multilateral structure of WTO agreements provides 
opportunities for USTR to lead engagement with trading partners on IPR issues, in several 
contexts including accession processes for prospective members like Russia; the Council for 
Trade-Related Aspects of Intellectual Property Rights (TRIPS); and dispute settlement. 

• Special 301 and Generalized System of Preferences (GSP) reviews: USTR uses the 
“Special 301” process to encourage specific trading partners to address key IP problems. 
Each April, USTR issues a Special 301 Report setting out specific IPR concerns in countries 
worldwide. In addition, one of the criteria the President must consider before designating a 
country as eligible to receive GSP benefits is whether that country provides adequate and 
effective IPR enforcement; USTR leads that process. 

• Bilateral and Regional Dialogues and Cooperation: USTR leads or is a significant 
participant in the IPR component of a wide range of other trade and economic policy 
dialogues with trading partners. A few of the many examples include the Asia-Pacific 
Economic Cooperation forum; the U.S.-China Strategic Economic Dialogue; the U.S.-China 
Joint Commission on Commerce and Trade; the U.S.-EU Summit; the U.S.-Russia IPR 
Working Group; and the Security and Prosperity Partnership. 

• Trade and Investment Framework Agreements: IPR issues feature prominently in many 
of our Trade and Investment Framework Agreement discussions. 

• Supporting Pharmaceutical Innovation: USTR seeks to eliminate market access barriers 
faced by U.S. pharmaceutical companies in many countries, and to promote affordable health 
care today, while supporting the innovation that assures improved health care tomorrow. 
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• Coordiaation of U.S. IPR and Innovation Trade Policy: USTR leads the interagency IPR 
trade policy coordination process through mechanisms created by Congress. We consult with 
stakeholders, including through numerous advisory committees . USTR provides trade policy 
leadership and expertise across the foil range of interagency initiatives on IPR and innovation 
policy, including executing the Administration’s Strategy Targeting Organized Piracy 
(STOP) initiative to combat piracy and counterfeiting. 

Improving Protection and Enforcement of IPR in China 

The Administration strongly believes that China needs to do a much better job of protecting and 
enforcing IPR, and we continue to engage the Government of China to do more. For example: 

• In April, USTR requested dispute settlement consultations with China at the WTO in an 
effort to address certain key barriers to the effective enforcement of IPR and market access 
for products and services of IPR industries. We have requested dispute settlement 
consultations with China five times - the most of any of China’s trading partners. 

• We have used the Joint Commission on Commerce and Trade (JCCT), co-led by USTR, to 
press for IPR improvements. For example, JCCT commitments to curb software piracy have 
contributed to a 10 percent reduction in piracy, saving industry $864 million in losses over 
the past three years, according to an industry report . 

• We also use the Special 301 report to identify the specific shortcomings that China needs to 
address. For example, this year we conducted the first-ever provincial review to spotlight 
strengths and weaknesses in China’s local IPR enforcement systems. 

• We continue to raise IPR issues in the U.S.-China Strategic Economic Dialogue (SED). This 
has already resulted, for example, in a memorandum of cooperation to enhance U.S.-China 
cooperation in enforcing IPR at our respective borders. 

U.S. Government Resources for Right Holders 

The U.S. Government has developed resources and programs to help U.S. intellectual property 
owners deal with overseas infringement. These resources, listed at stopfakes.gov . include: 

• Online toolkits giving basic information on IPR enforcement in key markets. 

• An International IPR Advisory Program and an SME China Advisory Program established by 
the Department of Commerce, in cooperation with the American Bar Association, which let 
American small and medium-sized enterprises request a fi'ee, one-hour consultation with a 

v olunteer attorney experienced in overseas IPR issues. 

• An IPR Ombudsman at the Chinese Embassy in Washington . Mr. Yang Guohua, posted at 
the request of the U.S. Government, to serve as a point of contact for U.S. businesses seeking 
to secure and enforce their IPR in China or experiencing IPR problems there. 

• IPR specialists at the Department of Commerce who are trained to work with companies to 
develop a strategy for confronting DPR problems around the world. Members of the public 
can learn more by visiting www.stopfakes.gov. or by calling 1 -866-999-HALT. 
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Statement of Senator George V. Voinovich to the 
Senate Judiciary Committee 

“Examining U.S. Government Enforcement of Intellectual Property Rights” 

November 7, 2007 

Chainnan Leahy, Ranking Member Specter, and Judiciary Committee Members, good 
afternoon, and thank you for the opportunity to provide testimony to you at this important 
hearing. I welcome this hearing, and I am encouraged that you are examining the efforts our 
government is undertaking with regard to intellectual property (IP) enforcement. 


I am deeply concerned with the problem of IP theft, particularly because such theft has a 
significant impact on manufacturers, and manufacturing plays a vital role in Ohio’s economy. 
During my tenure as governor, I worked with Ohio companies to conduct nine Business, Trade 
and Investment Missions, which were designed to open global markets for Ohio’s products. 
These trips spanned the globe and led to over 275 meetings between businesses and foreign 
government officials. These trade missions resulted in tremendous success for Ohio businesses. 
Between 1991 and 1996, Ohio increased its exports of manufactured goods by an unprecedented 
48 percent. During that time, I am proud to say that big or small - Ohio businesses were 
participating in the global economy. 


Unfortimately, too many of these Ohio manufacturers have found that participation in the 
global economy has a dark underside. After I arrived in the Senate, I started to hear stories from 
Ohio manufacturers about how these companies were being victimized by what I call the pirates 
of the 21st century. These companies were facing a serious and growing threat - the 
counterfeiting and piracy of their products. 


As a result of these complaints, I held a number of oversight hearings in the Homeland 
Security and Governmental Affairs Subcommittee on Oversight of Government Management, 
the Federal Workforce, and the District of Columbia (“OGM”) about our govermnent’s efforts 
related to trade and intellectual property enforcement. Too often during these hearings, I heard 
the same story: U.S. companies would sell their products overseas, often working with a local 
partner, and soon after, the partner or some other thief would counterfeit the U.S. company’s 
product and start to compete against the very goods that the U.S. companies had worked so hard 
to sell. Most disturbing to me was the fact that when I first started to conduct hearings into this 
problem, the effort from our own government to assist these companies and combat this problem 
was almost non-existent. 


During this time, I continued to express my concerns about this issue to the Administration, 
first to Secretary of Conunerce Evans and USTR Zoellick. My message was simple: Our 
government was not doing enough to address this growing problem, and it was failing to assist 
the companies that were subject to this theft. 
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I was not content just to voice my complaints. I voted against two free trade agreements with 
Australia and Morocco because I was trying to get the Administration to focus on the problem of 
IP theft. Finally, in October 2004, the President announced the establishment of the Strategy 
Targeting Organized Piracy (“STOP!”) initiative. While I thought this was a good first step, I 
also believed these efforts required leadership to coordinate among the various departments and 
agencies charged with IP enforcement. I was pleased that in July 2005 the President appointed 
Chris Israel to serve as the first U.S. Coordinator for International Intellectual Property 
Enforcement. 


While I believe these efforts have started to pay dividends, and I commend the President for 
taking the initiative to improve the government’s response to this problem, frankly, given the 
importance of IP to our economy and competitiveness, much more needs to be done. I believe 
the next step is for Congress to enact legislation to improve upon the work started under the 
STOP! initiative, as well as earlier IP coordination efforts such as the National Intellectual 
Property Law Enforcement Coordination Council (“NIPLECC”). 


This is why I partnered with Senator Bayh to introduce the Intellectual Property Rights 
Enforcement Act (“IPREA”) (S. 522). When crafting S. 522, we did so with four principles in 
mind. First, our government must improve domestic enforcement coordination to make sure that 
all of the departments and agencies are included in the relevant enforcement efforts and that 
these departments and agencies are communicating with one another. Second, our country 
should begin to develop international coordination efforts by reaching out to like-minded 
countries that share our commitment to strong IP enforcement. Third, any coordination effort 
must include meaningful congressional oversight, which includes the development of a 
government-wide IP strategic plan and annual reports to Congress on how the goals set out in 
such a strategic plan are being met. Fourth, the departments and agencies should work with IP 
stakeholders to develop resources and programs to address stakeholder needs and concerns. 
Finally, as the current Administration winds down, we wanted to have legislation in place that 
keeps the next administration from reinventing the wheel in January 2009. The STOP! initiative 
is this Administration’s effort to address this problem, however, when the next administration 
takes over, it would likely take many months, if not years for that administration to develop its 
own plan. This is time that our businesses cannot afford. 


Since Senator Bayh and I introduced S. 522, over thirty organizations have endorsed it, 
including the U.S. Chamber of Conunerce, the AFL-CIO, the National Association of 
Manufacturers, and the UAW. I believe that these organizations, which often disagree on other 
policy issues, recognize that in the global economy, where the competition is as great as I have 
ever seen in my lifetime, our government must do a better job in combating these pirates of the 
2U* century. 


In my years as a mayor and governor, I recognize that effective problem solving requires 
different government departments and agencies to work together for a common goal. 
Sometimes, gaining such cooperation can be difficult, and it may require conflict resolution 
among agencies to avoid the stove-piping or turf battles that might otherwise occur. 
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Furthermore, my experience has taught me that effective management requires the development 
and execution of a strategic plan. In the absence of such a plan, it is difficult to measure, in any 
meaningful way, whether or not progress is being made. 


IP enforcement should be led at the highest levels and S. 522 requires that the IP 
coordinating network be chaired by a person from the Office of Management and Budget 
(“0MB”). S. 522 also requires the development of a strategic plan, which would help improve 
our ability to measure how we are doing in terms of our efforts to combat IP theft. 

As any government executive will tell you, when agency disputes and turf battles occur, they 
must be resolved quickly. While 0MB may not be an expert agency on specific IP issues, it has 
the requisite experience with managing government-wide federal processes and resolving 
interagency disputes. S. 522 will give 0MB the opportunity to bring its management expertise 
into the process of developing a much-needed strategic plan for IP coordination. 


I also think it is worth pointing out that the United States Trade Representative’s recently 
announced “Anti-Counterfeiting Trade Agreement” significantly reflects what Senator Bayh and 
I included in S. 522 - international cooperation among like-minded countries with strong legal 
regimes and a record of IP enforcement. 

Our government must do more to combat this growing threat. I know that the members of 
this committee are aware of the various cost estimates relating to IP theft, so I will not repeat 
them, but I think it is important to make clear that this problem goes well beyond the common 
perception that IP theft is an issue related to counterfeit luxury goods or pirated DVDs. Given 
some of the estimates about the number of these products being introduced into the global supply 
chain, this problem is now a significant consumer safety issue. For example, the World Health 
Organization estimates that counterfeits account for up to 10 percent of global pharmaceutical 
sales, and Ford Motor Company estimates that counterfeiting and piracy of its auto parts cost the 
company roughly $ 1 billion annually. 

While the economic costs of IP theft are significant, the health and safety ramifications are 
even more important. For example, during a hearing last July, the General Counsel from Bendix 
Commercial Vehicle Systems LLC (“Bendix”), which is headquartered in Elyria, Ohio, testified 
that counterfeit air brakes used in tractor-trailers are so authentic looking that some of these 
counterfeit products are returned to Bendix via its warranty claims process. Bendix is so 
concerned about the safety implications of this problem that it is spending $1 million annually on 
IP protection and enforcement activities - that is $1 million that this one company is not able to 
spend each year on other things such as research and development or worker training. Moreover, 
given the proliferation of counterfeit goods into areas such as pharmaceuticals and auto parts, it 
is only a matter of time before we start to see the health and safety consequences arising from 
this problem. 
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In closing, I believe that it is critical to note that in the global economy, one of the only ways 
America can continue to compete is through our own ingenuity - it is one of our last competitive 
advantages. American manufacturing is already at a disadvantage in the foreign marketplace. 
Many of our competitors have lower wages, and they are not plagued by the same stringent 
regulations and rising health care and energy costs. If we allow the pirates of the 21** century to 
steal our ideas we are finished! 

Thank you for allowing me to testify today. I, along with Senator Bayh, look forward to 
working with Members of the Judiciary Committee on S. 522, and I appreciate the willingness of 
the Committee to examine this important issue. 

### 
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